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"We have met the enemy and it is us"

Looking at how a field of ethics can come about 

in response to a particular event… 

…through the response to the Morris Worm (in the CACM issue) 
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community. … Many hours of talent were wasted finding and curing 
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NSF Ethics Statement,  June 1989 CACM Issue,  p. 688



Tensions between research and professionalization

“The worm experiment caused a major disruption in the research 

community. … Many hours of talent were wasted finding and curing 

the problems raised by this game.”

“Yet while almost every medical college has at least one course on 

medical ethics and insists on the observance of ethical guidelines 

during practice, computer scientists seem to avoid such 
non-scientific issues.”

NSF Ethics Statement,  June 1989 CACM Issue,  p. 688



Tensions between research and professionalization

“The worm experiment caused a major disruption in the research 

community. … Many hours of talent were wasted finding and curing 

the problems raised by this game.”

“Yet while almost every medical college has at least one course on 

medical ethics and insists on the observance of ethical guidelines 

during practice, computer scientists seem to avoid such 
non-scientific issues.”

NSF Ethics Statement,  June 1989 CACM Issue,  p. 688



Ethics as a part of professionalization

NSF Ethics Statement,  June 1989 CACM Issue,  p. 688

“Just as medical malpractice can have a serious effect on an individual's health, one of the 
costs of our success is that we are now in a position where misuse of our national and 
private computer networks can have as serious an effect on the nation's economic, 
defense, and social health.”

“The incident underscores our society's increasing dependence on complex computer networks.”

CPSR Ethics Statement,  June 1989 CACM Issue,  p. 699

“The IAB plans to take whatever actions it can, in concert with Federal agencies and other interested parties, to 

identify and to set up technical and procedural mechanisms to make the Internet more resistant to disruption.  
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private computer networks can have as serious an effect on the nation's economic, 
defense, and social health.”

“The incident underscores our society's increasing dependence on complex computer networks.”

CPSR Ethics Statement,  June 1989 CACM Issue,  p. 699

“The IAB plans to take whatever actions it can, in concert with Federal agencies and other interested parties, to 

identify and to set up technical and procedural mechanisms to make the Internet more resistant to disruption.  

Such security, however, may be extremely expensive and may be counterproductive if it inhibits the free flow of 

information which makes the Internet so valuable.”

“CPSR believes that innovation, creativity and the open exchange of ideas are the ingredients of scientific 

advancement and technological achievement. Computer networks, such as the Internet, facilitate this exchange. 

We cannot afford policies that might restrict the ability of computer researchers to exchange their ideas with one 

another.”

IAB Ethics Statement,  June 1989 CACM Issue,  p. 710

CPSR Ethics Statement,  June 1989 CACM Issue,  p. 699
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Individual responsibility and the end user

“The value of open networks depends upon the good will and good sense of computer 
users. Computer professionals should take upon themselves the responsibility to ensure 

that systems are not misused. Individual accountability is all the more important when 

people work together through a network of shared resources.”

“In the final analysis, the health and well-being of the Internet is the responsibility of its 
users who must, uniformly, guard against abuses which disrupt the system and threaten 

its long-term viability.”

With that ability to share comes the responsibility to use the system in accordance with 

M.I.T.'s standards of honesty and personal conduct.

CPSR Ethics Statement,  June 1989 CACM Issue,  p. 699
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“Choosing the proper boundaries between functions is perhaps the primary activity of the computer system designer. 
… The [end-to-end principle] appeals to application requirements and provides a rationale for moving a function 
upward … closer to the application that uses the function.”

Salzer, Reed, and Clark, End-To-End Arguments in System Design, 1984, p. 277

(And see Cooper and Vidan, Making the Unaccountable Internet, 2022)
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Statements of AI Ethics, Algorithmic Transparency and 
Accountability, and AI Principles, Today

“The American public and its leaders are beginning to be concerned about computing...Clearly, we can 

no longer ignore public concerns about our profession. We must take control of professional 

computing or others will control it for us” Bryan Kocher, ACM President, June 1989 CACM Issue, p. 660
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Thank you!


