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BETWEEN RANDOMNESS AND ARBITRARINESS:

SOME LESSONS FOR RELIABLE MACHINE LEARNING AT SCALE

A. Feder Cooper, Ph.D.

Cornell University 2024

To develop rigorous knowledge about ML models — and the systems in which

they are embedded — we need reliable measurements. But reliable measure-

ment is fundamentally challenging, and touches on issues of reproducibility,

scalability, uncertainty quantification, epistemology, and more. This disserta-

tion addresses criteria needed to take reliability seriously: both criteria for de-

signing meaningful metrics, and for methodologies that ensure that we can de-

pendably and efficiently measure these metrics at scale and in practice. In doing

so, this dissertation articulates a research vision for a new field of scholarship

at the intersection of machine learning, law, and policy. Within this frame, we

cover topics that fit under three different themes.

First, we quantify and mitigate sources of arbitrariness in machine learning,

with respect to hyperparameter optimization and social prediction contexts. We

clarify important connections between machine-learning arbitrariness, rooted in

non-determinism, with legal notions of arbitrariness that implicate legal rules

and due process.

Second, we tame randomness in uncertainty estimation and optimization

algorithms, in order to achieve scalability without sacrificing reliability. We dis-

cuss how across computing, and particularly in machine learning, scalability

and reliability are typically in trade-off. Analogous trade-offs in law and pol-

icy make this type of trade-off a useful abstraction for communicating about



machine-learning capabilities and risks to policymakers and other non-expert

stakeholders.

Third, we provide methods for evaluating generative-AI systems, with spe-

cific focuses on quantifying memorization in language models and training la-

tent diffusion models on open-licensed data. These contributions have urgent

and significant connections to U.S. copyright law. We provide an abridged dis-

cussion of landmark legal scholarship that details the complicated relationships

between generative-AI supply chain and copyright.

By making contributions in these three themes, this dissertation serves as

an empirical proof by example that research on reliable measurement for ma-

chine learning is intimately and inescapably bound up with research in law and

policy. These different disciplines pose similar research questions about reli-

able measurement in machine learning. They are, in fact, two complementary

sides of the same research vision, which, broadly construed, aims to construct

machine-learning systems that cohere with broader societal values.
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CHAPTER 1

INTRODUCTION

In 2016, I was a backend-systems software engineer playing with machine

learning (ML) during my afternoons and weekends. The U.S. presidential elec-

tion was in full swing, and I had developed the pastime of messing with Face-

book’s Newsfeed algorithm — perhaps an early glimpse that I should have been

an ML security researcher. And in messing with the algorithm, I saw some re-

ally horrible content: a lot of virulent, bot-farm, fake stuff. It was everywhere,

it was noxious, and it was so brazenly meant to tip the election.

Something was clearly wrong with Facebook’s content moderation pro-

cesses. Or maybe something was exactly right, depending on how you look at

it, if this kind of activity contributed to more clicks and engagement. There was

clearly a larger phenomenon at play. Human-made platform design decisions

and ML algorithms were operating in conjunction with really sophisticated soft-

ware systems — systems that worked in real-time and at massive scale on the

Internet. And these different elements had all mixed together in a potent brew

of misinformation and disinformation. This was really upsetting to me. I had

gotten into computing — and interested in machine learning in particular —

because it is fun. And this stuff (among other things) was decidedly not fun.

It might not have been fun, but it clarified some really big questions for me.

It was obvious that large-scale, ML-powered systems (not just ML algorithms)

were here to stay. Given this reality, what should we want these systems to do in

the world? How can we make sure that these systems are reliable? What does

reliability even mean? And if we are unable to make ML systems sufficiently

reliable, are there areas where we should not use ML at all? How can we reason
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rigorously about this distinction, if it exists? How can we be sure that an ML

system’s behavior matches up in practice with our intentions and goals? What

tools do we have at our disposal — or what tools do we need to invent — to

help us reason about this?

There were clearly big, rich, concrete questions in machine learning to study

here — in topics like uncertainty quantification, model selection, algorithms and

systems trade-offs, and much else. There were also big, rich, concrete questions

in law and policy. For example, we could hypothetically come up with the best-

ever, theory-backed, ML-based tools for quantifying uncertainty, maybe even at

scale. But just because we have a great tool does not mean it is immediately or

generally clear how we should use it in practice. Practical considerations require

communication with non-expert stakeholders — people who are involved in

decisions about whether and how to use ML systems in real-world domains.

In this case, this would involve communicating about what different types of

uncertainty exist, what they mean concretely in particular practical domains,

and, based on its underlying assumptions, what types of uncertainty our great

ML-based tool can (and cannot) measure.

More generally, how should we communicate about design choices in ML?

Most of these choices are not foregone conclusions. Someone (or some group of

people) typically makes some decision at some point in time about which par-

ticular model to use in practice. How do we communicate clearly about these

types of choices and their consequences to non-experts? How can we make sure

that other stakeholders, like policymakers, have necessary and sufficient under-

standing of ML systems and design choices, so that they can construct sound

and useful AI public policy?
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Looming among these research questions, there were some big personal

ones, too. What was the best way for me to go about trying to find answers

to such questions? Should I go to law school? Should I go get a Ph.D. in ma-

chine learning? Should I do both? Well, since this is the introduction to my

dissertation, it is hopefully clear that I decided to do the ML Ph.D. But I also

reasoned that it should be possible to tackle these questions side by side, all at

once. Questions like these are two complementary sides of the same research

vision. They all involve research into how to do reliable measurement for ML

at scale, where what constitutes “reliability” takes into account considerations

that are relevant not just for ML, but also for law and policy.

There is a virtuous cycle in this type of work. Making contributions with this

particular focus in ML is indivisible from concrete implications for tech law and

policy; doing deep work in tech law and policy raises novel research questions

to tackle on metrics and measurement practices in ML. For example, in order to

understand the copyright implications of generative-AI systems, we need to be

able to take useful and replicable measurements that can help inform questions

judges and policymakers have about issues like copyright infringement.

Following this vision, I have begun an extensive research program in ma-

chine learning, law, and policy, and I have done this work across a bunch of

projects. I am the first author on most of them [136–147, 210, 349–351, 641],

and much of this work has received awards — spotlight, oral, and best paper

honorable mention accolades [136, 138, 141, 144, 210, 336, 350, 641].

Even if all of this research touches on topics that fundamentally have to

do with the intersection of machine learning, law, and policy, it has been very

important to make sure that the core contributions of each piece are cogniz-
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Figure 1.1: Ph.D. projects organized by theme. Some projects do not fit neatly
into these divisions [137, 147, 346], and many projects cross boundaries. No-
tably, Appendix G [146] touches on all three themes.

able to the appropriate disciplinary audiences. As a result, a large number

of these projects have their main contribution positioned in machine learning,

and have been published or presented in venues like NeurIPS, ICML, AAAI,

and the like [108, 137, 140, 141, 145, 210, 236, 336, 399, 435, 641, 642]. A

smaller number have had their main contribution in law and policy, and have

been published in law reviews and interdisciplinary computing venues like

ACM CSLAW [138, 139, 142–144, 349, 350]. A smaller number still have their

main contribution in computing ethics and values, and have been published at

venues like ACM FAccT [136, 146, 147, 346, 351].

Maintaining these disciplinary boundaries has been useful to keep in mind

for publishing; however, what has been more useful, with respect to posing re-

search questions, is considering overarching research themes. There were two

themes that I had intended to explore in my Ph.D., based on my initial motiva-
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tion for going to graduate school: sources of arbitrariness in ML and scalable ML

algorithms (Figure 1.1). My work on arbitrariness is deeply related to model se-

lection choices — ML modeling and algorithm choices that people make, which

can lead to arbitrary outcomes. In scalable ML algorithms, my work has studied

how to make algorithms more efficient while retaining reliability guarantees,

predominantly in uncertainty estimation.

Both themes have clear connections to law and policy. Arbitrariness is a very

important concept in the law, for example, with respect to due process [218]. In

light of this relationship, I have focused my work on quantifying and mitigating

ML-specific types of arbitrariness, and making these types of arbitrariness cog-

nizable for law and policy. Scalability and reliability are often in trade-off; this

can serve as a useful abstraction for communicating with policymakers about

implementation decisions and associated capabilities and risks.

With two coherent themes concerning ML, law, and policy, we could perhaps

call it day. One such theme might be a happy accident, but two entirely differ-

ent ones indicates a pattern — an indication that this field of work is a fruitful

direction for original scholarship. However, the dissertation does not end here.

In summer 2020, I was tinkering with GPT-2 and GPT-3, shortly after GPT-

3 [92] came out. There was a clear leap in quality between GPT-2 and GPT-3;

GPT-3 was nearing human-like text generation. Its architecture was larger, and

it was also trained on a much larger quantity of (likely copyrighted) text data.

One day, when there was an ever better model, GPT models would no longer

be a research curiosity. They would be sufficiently impressive, such that they

would be embedded in consumer-facing products that people would actually

want to use. And when that day came, it would likely be a nightmare for intel-
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lectual property (IP) law.

This was just a hunch; I did not know much about IP law at the time. So,

in Fall 2020, I decided to enroll in a course on IP at the law school, and then I

waited. And I did not have to wait long because, about two years later, Ope-

nAI released ChatGPT and everything changed. All of the considerations that

had brought me to graduate school were, all of a sudden, immediately and in-

escapably relevant. There was a real-time, large-scale, ML-driven system, gov-

erned by innumerable human design choices, that had enormous societal impli-

cations — and everyone was using it. I would no longer have to explain why

work at the intersection of ML, law, and policy was so important. Everyone

would know it from firsthand experience.

In other words, this moment presented a huge opportunity for the type of

work I had already been pursuing. But it also meant that I should redirect my

energy toward a third line of work in the last year of my degree — a line of work

on generative AI and law. Based on the enormous and urgent demand for clarity

and rigor in this area, my work in this theme has thus-far focused on evaluations

for generative-AI systems that provide insights for U.S. copyright law.

Dissertation Format

This dissertation is organized in three parts around these three themes.

• Part I addresses arbitrariness in machine learning.

• Part II details projects in scalable machine learning algorithms.

• Part III discusses evaluating generative-AI systems, with particular atten-

tion to copyright-related topics.
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Each of these parts is outlined in the remainder of this introduction (Sec-

tions 1.1, 1.2, and 1.3, respectively). While they are presented separately, it is

worth noting that the three themes they cover appear throughout. For example,

scalable machine algorithms and their associated trade-offs feature in all three

parts.

In an attempt at concision, this dissertation only addresses a subset of the re-

search projects mentioned above (Figure 1.1). Each part contains the same over-

all structure of three chapters that have been integrated into a single narrative.

The first two chapters reflect papers that contain core contributions in machine

learning, and third chapter demonstrates how the first two have deep inter-

relationships with tech law and policy. Additional research concerning cross-

cutting philosophical questions about the relational aspects of ML accountabil-

ity is deferred to the appendix.

1.1 Part I: Sources of Arbitrariness in Machine Learning

Part I presents three inter-related research projects that study arbitrariness in

machine learning and its consequences for law and policy. Broadly speaking,

this work studies how human-made decisions can lead to arbitrary results or

conclusions in ML experiments. These decisions may seem quite mundane in

practice — the selection of a particular set of hyperparameters [145] (Chapter 2)

or a specific classification model to deploy [141] (Chapter 3) — but they can in

fact result in outcomes that mislead us about ML capabilities and risks. As a

result, ML arbitrariness is a significant consideration for law and policy [138].

Indeed, there are deep connections between arbitrariness in machine learning
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and how law and policy reason about and mitigate unwanted sources of arbi-

trariness in legal contexts (Chapter 4).

Chapter 2: Arbitrariness in Hyperparameter Optimization Choices

This part opens with work on characterizing arbitrariness in hyperparameter

optimization (HPO). In particular, Chapter 2 uses tools from modal logic to for-

malize the process of drawing conclusions about algorithm performance when

running hyperparameter optimization in machine learning experiments.

It is well-known that HPO greatly affects overall measurements of algorithm

performance. There is much prior experimental work in machine learning that

has articulated this point [122, 176, 543], such that it is safe to say that it is com-

mon knowledge in the ML community. HPO can affect results so much that the

results of two different HPO procedures for the same task and the same opti-

mizers can lead to contradictory conclusions. The two sets of experiments in

Figure 1.2 highlight this phenomenon. Both experiments test three optimizers

— SGD, Heavy Ball momentum, and Adam — to train the VGG-16 neural net-

work to classify the CIFAR-10 dataset. On the left, we test one set of hyperpa-

rameter configurations, pick the best-performing configuration per optimizer,

and compare test accuracy. We do the same thing for the experiments on the

right, but we change how we configure the hyperparameter search space for

Adam — represented in the third, rightmost box plot.

Separately, the plot for each of these sets of experiments suggests a partic-

ular conclusion. On the left, it looks like Adam performs worse than SGD and

Heavy Ball. That is, the results reasonably suggest the conclusion that non-
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Figure 1.2: Running different sets of experiments for training the VGG-16 ar-
chitecture to classify images in CIFAR-10. Both sets of experiments test SGD,
Heavy Ball momentum, and Adam. The experiments on the right use one con-
figuration for Adam, and the experiments on the left use another. In isolation,
each of these sets of experiments leads to a conclusion that, when considered
together, result in a logical contradiction.

.

adaptive optimizers like SGD and Heavy ball outperform adaptive ones like

Adam. The results on the right tell a very different story. Judging by test ac-

curacy alone,1 Adam performs just as well as SGD and Heavy Ball. If we were

to accept both sets of experiments as valid HPO configurations to test empiri-

cally, we would yield a logical contradiction (Figure 1.2). This implies that these

sets of experiments cannot both be valid ways to test hyperparameters because,

taken together, the conclusions they suggest are inconsistent. Taken together,

these experiments do not enable us to produce reliable knowledge about algo-

rithm performance.

Ideally, we want to avoid this type of situation in ML research, since one

of our goals is to develop reliable knowledge about algorithm performance.

Importantly, this is not the same as making claims from ML experiments in-

volving HPO that have to do with ground-truth algorithm performance. We do

1If we consider variance, Adam seems to out-perform SGD and Heavy Ball.
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not know the ground truth. Instead, we want to make sure that the ML com-

munity does not accept a priori a particular methodology for configuring and

performing HPO that could possibly lead to inconsistent conclusions, like those

in Figure 1.2. In other words, it would, be fine for the ML community to ac-

cept exclusively either of the sets of experiments in Figure 1.2, and to draw the

selected set’s related conclusion. Or it would be fine for the ML community to

be skeptical — to accept neither of these sets of experiments, and to conclude

nothing at all about algorithm performance. However, it is not fine for the ML

community to accept both sets of experiments as valid, as this is the case that

leads to inconsistent conclusions.

This is a bit of a subtle point. Obviously, when presented with these two sets

of experiments side-by-side, we know to reject them because they yield incon-

sistent conclusions. But this is not typically what happens in practice. Instead,

researchers typically perform one (if any) pass of HPO, which in our motivating

example would only produce one set of experiments in Figure 1.2 from which

one could form conclusions. In our work in this chapter, we therefore aim to

study a kind of meta-problem: we want to make sure that, even when we are

presented with only one set of results, we form conclusions that are not arbi-

trary — conclusions that constitute reliable knowledge. That is, if someone else

had by happenstance configured HPO slightly differently for the same overall

experiment, they would not have yielded results that suggest a conclusion that

contradicts the one that we have obtained.

Based on this motivation, we attempt the first theoretical study of how to

draw reliable conclusions from empirical studies using HPO. We pursue this

goal in two parts. First, we come up with a formalization that enables us to rea-

10



son about two vague types of uncertainty in our problem setup: (1) the possible

outcomes of HPO experiments and (2) whether we believe the conclusions that

can be drawn from those outcomes. The point of formalizing our beliefs is to

instill an appropriate amount of doubt when examining HPO results: even if

we cannot know for certain what is true, we do not want to end up believing a

conclusion that is false [170].

We use modal logic [70] for this formalization, since it is a useful analytical

tool for pinning down vague, difficult-to-capture (non-stochastic) types of un-

certainty in both of these sources. Second, we use our formalization to prove

non-trivial theorems about whether or not a hyperparameter optimization pro-

cedure is defended drawing false, inconsistent conclusions. We suggest an HPO

procedure and use our formalization to prove that it is defended against such

an outcome (within a limited time budget).

Chapter 3: Arbitrariness in Social Prediction

There are many other sources of arbitrariness in machine learning, not just the

(non-stochastic) arbitrariness that gets introduced through decisions in config-

uring hyperparameter optimization procedures. In another line of work, we

investigate another type of arbitrariness related directly to randomness: how

arbitrary the choice of single model is, based on the specific random seed used

for training, in algorithmic fairness contexts.

To get a sense for this arbitrariness, let us examine a simple example. Con-

sider training 100 random forest models on COMPAS, which is (for many

reasons) an infamous binary classification task that has been used to predict
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Figure 1.3: 100 bootstrapped random forest models show models can be very
consistent in predictions ŷ for some individuals (Ind. 1) and arbitrary for others
(Ind. 2). In this example, 50 models result in predictions that suggest Ind. 2 will
recidivate (i.e., commit a crime again) and 50 that suggest they will not. Their
prediction is arbitrary.

whether someone is going to recidivate — whether they are going to commit

a crime again [344]. Such predictions can then be used to inform whether an

individual is allowed to receive bail or not, if they are rearrested.2 We train

these 100 models using bootstrapping with different random seeds [184–186],

and they will serve as our empirical estimate of the distribution over possible

random forest models (with a particular set of hyperparameters). We can then

look at two individuals in the reserved test set, run our 100 trained models on

them, and plot the counts of the resulting predictions for each (Figure 1.3).

The 100 models all produce the same prediction for Individual 1. We can un-

derstand this to mean that the learning process that produced these models is

really confident with how it classifies Individual 1. If we were to pick one model

to use in practice — as the algorithmic fairness binary classification problem for-

mulation often does — there would be no effect on how Individual 1 is classi-

fied. But the story is really different for Individual 2: the learning process is not

sufficiently confident to justify assigning Individual 2 either decision outcome.

2There are many issues with this setup, ranging from problem formulation issues to compli-
cations of using rearrest as a proxy for whether or not someone has committed a crime. We refer
the reader to Barocas et al. [45] for a summary.
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Their classification is arbitrary. With this learning process, we produce predic-

tions that are akin to flipping a coin, where the result of the flip is a product of

happenstance — of the random seed used we happened to use during training.

Importantly, this arbitrariness remains latent in the common fair binary classifi-

cation problem setup, in which we just evaluate one model. We instead need to

look at the empirical distribution over possible models to surface it.

These two individuals reflect the best and worst case scenarios, in terms of

arbitrariness in predictions. They are also two real individuals: these are real

outcomes for two individuals in the COMPAS dataset when training random

forests. The training process clearly results in outcomes that treat them very

differently, with respect to arbitrariness. In Chapter 3, we turn this intuition for

arbitrariness into a metric, which we call self-consistency.

Self-consistency can be computed for any test instance, and results in a num-

ber in the range between 0.5 and 1: 0.5 maps to minimally self-consistent exam-

ples like Individual 2, and 1 maps to completely self-consistent examples like

Individual 1. Because we can compute self-consistency on a per-instance basis,

we can measure it for particular individuals, like those visualized in the bar plot

in Figure 1.3. But we can also measure and visualize self-consistency across the

entire test set, in order to understand overarching patterns about arbitrariness

in predictions for particular datasets.

We use cumulative density functions (CDFs) to do so across a variety of fair

binary classification benchmark datasets. This enables us to plot different levels

of self-consistency on the x-axis, and the probability that a test instance attains

(at least) that level of self-consistency on the y-axis. With this approach, we

uncover novel and important insights about arbitrariness in social prediction
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settings. For example, we find that about 20% of predictions in COMPAS (using

random forests) are 0.5 self-consistent (Figure 1.4). In this setting, 1 out of every

5 test examples in COMPAS resembles Individual 2 (Figure 1.3); approximately

20% of prison recidivism classifications are arbitrary — a coin flip — which

should be really disturbing if this kind of analysis is used to inform whether an

individual receives bail or not.

In the remainder of Chapter 3, we examine this type of arbitrariness in detail.

We discuss methods for improving self-consistency, in order to root out this

particular type of arbitrariness, and we also examine the impact of improving

self-consistency on more-traditional algorithmic fairness metrics [260].

Chapter 4: Legally Cognizable Notions of ML Arbitrariness

The types of arbitrariness that we quantify in HPO (Chapter 2) and social pre-

diction (Chapter 3) settings yield important insights about how to draw reliable

conclusions from machine learning experiments. But they also reveal a lot more

in terms of broader impact. Arbitrariness is not just a useful concept to pin

down and reason about with respect to reliability in ML. It is also a concept that

plays significant roles in law and policy — running the gamut from theoretical

work in legal philosophy [218] to practical policy decisions [324]. The research

discussed in both of these chapters puts forth definitions for ML arbitrariness

that are directly informed by law and policy scholarship on arbitrariness. In

turn, the insights that this work elicits suggest novel ways for how law and pol-

icy can reason about types of arbitrariness that are particular to machine learn-

ing — arbitrariness that implicates important social values like due process and

safety when ML systems are deployed in practice.
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Figure 1.4: Training 101 bootstrapped random forest models on COMPAS 10
different times. Our estimates for self-consistency (x-axis) are very stable, as
evidenced by the tightness of the error bars. In this setting, roughly 20% of
classification decisions (indicated with the blue dotted line) in COMPAS are
predictably and consistently arbitrary, resembling Individual 2 in Figure 1.3.

To give one example, let us return briefly to the social prediction example of

COMPAS and prison recidivism. The underlying models that contribute to our

computations of self-consistency are clearly quite different, given that they can

result in arbitrary predictions for significant portions of the test set. Recall that,

for random forests, 20% of predictions on COMPAS are arbitrary — they resem-

ble Individual 2 (Figure 1.3). In other words, we can understand the individual

models that we train in this setting to be unstable. However, even though these

individual models are unstable, the self-consistency estimates that they enable

us to produce are in fact (generally speaking) very stable. Regardless of the ran-

dom seeds that we use to train 101 models on COMPAS, we produce a set of 101

models that lead to similar estimates of self-consistency for the test set.

We can see this in the CDF figures in Chapter 3 (see also Figure 1.4): to pro-

duce these figures, we compute self-consistency across the test set 10 different

times, for different sets of 101 models. The resulting plotted CDF curves are

averages, and the error bars surrounding them are very tight. (Indeed, we had

to include insets to zoom in, in order to clarify that they are in fact present.)
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Regardless of how we split COMPAS into train and test sets, we find that, for

random forests, approximately 20% of predictions on COMPAS are always arbi-

trary. Put differently, we find that 20% of COMPAS predictions are predictably

and consistently arbitrary — a mouthful of a concept that seems to turn some

concepts from the law and policy on their head. In law and policy, predictability

and arbitrariness are often described as opposites, rather than concepts that can

operate at different levels of abstraction, such that both can be true at the same

time.

In Chapter 4, we present published research that scratches the surface of in-

sights like this for law and policy. We discuss how non-determinism in machine

learning can lead to types of arbitrariness that diverge from how law and pol-

icy tend to conceive of arbitrariness. This, in turn, suggests fundamental and

important differences between machine-learned rules and legal rules — differ-

ences that have important consequences for broader impact, including how the

law should reason about using ML in practice. This chapter, though published,

represents preliminary work that we are currently developing for law review.

1.2 Part II: Taming Randomness in Scalable, Reliable Sampling

and Optimization Algorithms

The arbitrariness that we investigate in Part I ultimately can be traced to differ-

ent sources of non-determinism in the development of ML systems — whims in

human decisions, randomness in ML algorithms, and non-determinism in com-

puter systems. In Part II, we focus particularly on how to harness randomness

in ML algorithms, so that, at scale, we can achieve reliable outcomes (in the sta-
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tistical sense, which we describe here). Reliability and scalability tend to be in

trade-off in ML, and in computing more generally. The work we present in this

part shows how we can navigate and sometimes even push the boundaries of

such trade-offs.

Chapter 5 discusses a method for reliable, scalable Bayesian inference, which

can be used to do uncertainty estimation at scale; Chapter 6 details a distributed,

SGD-based optimization algorithm that finds better-than-random example per-

mutation orders to accelerate convergence; and Chapter 7 ties together threads

across scalable ML to explain how common trade-offs, like those between scal-

ability and reliability, have direct analogues in law and policy. This makes such

trade-offs a useful abstraction for policymakers to understand overarching de-

sign choices and resulting behaviors of large-scale ML systems.

There are also various connections between work in this theme and the

first. Notably, the work in Part I on reasoning about possible models and self-

consistency in fairness contexts (Chapter 3) was greatly influenced by our prior

work concerning uncertainty quantification (Chapter 5, Zhang et al. [642]).

Chapter 5: Scalable, Reliable Uncertainty Quantification

Our first encounter with uncertainty in this dissertation involved using the

bootstrap method [184–186] to compute self-consistency as a proxy for quanti-

fying arbitrariness (Chapter 3). We begin here with this intuition of uncertainty,

through our now-familiar example of measuring self-consistency in the COM-

PAS dataset.

In this example (Figure 1.3), we trained 100 different possible models on
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COMPAS using bootstrapping, and compared predictions for two individuals

in the test set. All 100 predictions for Individual 1 are for the same class; in

contrast, Individual 2 exhibits 50 predictions for one class, and 50 for the other.

In other words, the learning process produces models that are high variance in

their predictions for Individual 2, and no variance for Individual 1. This vari-

ance captures predictive uncertainty. The learning process produces models

that, taken together, are very certain concerning how to predict for Individual

1, and completely uncertain concerning how to predict for Individual 2.

Computing predictive variance is just one way of quantifying uncertainty,

but there are others. The gold-standard method, arguably, is Bayesian inference.

Given that y is a prediction, x is an input data example vector, D is the training

dataset, H is the model architecture (the hypothesis class), and θ is the vector of

model parameters,

p(y|x, D,H)︸         ︷︷         ︸
posterior predictive distribution

=

∫ likelihood︷       ︸︸       ︷
p(y|x, θ,H) p(θ|D,H)︸     ︷︷     ︸

posterior

dθ. (1.1)

This equation models what is called the posterior predictive distribution: the

probability of a prediction y, given a specific input data example x, dataset D,

and type of model H. This distribution can be computed in relation to the likeli-

hood and posterior. The likelihood is the probability that a given input example

x, model parameters θ, and model architecture H could result in the prediction

y. The posterior reflects the probability that the given dataset D and architecture

H could yield the particular model parameters θ. We then integrate the likeli-

hood and posterior over all of the possible model parameters θ: we weight the

likelihood by the posterior for all possible models. Altogether, this means that

we are capturing the uncertainty in the prediction y for a given input x, with

respect to all possible learned models θ that have architecture H and are trained
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on dataset D.

There is a lot more that one can say about this setup. (Indeed, this is the focus

of Chapter 5.) For our purposes here, the important point is that this is just a

different way of measuring uncertainty than what we did with bootstrapping in

our COMPAS example in Chapter 3. This is just a different way of modeling the

distribution over possible learned models, where here we refer to the learned

models θ.

Unfortunately, the integral in Equation (1.1) is intractable to analyze exactly.

But we can approximate it with a Monte Carlo estimate, using a concrete number

N of models θi:

p(y|x, D,H)︸         ︷︷         ︸
posterior predictive distribution

=

∫ likelihood︷       ︸︸       ︷
p(y|x, θ,H) p(θ|D,H)︸     ︷︷     ︸

posterior

dθ

≈
1
N

N∑
i=1

p(y|x, θi,H), (1.2)

where different concrete models θi are sampled from the posterior, i.e., θi ∼

p(θ|D,H). On the left, we still have the posterior predictive distribution; but

now on the right, instead of an integral, we compute an average over the N like-

lihoods for different concrete models θi, where the different θi are drawn from

the posterior distribution.

We still, however, do not know what the posterior distribution is. To get an

estimate, we can use something called Markov chain Monte Carlo (or MCMC),

which simulates the posterior. At a high level, MCMC proposes a sequence (a

Markov chain) of samples of models θi that reflect the posterior distribution. It

performs a random walk or simulates some physical dynamics (e.g., Hamilto-

nian, Langevin dynamics), which we can compute in practice. This simulation
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depends on a function, U(θ), which is called the potential or energy function.

We can compute this potential, which can also be related to the posterior using

Bayes’ rule:

posterior︷     ︸︸     ︷
p(θ|D,H) =

Bayes’ rule︷                ︸︸                ︷
likelihood︷     ︸︸     ︷

p(D|θ,H)

prior︷ ︸︸ ︷
p(θ|H)

p(D|H)︸  ︷︷  ︸
evidence

∝ exp

negative potential︷   ︸︸   ︷
(−U(θ)) (1.3)

So we now have a way to estimate the posterior, but, unfortunately, we are

still not quite done. Even though we can compute this simulation process, it

exhibits a problem: it is biased. And this bias can cause the chain of samples θi

that we simulate to drift away from the true posterior distribution.

To correct for this bias, we add in one more step to the simulation process:

the Metropolis-Hastings (or MH) correction step [263, 413]. The MH correction

step rejects some of the samples we have generated; it does not include them

in the Markov chain. This involves performing computations with the poten-

tial function, which result in either accepting or rejecting the proposed sample

(see Chapter 5, Brooks et al. [89], Figure 1.5). As a result, the simulation process

does not contain all of the samples that we generate, just the θ that get accepted.

Then, once we have this Markov chain of samples that reflect an unbiased es-

timate of the posterior, we can use it to help us quantify uncertainty: we can

plug it back into Equation (1.2), which approximates the posterior predictive

distribution (1.1) with our Monte Carlo approximation.

Unfortunately (again), even though MCMC is a clear improvement over the

intractable integral in Equation (1.1), it is still really expensive to compute in

practice. It is expensive because, as is clear from Equation (1.3), the potential

function U(θ) has a dependency on the dataset D. This means that performing
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Figure 1.5: Exact MCMC composes a proposal step (to produce new samples θ′)
with an MH correction to remove bias by deciding to accept/reject the new sam-
ple as the next stage in the Markov chain (θt+1). Our exact, scalable algorithms
use 1) proposals that leverage stochastic gradients of the potential, ∇̃U [642]; 2)
MH corrections that use minibatches of data examples for computations with
the potential. ∆̃U (Chapter 5).

computations with the potential requires iterating over the entire dataset, and

we need to do this every single iteration of the simulation in order to produce a

new sample. For large-scale datasets — basically every dataset in modern ML —

this is often too costly to do in practice. It is certainly more expensive than opti-

mization; however, optimization only gives a single point estimate of the model

parameters. It gives us an infinitesimally small sliver of the posterior distribu-

tion, making it an unreliable estimate of the entire posterior (Figure 1.6). So,

even though optimization is more efficient, we cannot use it to do uncertainty

estimation reliably.

More generally, we can note that reliability and scalability are in trade-off

for uncertainty estimation. Optimization is really scalable, but it is not very

reliable because it just gives a point estimate of the posterior. And MCMC is

really reliable — it gives a good estimate of the whole posterior — but it is not

at all scalable because each iteration depends on the size of the dataset. Prior

work strikes different balances between these two competing goals. For ex-
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Figure 1.6: Reliability-scalability trade-off in Bayesian inference (i.e., for captur-
ing the posterior of possible models). We visualize the posterior on the right.
Optimization provides a single estimate of the posterior (dotted line labeled
θ∗, top right); MCMC captures the whole posterior (fully shaded area under
the curve, bottom left). Our work (yellow) carefully uses subsampling to push
the frontier: it captures the full posterior, but does so more efficiently than
traditional MCMC.

ample, inexact MCMC uses subsampling to improve efficiency; it removes the

dependency on the dataset size at each simulation iteration by using only a sub-

set of the dataset for computations. But subsampling can once again introduce

bias: we can lose the guarantee that the simulation will converge to a reliable

estimate of the posterior (Figure 1.6).

So, at last, this is where our work comes in. We introduce subsampling

carefully to the simulation process, so that it is possible to get efficiency gains,

while still guaranteeing that we converge to the correct posterior that traditional

MCMC yields. In this respect, our work has managed to push out the trade-off

curve between scalability and reliability for uncertainty estimation (Figure 1.6).

In Chapter 5, we discuss one of our algorithms that achieves this goal by using

minibatches of data to compute the accept/reject decision in the MH correction

step.
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Chapter 6: Scaling Distributed Optimization

Despite the reliability of Bayesian inference for performing uncertainty estima-

tion, optimization has remained the workhorse of modern ML. We have also

done research to scale up optimization, such that it converges to a point esti-

mate more efficiently.

For optimization algorithms like stochastic gradient descent (SGD), users

typically randomly shuffle training data examples without replacement each

epoch. Random reshuffling is so common that it is often implemented as a

boolean flag in interfaces in common deep learning libraries (e.g., Pytorch has

an option for setting shuffle = True). The reason that people use random

reshuffling is that, in practice, it tends to speed up convergence. However, as

our work in Chapter 6 shows, there exist permutation-based example orders

that perform better than random reshuffling: these non-random orders achieve

provably faster convergence rates for stochastic gradient descent. Lu et al. [384]

find better permutation orders for training in centralized settings. In Chapter 6,

we find such orders for the contemporary, more efficient setting of distributing

training across a number of parallel workers.

The high-level idea is to leverage information in per-example gradients from

prior training epochs, in order to identify a permutation for example ordering in

the next epoch; this example order contributes to making more progress in con-

verging to a point estimate of the model parameters. To find such permutations,

we leverage insights from kernel thinning (which builds on ideas from coreset

selection) [182, 183], and herding and vector balancing [20, 261, 620]. The math

that we rely on from this prior work is defined in terms of arbitrary vectors. We

extend this to the distributed optimization setting, in which the vectors that we
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balance are per-example gradients.3

Relying on this prior work, we show that, over time, balancing per-example

gradients achieves the bound in the herding problem formulation. In Chapter 6,

we prove that, by achieving the herding bound in the parallel setting, then SGD

exhibits an accelerated convergence rate in comparison to distributed random

reshuffling. Further, we demonstrate a speedup over Lu et al.’s work in the

centralized setting [384], which is linear in the number of parallel workers.

The balancing algorithm that we use is fairly inexpensive, but it does ex-

hibit some memory overhead and computational cost over distributed random

reshuffling, (associated with node communication and data sorting, see Ap-

pendix E.3.1). In other words, our algorithm pays some per-epoch cost in ef-

ficiency in order to find higher quality example orders. But overall, over some

time, this results in needing relatively fewer epochs to converge; our algorithm

is more efficient and scalable, as exhibited by our provably faster convergence

rate.

The “over time” aspect of this benefit is especially relevant. It does indeed

take several epochs to find permutations that bring down the herding bound

and confer our algorithm’s benefits. If a particular task converges quickly, or

if we only run a few epochs of training (as is common right now in pretrained

base-model fine-tuning), then we typically do not observe speedups over ran-

dom reshuffling. Future work should further investigate these trade-offs, such

that the benefits of our work can better extend to common contemporary train-

ing paradigms.

3Lu et al. [384] extends herding and balancing to the centralized optimization setting. We
realize additional benefits by also incorporating insights from kernel thinning.
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Chapter 7: Exposing Legally Cognizable Trade-Offs to Enable Accountability

The work in both Chapters 5 and 6 navigates trade-offs between scalability and

reliability. Trade-offs like this exist all over machine learning. They tell us a lot

about what is possible to achieve with respect to important, competing goals.

And they also tell us a lot about possible decisions ML researchers and practi-

tioners can choose to make — how they can choose to balance needs for scal-

ability and efficiency with concerns about maintaining sufficient reliability in

specific contexts.

It turns out that trade-offs like these are not exclusive to computing. In Chap-

ter 7, we discuss how analogous trade-offs crop up all over domains that poli-

cymakers frequently reason about — complex domains as diverse as law, public

health, and federal risk assessment policy. For just one example, consider the

U.S. code for civil procedure. It contains a number of rules, such as speedy

trial requirements and statutes of limitations, that impose time constraints to

encourage efficient case resolution. The need for efficiency is balanced against

competing needs for thorough fact-finding and argumentation. Based on this

overarching observation, we argue that such trade-offs expose a very useful ab-

straction that policymakers can rely on to help them reason about (and regulate)

ML systems. Policymakers do not necessarily need to understand very low-

level technical details about machine learning algorithms and systems. They

can glean a lot about relevant details about systems capabilities by understand-

ing machine learning at the level of these types of trade-offs.

The work in Chapter 7 was published in 2021 [144], and dates back to a

project that was started in 2018. At the time, we motivated our research with

the concrete example of reasoning about risks in autonomous vehicles, as they

25



were a particularly germane example of a large-scale ML system where bal-

ancing efficiency and reliability has a clear, broader impact on safety. The con-

ceptual contributions of our work extend far beyond this motivating example.

They translate directly to this current moment, in which large-scale generative-

AI systems that perform real-time inference are being deployed in consumer-

facing products. In future work, we will update the research in this chapter in

light of the ascendance generative-AI systems.

1.3 Part III: Evaluating Generative-AI Systems

There has been a tremendous amount of recent public interest in generative AI,

both excitement about capabilities and concern about risks. One frequent set

of concerns around generative AI is that the training and use of generative-AI

systems involves practices that infringe copyright. In the year and a half since

ChatGPT’s release, groups of artists, individuals, and companies have filed over

two dozen copyright lawsuits in the U.S. against the builders and deployers of

generative-AI systems [117].

In Part III, we dig into both the technical and legal aspects of generative-

AI systems, with a specific focus on copyright. In Chapter 8, we discuss recent

work on extracting (potentially copyrighted) memorized text training data from

large language models. In Chapter 9, we explore the benefits and drawbacks of

training a family of text-to-image latent diffusion models exclusively on per-

missively licensed, Creative Commons images with synthetic captions. Last, in

Chapter 10, we present an abridged version of our framework [349] for thinking

about the interplay between generative AI an copyright: the generative-AI supply
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chain, which maps the very many stages invoked in the creation, deployment,

and use of generative-AI systems with the very many actors that are involved

at those stages. We apply the supply-chain framing to U.S. copyright, but note

that it is more broadly useful for reasoning about the impacts of generative AI.

Chapter 8: Measuring Memorization in Language Models

In Chapter 8, we discuss recent work on extracting memorized text training

data from large language models (LLMs). In high-level terms, memorization in

generative-AI contexts often refers to cases in which one can “deduce or pro-

duce a model’s given training example” [142]. We make contributions that show

how to feasibly measure memorization for large-scale production systems — in

particular, ChatGPT [435]. We use security-style attacks on LLMs by prompting

them with particular inputs, which result in output generations that are verba-

tim copies of training data examples. This work has direct relationships to a

variety of law and policy issues, notably copyright and privacy, since memo-

rization can result in a model regurgitating creative expression (like a portion of

copyrighted novel) or sensitive content (like a social security number) that was

in its training data.

Figure 1.7 shows a preview of our results. On the left, we show an example

of our attack. We ask ChatGPT to repeat single tokens forever — in this case,

the word “poem.” At first, the model (and system in which it is embedded)

responds by following this instruction. But eventually (and almost always),

the output diverges, and sometimes that divergent content contains memorized

training data.
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Figure 1.7: The aligned ChatGPT 3.5 appears 50× more private than prior
models (right). We develop an attack (left) that shows it is not: ChatGPT emits
training data 150×more frequently than prior work (default). Figures reprinted
with permission from my collaborators.

This finding was very exciting to people, and even received news cover-

age [440, e.g.]. It was the first large-scale memorization extraction attack on

an aligned, deployed production system. As a result, our findings also im-

plicate various stages of the generative-AI supply chain (Chapter 10), not just

model training and generation. The corresponding paper, which is currently

under journal submission, is a large-scale measurement study of what we call

extractable memorization.4

Chapter 9: Training Latent Diffusion Models on Open-Licensed Images

One of the key issues for memorization centers on the use of copyrighted data

during training. If we do not train models on copyrighted data, then (by defi-

nition) models will not memorize copyrighted data that they could later regur-

gitate near-verbatim. (This, importantly, should not be mistaken for indicating

4The paper has a lot of really excellent science in it (not just fun sound bites like “asking
ChatGPT to say ‘poem poem poem’ breaks ChatGPT”).
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"an image of
elsa from
frozen"

(a) Prompt (b) SD2 (c) CommonCanvas-S-C

Figure 1.8: Prompting Stable Diffusion 2 (b) and CommonCanvas (c) with "an
image of Elsa from Frozen" (a).

that training on public domain or licensed data will resolve all potential copy-

right problems; it is still possible to produce potentially infringing generations

if one only trains on public domain or licensed data [139, 142].) This raises a

natural question: what if we trained models on only permissively licensed or

public domain data? By training on such data, we will hopefully reduce the

risk of producing potentially copyright-infringing models that can be used to

produce potentially copyright-infringing generations.

In Chapter 9, we begin exploring these ideas in the context of training a fam-

ily of latent diffusion models for image generation. We curate a large dataset

of open-licensed, Creative Commons images, for which we generate accom-

panying synthetic captions, and we use this dataset to train Stable Diffusion

2 architecture variants. When we prompt these models to try to elicit poten-

tially copyrighted expression, we observe some interesting outcomes. For ex-

ample, prompting with "an image of Elsa from Frozen", Stable Diffu-

sion 2, which was trained on copyrighted data, generates an image that strongly

resembles the Disney character. In contrast, our model, CommonCanvas [236],

does not. Nevertheless (beyond the fact that this is just one example), we are

not exempt from all possible copyright-related problems. We discuss this be-

low, with respect to Chapter 10 and in recent work [139]).
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Chapter 10: Bridging Copyright Law and the Generative-AI Supply Chain

Chapters 8 and 9 serve as concrete examples of why generative AI is compli-

cated for copyright-related questions. However, as works with core contribu-

tions in machine learning, they do not contend with legal specifics. In Chap-

ter 10, we dig into these specifics: we provide a comprehensive framework

for reasoning rigorously about the interplay between generative AI and law.

We make the case that, when forming legal questions about generative AI, we

should be doing so in terms of the entire generative-AI supply chain that is in-

voked in the creation, deployment, and use of generative-AI systems.

Our supply-chain framing takes many terms that are familiar for those with

a background in machine learning (e.g., pre-training, fine-tuning) and ties them

together with the very many actors that influence and interact with generative-

AI systems (Figure 1.9).5 This framing illustrates the complex ecosystem in-

volved in generative-AI system production, and navigates this complexity by

providing a way to think precisely about “what technical and creative artifacts

are produced, when these artifacts are produced and stored, and who exactly

is involved in the production process.” In turn, we are then able to carefully

map the stages of the generative-AI supply chain to the very many parts of U.S.

copyright law that they potentially implicate. This enables thoughtful discus-

sion about “what is potentially an infringing artifact, when in the production pro-

cess it is possible for infringement to occur, and who is potentially an infringing

actor” [349, p. 32].6

5The supply-chain framing connects the “many hands” [146] involved in generative-AI sys-
tems to the many stages that constitute these systems’ production. For more on the problem of
how “many hands” serves as a barrier to accountability, see Appendix G.

6In Chapter 10, we present the shorter conference version of our work on copyright and
the generative-AI supply chain [350]; the longer version, quoted here, is forthcoming in a law
journal.
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Figure 1.9: We conceive of the generative-AI supply chain as consisting of 8 deeply
interwoven stages, each of which can involve many (potentially different) ac-
tors.

With these contributions, we can see clearly why the projects in Chapters 8

and 9 are such beautiful examples of why the supply-chain framing is so impor-

tant. We need this whole supply-chain view to understand how the different

stages interact (Figure 1.9), and how this can have nuanced implications for

copyright (and more).

In general, research on memorization has clear connections to copyright.

Given how it is commonly defined in the technical literature, memorization

is wholesale copying [142, 435]; wholesale copying, by definition, implicates

U.S. copyright law [151, reproduction right]. Models become capable of mem-

orization during the training process (Figure 1.9, stages 4, 5 and, possibly, 8):

it is during training that particular memorized training data examples get en-

coded somewhere within the model’s parameters.7 Only then can memorization

can get exposed to end-users at generation time, in response to user-provided

prompts (Figure 1.9, stage 7). In the case of our work on ChatGPT in Chap-

ter 8, memorization can also embroil aligned (Figure 1.9, stage 8), deployed

(Figure 1.9, stage 6) production systems. Our divergence attack broke align-

ment and managed to evade whichever system-level guardrails are in place

(e.g., output content filters), such that we ultimately were able to surface mem-

7For more on the relevance of this reality to U.S. copyright, see Cooper and Grimmel-
mann [139], which is not included in this dissertation.
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orized training data in generations. Reasoning about the potential copyright

consequences of memorization in ChatGPT requires engaging with each of these

stages and the actors engaged in them.

For CommonCanvas text-to-image models (Chapter 9), the training data re-

quire both images and text captions. We collected a set of permissively licensed

Creative Commons images, most of which lacked descriptive text captions. In

our data curation process (Figure 1.9, stage 3), we generated synthetic captions

for these images (Figure 1.9, stage 7) using a publicly released (Figure 1.9, stage

6), off-the-shelf, pre-trained captioning model called BLIP-2 [369] (Figure 1.9,

stage 4). BLIP-2 was trained on LAION data [523] — one of the datasets that

links to copyrighted images, and that is named in several current U.S.-based

copyright lawsuits [24, e.g.]. In short, our curation process depended on a gen-

erating synthetic captions, which we produced with a pre-trained model whose

own training data contained copyrighted images. Even though our models

are trained on licensed images, our data curation process depends on another

model, which was itself trained on images that were not explicitly licensed.

Clearly, there are complex interrelationships between CommonCanvas’s

supply-chain stages, so we cannot just look at individual stages in isolation

when thinking about copyright consequences. We cannot just look at our

trained model’s curated training data — Creative Commons images and (likely

uncopyrightable) synthetic captions. We also have to look upstream in the sup-

ply chain at how different actors curated the training data for BLIP-2: the off-

the-shelf generative-AI model that we chose to use for image captioning. With-

out this view, we would miss potentially relevant and significant observations

— in this case, how (transformed) copyrighted data is indispensable, however
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indirectly, for training our open (or, perhaps more accurately, “open”) models.

We perform extensive analysis of the supply chain with respect to U.S. copy-

right law in Chapter 10 (as well as in our law-review paper [349]). Even though

this work is very recent, it is already having a significant impact. It has already

been used as an authoritative source by U.S. congressional staffers and govern-

ment agencies. Journalists and copyright scholars have called it “landmark”

work, and a “magnum opus” [66, e.g.].

In our work, we also provide some broader lessons and takeaways about

copyright and generative AI. One of these lessons, in particular, relates to a

thread present throughout this dissertation: design choices matter a lot for over-

all system behavior and its consequences (in this case, for copyright); these

choices, and thus resulting system behaviors, are typically not foregone con-

clusions. This takeaway is very important to keep in mind with respect to law

and policy — to governance and accountability [146] concerning generative-AI

systems. And it is also an important and great thing to keep in mind for ma-

chine learning research. As this dissertation shows by example, wherever there

are design choices, there are concrete research questions that we can study in

computer science.

1.4 Closing Thoughts

The nine chapters discussed above may seem neatly organized into the three

discrete themes outlined in this introduction. Nevertheless, while reading, it

is worth keeping in mind that these divisions are somewhat artificial; all three

themes are cross-cutting. They appear in different degrees throughout the en-
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tirety of this dissertation. For example, trade-offs between reliability and effi-

ciency do not just appear in our work on machine learning algorithms. They

also appear throughout all of our work on evaluating generative-AI systems

(e.g., we choose a relatively simple metric for extractable memorization, be-

cause it is more efficient to measure at large scale). They permeate the choices

we make when formulating ways to measure and mitigate arbitrariness (we

sacrifice a good deal of efficiency for reliable proxies of arbitrariness).

All of these themes bubble up into the overarching questions that we began

with in this introduction — the questions that brought me to graduate school.

These questions fundamentally concern how to do reliable measurement for

machine learning at scale: making choices in metric design (e.g., how we choose

to define uncertainty in ML), figuring out how we can dependably measure

these metrics at scale and in practice (e.g., in large-scale systems with real-time

capabilities), and communicating the effects of our measurements to other, often

non-expert stakeholders (e.g., policymakers).

At a higher level, still, all of these research questions are about pursuing,

developing, and refining what we want ML systems to do in the world. They

are about how we can make sure that ML system behavior matches up with our

goals, values, and intentions. For me, these remain the big important questions.

This dissertation is just a start at carving out some smaller, concrete questions

that we can answer, in service of these big important ones.
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Part I

Sources of Arbitrariness in Machine

Learning
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Clarifying uncertainty around non-deterministic, ML-driven decision pro-

cesses is an important mechanism for characterizing reliability.8 Importantly,

there are numerous of such uncertainty in ML, not just the type of model un-

certainty that Bayesian inference can measure (Chapter 5). Another kind of un-

certainty gets introduced by the sometimes-arbitrary choices that ML experts

make in their implementations and experiments [146, 147]. In this part, we ex-

plore how to quantify and mitigate this type of arbitrariness, and communicate

its importance to the legal community. This chapter reflects work that has been

published at NeurIPS (poster), AAAI (Best Student Paper, Honorable Mention),

ACM CSLAW (Long Presentation), AAAI/ACM AIES (Oral), and an ICLR work-

shop (Oral).

First, we discuss how choices in experiments that involve hyperparameter

optimization (HPO) can result in arbitrary conclusions about overall algorithm

performance (Chapter 2, Cooper et al. [145]). We develop a theoretical frame-

work for reasoning reliably about the conclusions we can draw from experi-

ments involving HPO. HPO is a bi-level optimization problem: the inner loop

learns model parameters, and the outer loop selects a set of (not learned) hy-

perparameters from a search space that is often chosen by hand [205]. Hyper-

parameters influence training and have an enormous impact on performance

measurements. In fact, one can be easily misled to draw arbitrary conclusions

about ML methods in practice — e.g., that algorithm A is more accurate than

algorithm B, or the reverse — depending on the chosen search space. Our work

in this chapter uses modal logic [190] to enable writing proofs about HPO pro-

cedures — proofs that can guarantee that, within a given training-time budget,

it is not possible to yield inconsistent conclusions about algorithm performance.

8See also Appendix G, which details the relationship with accountability.
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Second, we detail how the choice of concrete training dataset (based on ran-

dom seed) can lead to arbitrary predictions. Building on our prior work in

fairness-metric design [136] and high variance in deep-learning fairness classi-

fication experiments [210], we study how latent uncertainty in modeling avail-

able benchmark datasets result in arbitrary outcomes for individual test exam-

ples in algorithmic fairness contexts. Approximating the distribution over mod-

els surfaces how predictions are really consistent for some individuals and ef-

fectively arbitrary for others. By turning this intuition into a metric, we find that

arbitrariness plays a huge role in measurements of unfairness.

And third, we discuss how work on arbitrariness in ML is inspired by and

has informed deep connections between ML, law, and policy. In law, non-

arbitrariness is an important value that plays a significant role in legal reasoning

about due process and discrimination [161, 218, 324, 570]. We discuss past and

ongoing work that clarifies how better measurements of arbitrariness in ML can

meaningfully have a direct impact on law and policy.
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CHAPTER 2

HYPERPARAMETER OPTIMIZATION IS DECEIVING US, AND HOW TO

STOP IT

We begin our study of arbitrariness in machine learning with a study on

hyperparameter optimization. Choices of hyperparameter search space (if

searched at all) tend to be arbitrary, based on folklore rather than rigorously

tested insights. We explore how such choices can also lead to arbitrary conclu-

sions about algorithm performance, rather than reliable scientific knowledge.

Chapter summary: Recent empirical work shows that inconsistent results

based on choice of hyperparameter optimization (HPO) configuration are a

widespread problem in ML research. When comparing two algorithms J and

K , searching one subspace can yield the conclusion that J outperforms K ,

whereas searching another can entail the opposite. In short, the way we choose

hyperparameters can deceive us. We provide a theoretical complement to this

prior work, arguing that, to avoid such deception, the process of drawing con-

clusions from HPO should be made more rigorous. We call this process epistemic

hyperparameter optimization (EHPO), and put forth a logical framework to cap-

ture its semantics and how it can lead to inconsistent conclusions about perfor-

mance. Our framework enables us to prove EHPO methods that are guaranteed

to be defended against deception, given bounded compute time budget t. We

demonstrate our framework’s utility by proving and empirically validating a

defended variant of random search.

This chapter is a licensed derivative copy of work published at NeurIPS

2021 [145].
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2.1 Introduction

Machine learning can be informally thought of as a double-loop optimization

problem. The inner loop is what is typically called training: it learns the param-

eters of some model by running a training algorithm on a training set. This is

usually done to minimize some training loss function via an algorithm such as

stochastic gradient descent (SGD). Both the inner-loop training algorithm and

the model are parameterized by a vector of hyperparameters (HPs). Unlike the

learned output parameters of a ML model, HPs are inputs provided to the learn-

ing algorithm that guide the learning process, such as learning rate and network

size. The outer-loop optimization problem is to find HPs (from a set of allowable

HPs) that result in a trained model that performs the best in expectation on

“fresh” examples drawn from the same source as the training set, as measured

by some loss or loss approximation. An algorithm that attempts this task is

called a hyperparameter optimization (HPO) procedure [131, 205].

From this setup comes the natural question: how do we pick the subspace

for the HPO procedure to search over? The HPO search space is enormous, suf-

fering from the curse of dimensionality; training, which is also expensive, has to

be run for each HP configuration tested. Thus, we have to make hard choices.

With limited compute resources, we typically pick a small subspace of possi-

ble HPs and perform grid search or random search over that subspace. This

involves comparing the empirical performance of the resulting trained models,

and then reporting on the model that performs best in terms of a chosen valida-

tion metric [205, 283, 302]. For grid search, the grid points are often manually set

to values put forth in now-classic papers as good rules-of-thumb concerning, for

example, how to set the learning rate [278, 343, 348, 465]. In other words, how
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we choose which HPs to test can seem rather ad-hoc. We may have a good ratio-

nale in mind, but we often elide the details of that rationale on paper; we choose

an HPO configuration without explicitly justifying our choice.

Much recent empirical work has critiqued this practice [80, 122, 176, 376, 403,

430, 526, 543]. The authors examine HPO configuration choices in prior work,

and find that those choices can have an outsize impact on convergence, correct-

ness, and generalization. They therefore argue that more attention should be

paid to the origins of empirical gains in ML, as it is often difficult to tell whether

measured improvements are attributable to training or to well-chosen (or lucky)

HPs. Yet, this empirical work does not suggest a path forward for formalizing

this problem or addressing it theoretically.

To this end, we argue that the process of drawing conclusions using HPO

should itself be an object of study. Our contribution is to put forward, to

the best of our knowledge, the first theoretically-backed characterization for

making trustworthy conclusions about algorithm performance using HPO. We

model theoretically the following empirically-observed problem: When com-

paring two algorithms, J and K , searching one subspace can pick HPs that

yield the conclusion that J outperforms K , whereas searching another can se-

lect HPs that entail the opposite result. In short, the way we choose hyperpa-

rameters can deceive us — a problem that we call hyperparameter deception. We

formalize this problem, and prove and empirically validate a defense against

it. Importantly, our proven defense does not make any promises about ground-

truth algorithm performance; rather, it is guaranteed to avoid the possibility

of drawing inconsistent conclusions about algorithm performance within some

bounded HPO time budget t. In summary, we:
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• Formalize the process of drawing conclusions from HPO (epistemic HPO,

Section 2.3).

• Leverage the flexible semantics of modal logic to construct a framework

for reasoning rigorously about 1) uncertainty in epistemic HPO, and 2)

how this uncertainty can mislead the conclusions drawn by even the most

well-intentioned researchers (Section 2.4).

• Exercise our logical framework to demonstrate that it naturally suggests

defenses with guarantees against being deceived by EHPO, and offer a

specific, defended-random-search EHPO (Section 2.5).

2.2 Preliminaries: Problem Intuition and Prevalence in ML Re-

search

Principled HPO methods include grid search [302] and random search [53]. For the

former, we perform HPO on a grid of HP-values, constructed by picking a set

for each HP and taking the Cartesian product. For the latter, the HP-values are

randomly sampled from chosen distributions. Both of these HPO algorithms

are parameterized themselves: Grid search requires inputting the spacing be-

tween different configuration points in the grid, and random search requires

distributions from which to sample. We call these HPO-procedure-input values

hyper-hyperparameters (hyper-HPs).1 To make HPO outputs comparable, we also

introduce the notion of a log:

Definition 1. A log ℓ records all the choices and measurements made during an HPO

1We provide a glossary of all definitions and symbols for reference at the beginning of Ap-
pendix B
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run, including the total time T it took to run. It has all necessary information to make

the HPO run reproducible.

A log can be thought of as everything needed to produce a table in a re-

search paper: code, random seed, choice of hyper-HPs, information about the

learning task, properties of the learning algorithm, all of the observable results.

We formalize all of the randomness in HPO in terms of a random seed r and a

pseudo-random number generator (PRNG) G. Given a seed, G deterministically

produces a sequence of pseudo-random numbers: all numbers lie in some set I

(typically 64-bit integers), i.e. r ∈ I and PRNG G : I → I∞. With this, we can

now define HPO formally:

Definition 2. An HPO procedure H is a tuple (H∗,C,Λ,A,M,G, X) where H∗ is a

randomized algorithm, C is a set of allowable hyper-HPs (i.e., allowable configurations

for H∗), Λ is a set of allowable HPs (i.e., of HP sets λ), A is a training algorithm (e.g.

SGD),M is a model (e.g. VGG16), G is a PRNG, and X is some dataset (usually split

into train and validation sets). When run, H∗ takes as input a hyper-HP configuration

c ∈ C and a random seed r ∈ I, then proceeds to run Aλ (onMλ using G(r) and data2

from X) some number of times for different HPs λ ∈ Λ. Finally, H∗ outputs a tuple

(λ∗, ℓ), where λ∗ is the HP configuration chosen by HPO and ℓ is the log documenting

the run.

Running H is a crucial part of model development. As part of an empiri-

cal, scientific procedure, we specify different training algorithms and a learning

task, run potentially many HPO passes, and try to make general conclusions

about overall algorithm performance. That is, we aim to develop knowledge

2Definition 2 does not preclude cross-validation, as this can be part of H∗. The input dataset
X can be split in various ways, as a function of the random seed r.
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regarding whether one of the algorithms outperforms the others. However,

recent empirical findings indicate that it is actually really challenging to pick

hyper-HPs that yield reliable knowledge about general algorithm performance.

In fact, it is a surprisingly common occurrence to be able to draw inconsistent

conclusions based on our choice of hyper-HPs [122, 176, 376, 543].

An example illustrating the possibility of drawing inconsistent conclusions

from HPO. As a first step to studying HPO as a procedure for developing re-

liable knowledge, we provide an example of how being inadvertently deceived

by HPO is a real problem, even in excellent research (we give an additional ex-

ample in Appendix B).3 We first reproduce Wilson et al. [623], in which the au-

thors trained VGG16 with different optimizers on CIFAR-10 (Figure 2.1a). This

experiment uses grid search, with a powers-of-2 grid for the learning rate α

crossed with the default HPs for Adam. Based on the best-performing HPO per

algorithm (α = 1), it is reasonable to conclude that non-adaptive methods (e.g.,

SGD) perform better than adaptive ones (e.g., Adam [314]), as the non-adaptive

optimizers demonstrate higher test accuracy.

However, this setting of grid search’s hyper-HPs directly informs this par-

ticular conclusion; using different hyper-HPs makes it possible to conclude the

opposite. Inspired by Choi et al. [122], we perform grid search over a differ-

ent subspace, tuning both learning rate and Adam’s ϵ parameter. Our results

entail the logically opposite conclusion: Non-adaptive methods do not outper-

form adaptive ones. Rather, when choosing the HPs that maximize test accu-

racy, all of the optimizers essentially have equivalent performance (Figure 2.1b,

Appendix B). Notably, as we can see from the confidence intervals in Figure

2.1, satisfying statistical significance is not sufficient to avoid being deceived

3All code can be found at https://github.com/pasta41/deception.
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Figure 2.1: Demonstrating the possibility of drawing inconsistent conclusions
from HPO (what we shorthand hyperparameter deception) when training VGG16
on CIFAR-10. Each box plot represents a log. In (a), we replicate Wilson et
al. [623] and show the best-performing results: One can reasonably conclude
that Adam under-performs non-adaptive methods. In (b), we change the HPO
search space for Adam, and similarly show the best-performing results: In con-
tradiction, one can reasonably conclude that Adam performs just as well as non-
adaptive methods in terms of test accuracy.

about comparative algorithm performance [632]. Thus, we will require addi-

tional tools aside from statistical tests to reason about this, which we discuss in

Sections 2.4 & 2.5.

This example is not exceptional, or even particularly remarkable, in terms of

illustrating the hyperparameter deception problem. We simply chose it for con-

venience: The experiment does not require highly-specialized ML sub-domain

expertise to understand it, and it is arguably broadly familiar, as it very well-

cited [623]. However, we emphasize that hyperparameter deception is rather

common. Additional examples can be found in numerous empirical studies

across ML subfields [80, 122, 176, 387, 403, 430, 521, 543] (Appendix B). This

work shows that reported results tend to be impressive for the tested hyper-

HP configurations, but that modifying HPO can lead to vastly different perfor-

mance outcomes that entail contradictory conclusions.
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More generally, it is possible to develop results that are wrong about per-

formance, or else correct about performance but for the wrong reasons (e.g., by

picking “lucky” hyperparameters). Neither of these outcomes constitutes re-

liable knowledge [232, 355]. As scientists, this is disheartening. We want to

have confidence in the conclusions we draw from our experiments. We want to

trust that we are deriving reliable knowledge about algorithm performance. In

the sections that follow, our aim is to study HPO in this reliable-knowledge

sense: We want to develop ways to reason rigorously and confidently about

how we derive knowledge from empirical investigations involving HPO.

2.3 Epistemic Hyperparameter Optimization

Our discussion in Section 2.2 shows that applying standard HPO methodologies

can be deceptive: Our beliefs about algorithm performance can be controlled by

happenstance, wishful thinking, or, even worse, potentially by an adversary

trying to trick us with a tampered set of HPO logs. This leaves us in a posi-

tion where the “knowledge” we derived may not be knowledge at all—since

we could have easily (had circumstances been different) concluded the oppo-

site. To address this, we propose that the process of drawing conclusions using

HPO should itself be an object of study. We formalize this reasoning process,

which we call epistemic hyperparameter optimization (EHPO), and we provide an

intuition for how EHPO can help us think about the hyperparameter deception

problem.

Definition 3. An epistemic hyperparameter optimization procedure (EHPO) is a

tuple (H ,F ) whereH is a set of HPO procedures H (Definition 2) and F is a function

that maps a set of HPO logs L (Definition 1) to a set of logical formulas P, i.e. F (L) =
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P. An execution of EHPO involves running each H ∈ H some number of times (each

run produces a log ℓ), and then evaluating F on the logs L produced in order to output

the conclusions F (L) we draw from all of the HPO runs.

In practice, it is common to run EHPO for two training algorithms, J and

K , and to compare their performance to conclude which is better-suited for the

task at hand. H contains at least one HPO that runsJ and at least one HPO that

runs K . The possible conclusions in output P include p = “J performs better

thanK”, and ¬p = “J does not perform better thanK”. Intuitively, EHPO is de-

ceptive whenever it could produce p and also could (if configured differently or

due to randomness) produce ¬p. That is, we can be deceived if the EHPO pro-

cedure we use to derive knowledge about algorithm performance could entail

logically inconsistent results.

Our example in Section 2.2 is deceptive because using different hyper-HP-

configured grid searches for H could produce contradictory conclusions. We

ran two variants of EHPO (H ,F ): The first replicated Wilson et al. [623]’s orig-

inal H of 3 grid-searches on SGD, HB, and Adam (Figure 2.1a), and the second

used 3 grid-searches with a modified grid search for Adam that also tuned ϵ

(Figure 2.1b). Each EHPO produced a L with 3 logs. For both, to draw con-

clusions F picks the best-performing HP-config per A and maps them to for-

mulas including “SGD outperforms Adam.” From the 3 logs in Figure 2.1a, we

conclude p: “Non-adaptive optimizers outperform adaptive ones”; from the 3

logs in Figure 2.1b, we conclude ¬p: “Non-adaptive methods do not outperform

adaptive ones.” How can we formally reason about EHPO to avoid this possibil-

ity of drawing inconsistent conclusions—to guard against deceiving ourselves

about algorithm performance when running EHPO?
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Framing an adversary who can deceive us. To begin answering this question,

we take inspiration from Descartes’ deceptive demon thought experiment (Ap-

pendix B). We frame the problem in terms of a powerful adversary trying to

deceive us—one that can cause us to doubt ourselves and our conclusions. No-

tably, the demon is not a real adversary; rather, it models a worst-case setting

of configurations and randomness that are usually set arbitrarily or by happen-

stance in EHPO.

Imagine an evil demon who is trying to deceive us about the relative per-

formance of different algorithms via running EHPO. At any time, the demon

maintains a set L of HPO logs, which it can modify either by running an HPO

H ∈ H with whatever hyper-HPs c ∈ C and seed r ∈ I it wants (producing a new

log ℓ, which it adds to L) or by erasing some of the logs in its set. Eventually, it

stops and presents us with L, from which we will draw some conclusions using

F , i.e. F (L).

The demon’s EHPO could deceive us via the conclusions we draw from the

set of logs it produces. For example, L may lead us to conclude that one al-

gorithm performs better than another, when in fact picking a different set of

hyper-HPs could have generated logs that would lead us to conclude differ-

ently. We want to be sure that we will not be deceived by any logs the demon

could produce. Of course, this intuitive definition is lacking: It is not clear what

is meant by could. Our contribution in the sections that follow is to pin down

a formal, reasonable definition of could in this context, so that we can suggest

an EHPO procedure that can defend against such a maximally powerful adver-

sary. We intentionally imagine such a powerful adversary because, if we can

defend against it, then we will also be defended against weaker or accidental
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deception.

2.4 A Logic for Reasoning about EHPO

The informal notion of could established above encompasses numerous sources

of uncertainty. There is the time to run EHPO and the choices of random seed,

algorithms to compare, HPO procedures, hyper-HPs, and learning task. Then,

once we have completed EHPO and have a set of logs, we have to digest those

logs into logical formulas from which we base our conclusions. This introduces

more uncertainty, as we need to reason about whether we believe those conclu-

sions or not.

Our formalization needs to capture all of these sources of uncertainty, and

needs to be sufficiently expressive to capture how they could combine to cause

us to believe deceptive conclusions. It needs to be expansive enough to han-

dle the common case — of a well-intentioned researcher with limited resources

making potentially incorrect conclusions — and the rarer, worst case — of gam-

ing results.

Why not statistics? As the common toolkit in ML, statistics might seem like

the right choice for modeling all this uncertainty. However, statistics is great for

reasoning about uncertainty that is quantifiable. For this problem, not all of the

sources of uncertainty are easily quantifiable. In particular, it is very difficult

to quantify the different hyper-HP possibilities. It is not reasonable to model

hyper-HP selection as a random process; we do not sample from a distribution

and, even if we wanted to, it is not clear how we would pick the distribution
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from which to sample. Moreover, as we saw in our example in Section 2.2,

testing for statistical significance is not sufficient to prevent deception. While

the results under consideration may be statistically significant, they can still fail

to prevent the possibility of yielding inconsistent conclusions. For this reason,

when it comes to deception, statistical significance can even give us false confi-

dence in the conclusions we draw.

Why modal logic? Modal logic is the standard mathematical tool for formal-

izing reasoning about uncertainty [118, 190] — for formalizing the thus far in-

formal notion of what the demon could bring about running EHPO. It is meant

precisely for dealing with different types of uncertainty, particularly uncertainty

that is difficult to quantify, and has been successfully employed for decades in

AI [70, 255, 256], programming languages [132, 341, 472], and distributed sys-

tems [207, 265, 457]. In each of these computer science fields, modal logic’s

flexible semantics has been indispensable for writing proofs about higher-level

specifications with multiple sources of not-precisely-quantifiable, lower-level

uncertainty.

For example, in distributed computing, it lets us write proofs about overall

system correctness, abstracting away from the specific non-determinism intro-

duced by each lower-level computing process [207]. Analogously, modal logic

can capture the uncertainty in EHPO without being prescriptive about particu-

lar hyper-HP choices. Our notion of correctness, which we want to reason about

and guarantee, is not being deceived. Therefore, while modal logic may be an

atypical choice for ML, it comes with a huge payoff. By constructing the right

semantics, we can capture all the sources of uncertainty described above and

we can write simple proofs about whether we can be deceived by the EHPO we
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run. In Section 2.5, it is this formalization that ultimately enables us to naturally

suggest a defense against being deceived.

2.4.1 Introducing our logic: syntax and semantics overview

Modal logic inherits the tools of more-familiar propositional logic and adds two

operators: ♢ to represent possibility and □ to represent necessity. These opera-

tors enable reasoning about possible worlds—a semantics for representing how

the world is or could be, making modal logic the natural choice to express the

“could” intuition from Section 2.3. The well-formed formulas ϕ of modal logic

are given recursively in Backus-Naur form, where P is any atomic proposition:

ϕ B P | ¬ϕ | ϕ ∧ ϕ | ♢ϕ

♢p reads, “It is possible that p.”; p is true at some possible world, which we could

reach (Appendix B). Note that □ is syntactic sugar, with □p ≡ ¬♢¬p. Similarly,

“or” has p ∨ q ≡ ¬(¬p ∧ ¬q) and “implies” has p → q ≡ ¬p ∨ q. The axioms of

modal logic are as follows:

⊢ Q→ □Q (necessitation). □(Q→ R)→ (□Q→ □R) (distribution).

where Q and R are any formula, and ⊢ Q means Q is a theorem of propo-

sitional logic. We can now provide the syntax and an intuitive notion of the

semantics of our logic for reasoning about deception.

Syntax. Our logic requires an extension of standard modal logic. We need two

modal operators to reckon with two overarching modalities: the possible results

of the demon running EHPO (♢t) and our beliefs about conclusions from those
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results (B). Combining these modalities yields well-formed formulas ψ where,

for any atomic proposition P and any positive real t,

ψ B P | ¬ψ | ψ ∧ ψ | ♢tψ | Bψ

Note the EHPO modal operator here is indexed: ♢t captures “how possible” (♢)

something is, quantified by the compute capabilities of the demon (t) [70, 190,

267].

Semantics intuition. We suppose that an EHPO user has in mind some atomic

propositions (propositions of the background logic unrelated to possibility or

belief, such as “the best-performing log for J has lower loss than the best-

performing log forK”) with semantics that are already defined. ∧ and ¬ inherit

their semantics from ordinary propositional logic, which can combine proposi-

tions to form formulas. A set of EHPO logs L (Definition 1) can be digested into

such logical formulas. That is, we define our semantics using logs L as mod-

els over formulas p: L |= p, which reads “L models p”, means that p is true

for the set of logs L. We will extend this intuition to give semantics for pos-

sibility ♢t (Section 2.4.2) and belief B (Section 2.4.3), culminating in a tool that

lets us reason about whether or not EHPO can deceive us by possibly yielding

inconsistent conclusions (Section 2.4.4).

Using our concrete example to ground us. To clarify our presentation below,

we will map our semantics to the example from Section 2.2, providing an infor-

mal intuition before formal definitions.
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2.4.2 Expressing the possible outcomes of EHPO using ♢t

Our formalization for possible EHPO is based on the demon of Section 2.3. Re-

call, the demon models a worst-case scenario. In practice, we deal with the

easier case of well-intentioned ML researchers. The notion of possibility we de-

fine here gives limits on what possible world a demon with bounded EHPO time

could reliably bring about. We first define a strategy the demon can execute for

EHPO:

Definition 4. A randomized strategy σ is a function that specifies which action the

demon will take. GivenL, its current set of logs, σ(L) gives a distribution over concrete

actions, where each action is either 1) running a new H with its choice of hyper-HPs

c and seed r 2) erasing some logs, or 3) returning. We let Σ denote the set of all such

strategies.

The demon we model controls the hyper-HPs c and the random seed r, but

importantly does not fully control the PRNG G. From the adversary’s perspec-

tive, for a strategy σ to be reliable it must succeed regardless of the specific G.

Informally, the demon cannot hack the PRNG.4

Informally, we now want to execute a strategy to bring about a particular out-

come p. In Section 2.2, our good-faith strategy was simple: We ran each H with

its own hyper-HPs and random seed, then returned. The demon is trickier: It

is adopting a strategy to try to bring about a deceptive outcome. Formally, we

model the demon executing strategy σ on logs Lwith a PRNG unknown to the

demon as follows. Let G denote the distribution over PRNGs G : I → I∞, in
4We do not consider adversaries that can directly control how data is ordered and submitted

to the algorithms under evaluation. This distinction shows that our logical construction non-
trivial: We are able to defend against strong adversaries that can game the output of EHPO,
which is separate from cheating by hacking the PRNG.
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which all number sequence elements are drawn independently and uniformly

from I (recall, I is typically the 64-bit integers). First, draw G from G, condi-

tioned on G being consistent with all the runs in L.5 The demon then performs

a random action drawn from σ(L), using G as the PRNG when running a new

HPO H, and continues—updating the working set of logsL as it goes—until the

“return” action is chosen.

Using this process, we define what outcomes p the demon can reliably bring

about (i.e., what is possible, ♢) in the EHPO output logs L by running this ran-

dom strategy σ in bounded time t. Informally, ♢t p means that an adversary

could adopt a strategy σ that is guaranteed to cause the desired outcome p to

be the case while taking time at most t in expectation. In Section 2.2, where p

is “Non-adaptive methods outperform adaptive ones”, Figure 2.1a shows ♢t p.

Formally,

Definition 5. Let σ[L] denote the logs output from executing strategy σ on logs L,

and let τσ(L) denote the total time spent during execution. τσ(L) is equivalent to the

sum of the times T it took each HPO procedure H ∈ H executed in strategy σ to run.

Note that both σ[L] and τσ(L) are random variables, as a function of the randomness

of selecting G and the actions sampled from σ(L). For any formula p and any t ∈ R>0,

we say L |= ♢t p, i.e. “L models that it is possible p in time t,” if

there exists a strategy σ ∈ Σ, such that P(σ[L] |= p) = 1 and E[τσ(L)] ≤ t.

We will usually choose t to be an upper bound on what is considered a rea-

sonable amount of time to run EHPO. It does not make sense for t to be un-

bounded, since this corresponds to the unrealistic setting of having infinite com-

5i.e., All random events recorded inL should agree with the corresponding random numbers
produced by G.
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pute time to perform HPO runs. We model our budget in terms of time; how-

ever, we could use this setup to reason about other monotonically increasing

resource costs, such as energy usage. Our indexed modal logic inherits many

axioms of modal logic, with indexes added (Appendix B), e.g.:

⊢ (p→ q)→ (♢t p→ ♢tq) (necess. + distribution) p→ ♢t p (reflexivity)

♢t♢s p→ ♢t+s p (transitivity) ♢s□t p→ □t p (symmetry)

♢t(p ∧ q)→ (♢t p ∧ ♢tq) (dist. over ∧),

To summarize: The demon knows all possible hyper-HPs; it can pick

whichever ones it wants to run EHPO within a bounded time budget t to re-

alize the outcome p it wants. That is, if with some probability the demon can

deceive us in some amount of time, then the demon can reliably deceive us

with any larger time budget: If the demon fails to produce a deceptive result, it

can use the strategy of just re-running until it yields the result it desires. Since ♢t

models the worst-case all-powerful demon, it can also model any weaker EHPO

user with time budget t.

2.4.3 Expressing how we draw conclusions using B

We employ the modal operator B from the logic of belief6 to model ourselves as

an observer who believes in the truth of the conclusions drawn from running

EHPO. Bp reads “It is concluded that p.” For example, when comparing the

performance of two algorithms for a task, p could be “J is better than K” and

thus Bp would be understood as, “It is concluded that J is better than K .”
6B is syntactically analogous to the □ modal operator in standard modal logic [277, 527, 590]

(Appendix B).
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We model ourselves as a consistent Type 1 reasoner [550]. Informally, this

means we believe all propositional tautologies (necessitation), our belief dis-

tributes over implication (distribution), and we do not derive contradictions

(consistency). We do not require completeness: We allow the possibility of not

concluding anything about p (i.e., neither Bp nor B¬p). Formally, for any for-

mulas p and q,

⊢ p→Bp (necess.); B(p→ q)→(Bp→ Bq) (dist.); ¬(Bp ∧ B¬p) (consistency).

To understand our belief semantics, recall that EHPO includes a function F ,

which maps a set of output logs L to our conclusions (i.e., F (L) = P is our set of

conclusions). Informally, when our conclusion set F (L) contains a formula p,

we say the set of logs Lmodels our belief B in that formula p. In Section 2.2, the

logs of Figure 2.1a model Bp and the logs of Figure 2.1b model B¬p. Formally,

Definition 6. For any formula p, we say L |= Bp, “L models our belief in p”, if

p ∈ F (L).

Note we constrain what F can output. For a reasonable notion of belief, F

must model the consistent Type 1 reasoner axioms above. Otherwise, decep-

tion aside, F is an unreasonable way to draw conclusions, since it is not even

compatible with our belief logic.

2.4.4 Expressing hyperparameter deception

So far we have defined the semantics of our two separate modal operators, ♢t

and B. We now begin to reveal the benefit of using modal logic for our formal-

ization. These operators can interact to formally express what we informally
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illustrated in Section 2.2: a notion of hyperparameter deception. It is a well-

known result that we can combine modal logics [525] (Appendix B). We do so

to define an axiom that, if satisfied, guarantees EHPO will not be able to deceive

us. For any formula p,

¬ (♢tBp ∧ ♢tB¬p) (t-non-deceptive).

Informally, our running example can be considered a proof by exhibition: It

violates this axiom because Figure 2.1a’s logs model ♢tBp and Figure 2.1b’s logs

model ♢tB¬p. That is, ♢tBp ∧ ♢tB¬p using grid search for this task.

For the worst-case, t-non-deceptiveness expresses the following: If there exists

a strategy σ by which the demon could get us to conclude p in t expected time,

then there can exist no t-time strategy by which the demon could have gotten

us to believe ¬p. To make this concrete, suppose our t-non-deceptive axiom

holds for an EHPO method that results in p. Intuitively, given a maximum

reasonable time budget t, if there is no adversary that can consistently control

whether we believe p or its negation when running that EHPO, then the EHPO

is defended against deception. Conversely, if an adversary could consistently

control our conclusions, then the EHPO is potentially gameable. That is, if our

t-non-deceptive axiom does not hold (i.e., we can be deceived, ♢tBp ∧ ♢tB¬p),

then even if we conclude p after running EHPO, we cannot claim to know p.

Our belief as to the truth-value of p could be under the complete control of an

adversary—or just a result of happenstance.

To summarize: An EHPO is t-non-deceptive if it satisfies all of the axioms

above. Our example in Section 2.2 is t-deceptive because the axioms do not

hold. The semantics of these axioms capture all of the possible uncertainty from

56



the process of drawing conclusions from EHPO–and how that uncertainty can

combine to cause us to believe t-deceptive conclusions.

2.5 Constructing Defended EHPO

Now that we have a formal notion of what it means for EHPO to be (non)-

deceptive, we can write proofs about what it means for an EHPO method to

be guaranteed to be deception-free. Importantly, these proofs will increase our

confidence that our conclusions from EHPO are not due to the happenstance of

picking a particular set of hyper-HPs.

To talk about defenses, we need to understand what it means to construct

a “defended reasoner.” In other words, for an EHPO (H ,F ), we need F to

yield conclusions that we can defend against deception. Recall from Definition

6 that logs L model our belief in a formula p, i.e. L |= Bp ≡ p ∈ F (L). With

this in mind, we begin by supposing we have a naive EHPO (H ,Fn) featuring

a naive reasoner Bn with corresponding belief function Fn. We want to con-

struct a new “defended reasoner”B∗ that has a “skeptical” belief function F∗. F∗

should weaken the conclusions of Fn (i.e., F∗(L) ⊆ Fn(L) for any L) and result

in an EHPO (H ,F∗) that is guaranteed to be t-non-deceptive. In other words,

defended reasoner B∗ never concludes more than the naive reasoner Bn. Infor-

mally, a straightforward way to do this is to have B∗ conclude p only if both the

naive Bn would have concluded p, and it is impossible for an adversary to get

Bn to conclude ¬p in time t. Formally, construct B∗ such that for any p,

B∗p ≡ Bn p ∧ ¬♢tBn¬p (2.1)
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Directly from our axioms (Section 2.4), we can now proveB∗ is defended. We

will suppose it is possible for B∗ to be deceived, demonstrate a contradiction,

and thereby guarantee that B∗ is t-non-deceptive. Suppose B∗ can be deceived

in time t, i.e. ♢tB∗p ∧ ♢tB∗¬p is True. Starting with the left, ♢tB∗p :

Rule

♢tB∗p ≡ ♢t (Bn p ∧ ¬♢tBn¬p) Applying ♢t to the definition of B∗p (2.1)

→ ♢t (¬♢tBn¬p) Reducing a conjunction to either of its terms: (a ∧ b)→ b

→ ¬♢tBn¬p Symmetry; dropping all but the right-most operator: ♢t(♢ta)→ ♢ta

We then pause to apply our axioms to the right side of the conjunction, ♢tB∗¬p :

Rule

♢tB∗¬p ≡ ♢t (Bn¬p ∧ ¬♢tBn p) Applying ♢t to the definition of B∗¬p (2.1)

→ ♢tBn¬p ∧ ♢t¬♢tBn p Distributing ♢t over ∧: ♢t(a ∧ b)→ (♢ta ∧ ♢tb)

→ ♢tBn¬p Reducing a conjunction to either of its terms: (a ∧ b)→ a

We now bring both sides of the conjunction back together: ♢tB∗p∧♢tB∗¬p ≡

¬♢tBn¬p∧♢tBn¬p. The right-hand side is of the form¬a∧a, which must be False.

This contradicts our initial assumption thatB∗ is t-deceptive (i.e., ♢tB∗p∧♢tB∗¬p

is True). Therefore, B∗ is t-non-deceptive.

This example illustrates the power of our choice of formalization. In just

a few lines of simple logic, we can validate defenses against deception. This

analysis shows that a t-defended reasoner B∗ is always possible, and it does

so without needing to refer to the particular underlying semantics of an EHPO.

However, we intend this example to only be illustrative, as it may not be practi-

cal to compute B∗ as defined in (1) if we cannot easily evaluate whether ♢tBn¬p.

We next suggest a concrete EHPO with a defended B∗, and show how deception
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can be avoided in our Section 2.2 example by using this EHPO instead of grid

search.

A defended random search EHPO. Random search takes two hyper-HPs, a

distribution µ over the HP space and a number of trials K ∈ N to run. HPO

consists of K independent trials of training algorithms Aλ1 ,Aλ2 , . . . ,AλK , where

the HPs λk are independently drawn from µ, taking expected time proportional

to K. When drawing conclusions, we usually look at the “best” run for each

algorithm. For simplicity, we suppose there is only one algorithm,A. We bound

how much the choice of hyper-HPs can affect the HPs, and define a defended

EHPO based on a variant of random search.

Definition 7. Suppose that we are given a naive EHPO procedure ({H},Fn), in which

H is random search and is the only HPO in our EHPO, and Fn is a “naive” belief

function associated with a naive reasoner Bn. For any K,R ∈ N, we define the “(K,R)-

defended” belief function F∗ for a skeptical reasoner B∗ as the following conclusion-

drawing procedure. First, F∗ only makes conclusion set P∗ from a single log ℓ̂ with

K ∗R trials; otherwise, it concludes nothing, outputting ∅. Second, F∗ splits the single ℓ̂

into R logs ℓ1, ℓ2, . . . , ℓR, each containing K independent-random-search trials.7 Finally,

F∗ outputs the intersection of what the naive reasoner would have output on each log ℓi,

F∗({ℓ̂}) = P∗ ≡ Fn({ℓ1}) ∩ Fn({ℓ2}) ∩ · · · ∩ Fn({ℓR}).

Equivalently, {ℓ̂} |= B∗p only if {ℓi} |= Bn p for all i.

Informally, to draw a conclusion using this EHPO, B∗ splits a random-

search-trial log of size K ∗ R into R groups of K-trial logs, passing each K-trial

log to one of an ensemble of R naive reasoners Bn. B∗ only concludes p if all

7This is not generally allowable. F∗ can do this because random-search logs contain inter-
changeable trials.
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R naive reasoners unanimously agree on p. We can guarantee this EHPO to be

t-non-deceptive by assuming a bound on how much the hyper-HPs can affect

the HPs.

Theorem 1. Suppose that the set of allowable hyper-HPs C of H is constrained, such

that any two allowable random-search distributions µ and ν have Renyi-∞-divergence

at most a constant, i.e. D∞(µ∥ν) ≤ γ. The (K,R)-defended random-search EHPO of

Definition 7 is guaranteed to be t-non-deceptive if we set R ≥
√

t exp(γK)/K = O(
√

t).

We prove Theorem 1 in the Appendix B. This result shows that our defense is

actually a defense, and moreover it defends with a log size K ∗ R—and compute

requirement for good-faith EHPO—that scales sublinearly in t. A good-faith

actor can, in sublinear-in-t time, produce a log (of length K ∗ R) that will allow

our t-non-deceptive reasoner to reach conclusions. This means that we defend

against adversaries with much larger compute budgets than are expected from

good-faith actors.

Validating our defense empirically and selecting hyper-HPs. Any defense

ultimately depends on the hyper-HPs it uses. Thus, we should have a rea-

sonable belief that choosing differently would not have led an opposite con-

clusion. We therefore run a two-phased search [122, 271, 496], repeating our

VGG16-CIFAR10 experiment from Section 2.2. First, we run a coarse-grained,

dynamic protocol to find reasonable hyper-HPs for Adam’s ϵ; second, we use

those hyper-HPs to run our defended random search. We start with a distri-

bution to search over ϵ, and note that the performance is best on the high end.

We change the hyper-HPs, shifting the distribution until Adam’s performance

starts to degrade, and use the resulting hyper-HPs (ϵ ∈ [1010, 1012]) to run our

defense (Appendix B).

60



Algorithm 1 Defense with Random Search

Require: Set of K ∗ R random-search logs {Li}
KR
i=1, defense subsampling budget

M, criterion constant δ, subsample size κ
1: for m = 1, · · · ,M do
2: Subsample κ logs: {Li}

κ
i=1 ∼ {Li}

KR
i=1.

3: Obtain conclusions {Pi}
κ
i=1 from {Li}

κ
i=1.

4: Obtain output conclusion for m: P(m) ←Majority({Pi}
κ
i=1)

5: end for
6: if ∃p s.t. ≥ (1 − δ)M of {P(m)}Mi=1 conclude p then
7: Conclude p.
8: else
9: Conclude nothing.

10: end if

Table 2.1: Results from repeating our Section 2.2 experiment, using Algorithm
1 instead of grid search. p = “Non-adaptive optimizers (SGD and Heavy Ball)
perform better than the adaptive optimizer Adam”.

p ¬p 1 − δ Conclude

SGD
vs.

Adam
0.213 0.788

0.75 ¬p

0.8 Nothing

0.9 Nothing

Heavy Ball
vs.

Adam
0.168 0.832

0.75 ¬p

0.8 ¬p

0.9 Nothing

We now run a modified version of our defended EHPO in Definition 7, de-

scribed in Algorithm 1, with K ∗ R = 600 (200 logs for each optimizer). Using

a budget of M = 10000 iterations, we subsample κ = 11 logs and pass them to

an ensemble of κ naive reasoners Bn. We use κ logs, relaxing the requirement

of using all K ∗ R logs in Definition 7, for efficiency. Each iteration m concludes

the majority conclusion of the κ-sized Bn ensemble. This is why we set κ to an
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odd number—to avoid ties. B∗ draws conclusions based on the results of the

M-majority conclusions. That is, we further relax the requirements of Defini-

tion 7: Instead of requiring unanimity, B∗ only requires agreement on the truth-

value of p for a fractional subset of M. We set this fraction using parameter

δ ∈ [0, 1], where δ controls how skeptical our defended reasoner B∗ is (lower δ

corresponding to more skepticism). B∗ concludes p when at least (1−δ) of our M

subsampled runs concluded p. When this threshold is not met,B∗ remains skep-

tical and concludes nothing. We summarize our final results in Table 2.1, and

provide complete results in the Appendix B. Given how similar the optimizers

all perform on this task (similar to Figure 2.1), being more skeptical increases

the likelihood that we do not conclude anything.

2.6 Conclusion and Practical Takeaways

Much recent empirical work illustrates that it is easy to draw inconsistent con-

clusions from HPO [80, 122, 176, 387, 403, 430, 521, 543]. We call this prob-

lem hyperparameter deception and, to derive a defense, argue that the process of

drawing conclusions using HPO should itself be an object of study. Taking in-

spiration from Descartes’ demon, we formalize a logic for studying an epistemic

HPO procedure. The demon can run any number of reproducible HPO passes

to try to get us to believe a particular notion about algorithm performance. Our

formalization enables us to not believe deceptive notions: It naturally suggests

how to guarantee that an EHPO is defended against deception. We offer recom-

mendations to avoid hyperparameter deception in practice (we expand on this

in Appendix B):
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• Researchers should construct their own notion of skepticism B∗, appro-

priate to their specific task. There is no one-size-fits-all defense solution.

Our results are broad insights about defended EHPO: A defended EHPO

is always possible, but finding an efficient one will depend on the task.

• Researchers should make explicit how they choose hyper-HPs. What is

reasonable is ultimately a function of what the ML community accepts. Be-

ing explicit, rather than eliding hyper-HP choices, is essential for helping

decide what is reasonable. As a heuristic, we recommend setting hyper-

HPs such that they include HPs for which the optimizers’ performance

starts to degrade, as we do above.

• Avoiding hyperparameter deception is just as important as repro-

ducibility. We have shown that reproducibility [80, 249, 271, 470, 542] is

only part of the story for ensuring reliability. While necessary for guarding

against brittle findings, it is not sufficient. We can replicate results—even

statistically significant ones—that suggest conclusions that are altogether

wrong.

More generally, our work is a call to researchers to reason more rigorously

about their beliefs concerning algorithm performance. In relation to EHPO,

this is akin to challenging researchers to reify their notion of B—to justify

their belief in their conclusions from the HPO. Such epistemic rigor concerning

drawing conclusions from empirical studies has a long history in more mature

branches of science and computing, including evolutionary biology [243], statis-

tics [227, 228], programming languages [431], and computer systems [215] (Ap-

pendix B). We believe that applying similar rigor will contribute significantly to

the ongoing effort of making ML more robust and reliable.
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CHAPTER 3

ARBITRARINESS AND SOCIAL PREDICTION

We next discuss a different source of arbitrariness in machine learning: how

stochasticity based on the particular training-data examples can result in wildly

variable classification outcomes in algorithmic fairness contexts. The prior

chapter (Chapter 2) used predominantly theoretical tools to formally character-

ize a particular type of arbitrariness due to non-deterministic human decisions.

Here, our methods are almost entirely experimentally driven. They yield im-

portant insights that we have begun to translate to law and policy (Chapter 4).

Chapter summary: Variance in predictions across different trained models is a

significant, under-explored source of error in fair binary classification. In prac-

tice, the variance on some data examples is so large that decisions can be ef-

fectively arbitrary. To investigate this problem, we take an experimental ap-

proach and make four overarching contributions. We define a metric called

self-consistency, derived from variance, which we use as a proxy for measuring

and reducing arbitrariness. We then develop an ensembling algorithm that ab-

stains from classification when a prediction would be arbitrary, and conduct a

large-scale experimental study of the role of variance (vis-a-vis self-consistency

and arbitrariness) in fair binary classification. Our experiments reveal shocking

insights about the reliability of conclusions on benchmark datasets.

This chapter is a licensed derivative copy of work published and awarded Best

Student Paper (Honorable Mention) at AAAI 2024 [141]. This work grew out of

oral-awarded AIES 2021 [136] and ICLR 2021 workshop [210] papers. Cooper

and Abrams [136] deals with conceptual mismeasurement in ML in relation to

construct validity; this chapter, in contrast, focuses on arbitrariness in experi-
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mental measurements. This work was also greatly influenced by earlier research

on scalable uncertainty estimation (Chapter 5 and Zhang et al. [642]).

3.1 Introduction

A goal of algorithmic fairness is to develop techniques that measure and miti-

gate discrimination in automated decision-making. In fair binary classification,

this often involves training a model to satisfy a chosen fairness metric, which

typically defines fairness as parity between model error rates for different de-

mographic groups in the dataset [45]. However, even if a model’s classifications

satisfy a particular fairness metric, it is not necessarily the case that the model

is equally confident in each classification.

To provide an intuition for what we mean by confidence, consider the fol-

lowing experiment: we fit 100 logistic regression models using the same learn-

ing process, which draws different subsamples of the training set from the

COMPAS prison recidivism dataset [213, 344], and we compare the resulting clas-

sifications for two individuals in the test set. Figure 3.1 shows a difference in

the consistency of predictions for both individuals: the 100 models agree com-

pletely to classify Individual 1 as “will recidivate” and disagree completely on

whether to classify Individual 2 as “will” or “will not recidivate.”

If we were to pick one model at random to use in practice, there would be

no effect on how Individual 1 is classified; yet, for Individual 2, the predic-

tion is effectively random. We can interpret this disagreement to mean that the

learning process that produced these predictions is not sufficiently confident

to justify assigning Individual 2 either decision outcome. In practice, instances
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Figure 3.1: 100 bootstrapped logistic regression models show models can be
very consistent in predictions ŷ for some individuals (Ind. 1) and arbitrary for
others (Ind. 2).

like Individual 2 exhibit so little confidence that their classification is effectively

arbitrary [138, 146, 161]. Further, this arbitrariness can also bring about discrim-

ination if classification decisions are systematically more arbitrary for individuals

in certain demographic groups.

A key aspect of this example is that we use only one model to make pre-

dictions. This is the typical setup in fair binary classification: popular metrics

are commonly applied to evaluate the fairness of a single model [260, 318, 471].

However, as is clear from the example learning process in Fig. 3.1, using only

a single model can mask the arbitrariness of predictions. Instead, to reveal ar-

bitrariness, we must examine distributions over possible models for a given learning

process. With this shift in frame, we ask: What is the empirical role of arbitrariness

in fair binary classification tasks?

To study this question, we:

1. Quantify arbitrariness. We formalize a metric called self-consistency, de-

rived from statistical variance, which we use as a quantitative proxy for

arbitrariness of model outputs. Self-consistency is a simple yet powerful

tool for empirical analyses of fair classification (Section 3.3).
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2. Ensemble to improve self-consistency. We extend Breiman’s classic bag-

ging algorithm [84] to allow for abstaining from classifying instances for

which self-consistency is low. This improves overall self-consistency (i.e.,

reduces variance), and improves accuracy (Section 3.4).

3. Perform a comprehensive experimental study of variance in fair binary

classification. We conduct the largest-to-date such study, through the lens

of self-consistency and its relationship to arbitrariness. Surprisingly, we

find that the benchmarks we evaluate are close-to-fair when taking into ac-

count the amount of arbitrariness present in predictions — before we even

try to apply any fairness interventions (Section 3.5). This finding casts

doubt on the reliability of prior work that uses individual models to make

claims that there is baseline unfairness in these benchmarks (Section 3.6).

3.2 Preliminaries on Fair Binary Classification

To analyze arbitrariness in the context of fair binary classification, we first need

to establish our background definitions. This material is likely familiar to most

readers. Nevertheless, we highlight particular details that are important for

understanding the experimental methods that enable our contributions. We

present the fair-binary-classification problem formulation and associated em-

pirical approximations, with an emphasis on the distribution over possible models

that could be produced from training on different subsets of data drawn from

the same data distribution.
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Problem formulation. Consider a distribution q(·) from which we can sample

examples (x, g, o). The x ∈ X ⊆ Rm are feature instances and g ∈ G is a group of

protected attributes that we do not use for learning (e.g., race, gender).1 The o ∈ O

are the associated observed labels, and O ⊆ Y, where Y = {0, 1} is the label space.

From q(·) we can sample training datasets {(x, g, o)}ni=1, with D representing the

set of all n-sized datasets. To reason about the possible models of a hypothesis

class H that could be learned from the different subsampled datasets Dk ∈ D, we

define a learning process:

Definition 8. A learning process is a randomized function that runs instances of a

training procedure A on each Dk ∈ D and a model specification, in order to produce

classifiers hDk ∈ H. A particular run A(Dk) → hDk , where hDk : X → Y, which is

deterministic mapping from the instance space X to the label space Y. All such runs

over D produce a distribution over possible trained models, µ.

Reasoning about µ, rather than individual models hDk , enables us to contex-

tualize arbitrariness in the data, which, in turn, is captured by learned mod-

els (Section 3.3).2 Each particular model hDk ∼ µ deterministically produces

classifications ŷ = hDk(x). The classification rule is hDk(x) = 1[rDk(x) ≥ τ], for

some threshold τ, where regressor rDk : X → [0, 1] computes the probabil-

ity of positive classification. Executing A(Dk) produces hDk ∼ µ by minimiz-

ing the loss of predictions ŷ with respect to their associated observed labels o

in Dk. This loss is computed by a chosen loss function ℓ : Y × Y 7→ R. We

compute predictions for a test set of fresh examples and calculate their loss.

The loss is an estimate of the error of hDk , which is dependent on the specific

1We examine the common setting in which |g| = 1, and abuse notation, treating g like a scalar
with G = {0, 1}.

2Model multiplicity has similar aims, but ultimately relocates the arbitrariness we describe
to model selection (Section 3.6 and Appendix C.3.3).
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dataset Dk used for training. To generalize to the error of all possible models

produced by a specific learning process (Definition 8), we consider the expected

error, Err(A,D, (x, g, o)) = ED[ℓ(o, ŷ)|x = x].

In fair classification, it is common to use 0-1 loss ≜ 1[ŷ , o] or cost-sensitive

loss, which assigns asymmetric costs C01 for false positives FP and C10 for false

negatives FN [188]. These costs are related to the classifier threshold τ = C01
C01+C10

,

with C01,C10 ∈ R+ (Appendix C.1.3). Common fairness metrics, such as Equal-

ity of Opportunity [260], further analyze error by computing disparities across

group-specific error rates FPRg and FNRg. For example, FPRg ≜ pµ[rD(x) ≥ τ|o =

0, g = g] = pµ[ŷ = 1|o = 0, g = g]. Model-specific FPRg and FNRg are further-

conditioned on the dataset used in training, i.e., D = Dk.

Empirical approximation of the problem formulation. We typically only

have access to one dataset, not the data distribution q(·). In fair binary classifi-

cation experiments, it is common to estimate expected error by performing cross

validation (CV) on this dataset to produce a small handful of models [119, 154].

CV can be unreliable when there is high variance; it can produce error estimates

that are themselves high variance, and does not reliably estimate expected error

with respect to possible models µ (Section 3.5). For more details, see Efron [184]

and Efron and Tibshirani [186] and Wager [608].

To get around these reliability issues, one can bootstrap.3 Bootstrapping splits

the available data into train and test sets, and simulates drawing different train-

ing datasets from a distribution by resampling the train set D̂, generating repli-

cates D̂1, D̂2, . . . , D̂B B D̂. We use these replicates D̂ to approximate the learning

3We could use MCMC [641, 642], but optimization is the standard tool that allows use of
standard models in fairness.
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process on D (Def. 8). We treat the resulting ĥD̂1
, ĥD̂2

, . . . , ĥD̂B
as our empirical

estimate for the distribution µ̂, and evaluate their predictions for the same re-

served test set. This enables us to produce comparisons of classifications across

test instances like in Figure 3.1 (Appendix C.1.4).

3.3 Variance, Self-Consistency and Arbitrariness

We develop a quantitative proxy for measuring arbitrariness, called self-

consistency (Section 3.3.2), which is derived from a definition of statistical vari-

ance between different model predictions (Section 3.3.1). We then illustrate how

self-consistency is a simple-yet-powerful tool for revealing the role of arbitrari-

ness in fair classification (Section 3.3.3). Next, we will introduce an algorithm to

improve self-consistency (Section 3.4) and compute self-consistency on popular

fair binary classification benchmarks (Section 3.5).

3.3.1 Arbitrariness Resembles Statistical Variance

In Section 3.2, we discussed how common fairness definitions analyze error by

computing false positive rate (FPR) and false negative rate (FNR). Another com-

mon way to formalize error is as a decomposition of different statistical sources:

noise-, bias-, and variance-induced error [7, 229]. To understand our metric for

self-consistency (Section 3.3.2), we first describe how the arbitrariness in Fig-

ure 3.1 (almost, but not quite) resembles variance.

Informally, variance-induced error quantifies fluctuations in individual ex-

ample predictions for different models hDk ∼ µ. Variance is the error in the learn-
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ing process that comes from training on different datasets Dk ∈ D. In theory, we

measure variance by imagining training all possible hDk ∼ µ, testing them all

on the same test instance (x, g), and then quantifying how much the resulting

classifications for (x, g) deviate from each other. More formally,

Definition 9. For all pairs of possible models hDi , hD j ∼ µ (i , j), the variance for a

test (x, g) is

var
(
A,D, (x, g)

)
≜ EhDi∼µ,hD j∼µ

[
ℓ
(
hDi(x), hD j(x)

)]
.

We can approximate variance directly by using the bootstrap method (Sec-

tion 3.2, Appendices C.1.4 and C.2.1). For 0-1 and cost-sensitive loss with costs

C01,C10 ∈ R+ (Section 3.2), we can generate B replicates to train B concrete mod-

els that serve as our approximation for the distribution µ̂. For B = B0 + B1 > 1,

where B0 and B1 denote the number of 0- and 1-class predictions for (x, g),

ˆvar
(
A, D̂, (x, g)

)
B

1
B(B − 1)

∑
i, j

ℓ
(
ĥD̂i

(x), ĥD̂ j
(x)

)
=

(C01 +C10)B0B1

B(B − 1)
. (3.1)

We derive (3.1) in Appendix C.2.2 and show that, for increasingly large B,

ˆvar is defined on [0, C01+C10
4 + ϵ].

3.3.2 Defining Self-Consistency from Variance

It is clear from above that, in general, variance (3.1) is unbounded. We can

always increase the maximum possible ˆvar by increasing the magnitudes of

our chosen C01 and C10 (Section 3.2).4 However, as we can see from our intu-
4Because τ = C01

C01+C10
, for a given τ we can scale costs arbitrarily and have the same decision

rule Relative, not absolute, costs affect the number of classifications B0 and B1.
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ition for arbitrariness in Figure 3.1, the most important takeaway is the amount

of (dis)agreement, reflected in the counts B0 and B1. Here, there is no notion

of the cost of misclassifications. So, variance (3.1) does not exactly measure

what we want to capture. Instead, we want to focus unambiguously on the

(dis)agreement part of variance, which we call self-consistency of the learning pro-

cess:

Definition 10. For all pairs of possible models hDi , hD j ∼ µ (i , j), the self-

consistency of the learning process for a test (x, g) is

SC
(
A,D, (x, g)

)
≜ EhDi∼µ,hD j∼µ

[
hDi(x) = hD j(x)

]
= phDi∼µ,hD j∼µ

(
hDi(x) = hD j(x)

)
. (3.2)

In words, (3.2) models the probability that two models produced by the same

learning process on different n-sized training datasets agree on their predictions

for the same test instance. Like variance, we can derive an empirical approxi-

mation of SC. Using the bootstrap method with B = B0 + B1 > 1,

ŜC
(
A, D̂, (x, g)

)
B

1
B(B − 1)

∑
i, j

1
[
ĥD̂i

(x) = ĥD̂ j
(x)

]
= 1 −

2B0B1

B(B − 1)
. (3.3)

For increasingly large B, ŜC is defined on [0.5− ϵ, 1] (Appendix C.2.3). Through-

out, we use the shorthand self-consistency, but it is important to note that Defi-

nition 10 is a property of the distribution over possible models µ produced by

the learning process, not of individual models. We summarize other important

takeaways below:

Terminology. In naming our metric, we intentionally evoke related notions of

“consistency” in logic and the law [218, 560] (Appendix C.2.4).
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Interpretation. Definition 10 is defined on [0.5, 1], which coheres with the in-

tuition in Figure 3.1: 0.5 and 1 respectively reflect minimal (Individual 2) and

maximal (Individual 1) possible SC. SC, unlike FPR and FNR (Section 3.2), does

not depend on the observed label o. It captures the learning process’s confidence

in a classification ŷ, but says nothing directly about ŷ’s accuracy. By construc-

tion, low self-consistency indicates high variance, and vice versa. We derive

empirical ŜC (3.3) from ˆvar (3.1) by leveraging observations about the defini-

tion of ˆvar for 0-1 loss (Appendix C.2.3). While there are no costs C01, C10 in

computing (3.3), they still affect empirical measurements of ŜC. Because C01

and C10 affect τ (Section 3.2), they control the concrete number of B0 and B1, and

thus the ŜC we measure in experiments.

Empirical focus. Since self-consistency depends on the particular data subsets

used in training, conclusions about its relevance vary according to task. This is

why we take a practical approach for our main results — of running a large-scale

experimental study on many different datasets to extract general observations

about ŜC’s practical effects (Section 3.5). In our experiments, we typically use

B = 101, which yields a ŜC range of [≈ 0.495, 1] in practice.5

Relationship to other fairness concepts. Self-consistency is qualitatively dif-

ferent from traditional fairness metrics. Unlike FPR and FNR, SC does not de-

pend on observed label o. This has two important implications. First, while

calibration also measures a notion of confidence, it is different: calibration re-

flects confidence with respect to a model predicting o, but says nothing about the

relative confidence in predictions ŷ produced by the possible models µ that result

5Efron and Tibshirani [186] recommend B ∈ {50 . . . 200}.
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Figure 3.2: ŜC CDFs for COMPAS (3.2a) and Old Adult (3.2b). We train random
forests (B = 101 replicates), and repeat with 10 train/test splits to produce (very
tight) confidence intervals. ŜC is effectively identical across subgroups g in
COMPAS; Old Adult exhibits systematic differences in arbitrariness across g.
Tables show mean ± STD of the relative disparities, e.g., ∆ ˆErr = | ˆErr0 − ˆErr1|

(top); and, the absolute ˆErr, ˆFPR, ˆFNR, and ŜC, also broken down by g (bottom).

from the learning process [471]. Second, a common assumption in algorithmic

fairness is that there is label bias — that unfairness is due in part to discrimi-

nation reflected in recorded, observed decisions o [136, 212]. As a result, it is

arguably a nice side effect that self-consistency does not depend on o. However,

it is also possible to be perfectly self-consistent and inaccurate (e.g., ∀k, ŷk , o;

Section 3.6).
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3.3.3 Illustrating Self-Consistency in Practice

ŜC enables us to evaluate arbitrariness in classification experiments. It is

straightforward to compute ŜC (3.3) with respect to multiple test instances (x, g)

— for all instances in a test set or for all instances conditioned on membership

in g. Therefore, beyond visualizing ŜC for individuals (Figure 3.1), we can also

do so across sets of individuals.

We plot the cumulative distribution (CDF) of ŜC for the groups g in the test

set (i.e., the x-axis shows the range of ŜC for B = 101, [≈ 0.495, 1]). In Figure 3.2,

we provide illustrative examples from two of the most common fair classifica-

tion benchmarks [194], COMPAS and Old Adult using random forests (RFs).

We split the available data into train and test sets, and bootstrap the train set

B = 101 times to train models ĥ1, ĥ2, . . . , ˆh101 (Section 3.2). We repeat this process

on 10 train/test splits, and the resulting confidence intervals (shown in the in-

set) indicate that our ŜC estimates are stable. We group observations into two

categories:

Individual arbitrariness. Both CDFs show that ŜC varies drastically across

test instances. For random forests on the COMPAS dataset, about one-half of

instances are under .7 self-consistent. Nearly one-quarter of test instances are

effectively .5 self-consistent; they resemble Individual 2 in Figure 3.1, meaning

that their predictions are essentially arbitrary. These differences in ŜC across

the test set persist even though the 101 models exhibit relatively small aver-

age disparities ∆ ˆErr, ∆ ˆFPR, and ∆ ˆFNR (Figure 3.2a, bottom; Section 3.5.2). This

supports our motivating claim: it is possible to come close to satisfying fairness

metrics, while the learning process exhibits very different levels of confidence
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for the underlying classifications that inform those metrics (Section 3.1).

Systematic arbitrariness. We can also highlight ŜC according to groups g. The

ŜC plot for Old Adult shows that it is possible for the degree of arbitrariness

to be systematically worse for a particular demographic g (Figure 3.2b). While

the lack of ŜC is not as extreme as it is for COMPAS (Figure 3.2a) — the ma-

jority of test instances exhibit over .9 ŜC — there is more arbitrariness in

the Male subgroup. We can quantify such systematic arbitrariness using a mea-

sure of distance between probability distributions. We use the Wasserstein-1

distance (W1), which has a closed form for CDFs [489]. The W1 distance has

an intuitive interpretation for measuring systematic arbitrariness: it computes

the total disparity in SC by examining all possible SC levels κ at once (Ap-

pendix C.2.3). For two groups g = 0 and g = 1 with respective SC CDFs F0

and F1, W1 ≜
∫
R |F0(κ) − F1(κ)| dκ. For Old Adult, Ŵ1 = 0.127; for COMPAS,

which does not show systematic arbitrariness, Ŵ1 = 0.007.

3.4 Accounting for Self-Consistency

By definition, low ŜC signals that there is high ˆvar (Section 3.3.2). It is therefore

a natural idea to use variance reduction techniques to improve ŜC (and thus

reduce arbitrariness).

As a starting point for improving ŜC, we perform variance reduction with

Breiman’s bootstrap aggregation, or bagging, ensembling algorithm [84]. Bagging

involves bootstrapping to produce a set of B models (Section 3.2), and then, for

each test instance, producing an aggregated prediction ŷA, which takes the ma-
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jority vote of the ŷ1, . . . , ŷB classifications. This procedure is practically effective

for classifiers with high variance [84, 85]. However, by taking the majority vote,

bagging embeds the idea that having slightly-better-than-random classifiers is

sufficient for improving ensembled predictions, ŷA. Unfortunately, there exist

instances like Individual 2 (Figure 3.1), where the classifiers in the ensemble are

evenly split between classes. This means that bagging alone cannot overcome

arbitrariness (Appendix C.4.1).

To remedy this, we add the option to abstain from prediction if ŜC is low

(Algorithm 2). A minor adjustment to (3.3) accounts for abstentions, and a sim-

ple proof follows that Algorithm 2 improves ŜC (Appendix C.4). We bootstrap

as usual, but produce a prediction ŷ ∈ [0, 1] for instance x only if x surpasses a

user-specified minimum level κ of ŜC; otherwise, if an instance fails to achieve

ŜC of at least κ, we Abstain from predicting. For evaluation, we divide the

test set into two subsets: we group together the instances we Abstain on in an

abstention set and those we predict on in a prediction set. This method improves

self-consistency through two complementary mechanisms: 1) variance reduc-

tion (due to bagging, see Appendix C.4) and 2) abstaining from instances that

exhibit low ŜC (thereby raising the overall amount of ŜC for the prediction set,

see Appendix C.4).

Further, since variance is a component of error (Appendix 3.3), variance re-

duction also tends to improve accuracy [84]. This leads to an important obser-

vation: the abstention set, by definition, exhibits high variance; we can therefore

expect it to exhibit higher error than the prediction set (Section 3.5). So, while

at first glance it may seem odd that our solution for arbitrariness is to not pre-

dict, it is worth noting that we often would have predicted incorrectly on a large
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Algorithm 2 ŜC Ensembling with Abstention
Input: training dataset (X, o),A, B, ŜC κ ∈ [0.5, 1], xtest

Output: ŷ with ŜC ≥ κ or Abstain

1: ŷA B list() ▷ To store ensemble predictions
2: for 1 . . . B do
3: DB ← Bootstrap

(
(X, o)

)
4: ▷ ĥDB can itself be a bagged model, withA bagging on
5: DB as the dataset to bootstrap
6:
7: ĥDB ← A(DB)
8: ŷA.append

(
ĥDB(xtest)

)
▷ ŷA = [ŷ1, . . . , ŷB]

9: end for
10: return Aggregate(ŷA, κ)

11: ▷ Returns κ-majority prediction or abstains
12: function Aggregate

(
ŷ1, . . . , ŷB, κ

)
13: if SelfConsistency(ŷ1, . . . , ŷB) ≥ κ ▷ Compute ŜC (3.3)
14: return arg maxy′∈Y

[∑B
i=1 1[y′ = ŷi]

]
15: end if
16: return Abstain
17: end function

portion of the abstention set, anyway (Appendix C.4). In practice, we test two

versions of our method:

Simple ensembling. We run Algorithm 2 to build ensembles of typical hy-

pothesis classes in algorithmic fairness. For example, running with B = 101

decision trees and κ = 0.75 produces a bagged classifier that contains 101 un-

derlying decision trees, for which the bagged classifier abstains from predicting

on test instances that exhibit less than 0.75 ŜC. If overall ŜC is low, then simple

ensembling will lead to a large number of abstentions. For example, almost half

of all test instances in COMPAS using random forests would fail to surpass the

threshold κ = 0.75 (Figure 3.2a). The potential for large abstention sets informs

our second approach.
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Super ensembling. We run Algorithm 2 on bagged models ĥ. When there is

low ŜC (i.e., high ˆvar) it can be beneficial to do an initial pass of variance reduc-

tion. We produce bagged classifiers using traditional bagging, but without ab-

staining (at Algorithm 2, lines 4-5); then we Aggregate using those bagged classi-

fiers as the underlying models ĥ. The first round of bagging raises the overall ŜC

before the second round, which is when we decide whether to Abstain or not.

We therefore expect this approach to abstain less; however, it may potentially

incur higher error, if, by happenstance, simple-majority-vote bagging chooses

ŷ , o for instances with very low ŜC (Appendix C.4). We also experiment with

an Aggregate rule that averages the output probabilities of the underlying re-

gressors rDk , and then applies threshold τ to produce ensembled predictions.

We do not observe major differences in results.

3.5 Experiments

We release an extensible package of different Aggregate methods, with which we

trained and compared several million different models (all told, taking on the

order of 10 hours of compute). We include results covering common datasets

and models: COMPAS, Old Adult, German and Taiwan Credit, and 3 large-

scale New Adult - CA tasks on logistic regression (LR), decision trees (DTs),

random forests (RFs), MLPs, and SVMs. By using Algorithm 2, we happened to

observe close-to-fairness in nearly every task (Section 3.5.2).

Releasing an HMDA toolkit. A possible explanation is that most fairness bench-

marks are small (< 25, 000 examples) and therefore exhibit high variance. We
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therefore clean a larger, more diverse, and newer dataset for investigating fair

binary classification — the Home Mortgage Disclosure Act (HMDA) 2007-2017

datasets [206] — and release them with a standalone, easy-to-use software pack-

age. In this paper, we examine the NY and TX 2017 subsets of HMDA, which

have 244, 107 and 576, 978 examples, respectively, and we still find close-to-

fairness (Section 3.5.1).

Presentation. To visualize Algorithm 2, we plot the CDFs of the ŜC of the

underlying models used in each ensembling method. We simultaneously plot

the results of simple ensembling (dotted curves) and super ensembling (solid

curves). Instances to the left of the vertical line (the minimum ŜC threshold κ)

form the abstention set. We also provide corresponding mean ± STD fairness

and accuracy metrics for individual models (our expected, but not-necessarily-

practically-attainable baseline) and for both simple and super ensembling. For

ensembling methods, we report these metrics on the prediction set, along with

the abstention rate (ÂR).

We necessarily defer most of our results to the online version of our paper.

Here, we exemplify two overarching themes: the effectiveness of both ensem-

bling variants (Section 3.5.1), and how our results reveal shocking insights about

reliability in fair binary classification research (Section 3.5.2). For all experi-

ments, we illustrate Algorithm 2 with κ = 0.75, but note that κ is task-dependent

in practice.
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Figure 3.3: Algorithm 2: simple and super ensembling RFs for Old Adult
(3.3a) and HMDA-NY-2017 (3.3b). Tables show ˆFNR (mean ± STD) for in-
dividual models (Baseline) and each ensembling method’s prediction set;
B = 101, 10 train/test splits (Appendix E). To highlight systematic arbitrariness
(Section 3.3.3), we shade in gray the area between group-specific ŜC CDFs
for each method. An initial pass of variance reduction in super significantly
decreases the systematic arbitrariness in Old Adult.

3.5.1 Validating Algorithm 2

We highlight results for two illustrative examples: Old Adult and HMDA-

-NY-2017, for ethnicity (Hispanic or Latino (HL), Non-Hispanic or Latino

(NHL)). We plot ŜC CDFs and show ˆFNR metrics using random forests (RFs).

For Old Adult, the expected disparity of the RF baseline is ∆ ˆFNR = 6.3%.

The dashed set of curves plots the underlying ŜC for these RFs (Figure 3.3a).

When we apply simple to these RFs, overall ˆErr decreases, shown in part by

the decrease in ˆFNRF and ˆFNRM. Fairness also improves: ∆ ˆFNR decreases to 4.1%.

However, the corresponding ÂR is quite high, especially for the Male subgroup

(g =M, Figure 3.4).

As expected, super improves overall ŜC through a first pass of variance re-
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Figure 3.4: Group-specific abstention rates ÂRg. Super ensembling abstains less
and more equally than simple ensembling.

duction (Section 3.4). The ŜC CDF curves are brought down, indicating a lower

proportion of the test set exhibits low ŜC. Abstention rate ÂR is lower and more

equal (Figure 3.4); however, error, while still lower than the baseline RFs, has

gone up for all metrics. There is also a decrease in systematic arbitrariness (Sec-

tion 3.3.3): the dark gray area for super (Ŵ1 = .014) is smaller than the light

gray area for simple (Ŵ1 = .063) (Appendix C.2.3).

For HMDA (Figure 3.3b), simple similarly improves ˆFNR, but has a less ben-

eficial effect on fairness (∆ ˆFNR). However, note that since the baseline is the

empirical expected error over thousands of RF models, the specific ∆ ˆFNR is not

necessarily attainable by any individual model. In this respect, simple has the

benefit of actually obtaining a specific (ensemble) model that yields this dispar-

ity reliably in practice: ∆ ˆFNR = 1.1% is the mean over 10 simple ensembles.

Notably, this is extremely low, even without applying traditional fairness tech-

niques. Similar to Old Adult, simple exhibits high ÂR, which decreases with

super at the cost of higher error. ˆFNR still improves for both g in comparison to

the baseline, but the benefits are unequally applied: ˆFNRW has a larger benefit,

so ∆ ˆFNR increases slightly.
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Abstention set error. As an example, the average total ˆErr in the Old Adult

simple abstention set is close to 40% — compared to 17% for the RF baseline,

and 8% for simple and 14% for super prediction sets. As expected, beyond re-

ducing arbitrariness, we abstain from predicting for many instances for which

we also would have been more inaccurate (Section 3.4).

A trade-off. Our results support that there is indeed a trade-off between ab-

stention rate and error (Section 3.4). This is because Algorithm 2 identifies low-

ŜC instances for which ML prediction does a poor job, and abstains from pre-

dicting on them. Nevertheless, it may be infeasible for some applications to

tolerate a high ÂR. Thus the choice of κ and ensembling method should be con-

sidered a context-dependent decision.

Unequal abstention rates. When there is a high degree of systematic arbitrari-

ness, ÂR can vary a lot by g (Figure 3.4). With respect to improving ŜC, error,

and fairness this may be a reasonable outcome: it is arguably better to abstain

unevenly — deferring a final classification to non-ML decision processes — than

to predict more inaccurately and arbitrarily for one group. More importantly,

we rarely observe systematic arbitrariness; unequal ÂR is uncommon in practice

(Section 3.6).

3.5.2 A Problem of Empirical Algorithmic Fairness

We also highlight results for COMPAS, 1 of the 3 most common fairness

datasets [194]. Algorithm 2 is similarly very effective at reducing arbitrari-

ness (Figure 3.5), and is able to obtain state-of-the-art accuracy [375] with ∆ ˆFPR
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Figure 3.5: Algorithm 2, LR on COMPAS. B = 101, 10 train/test splits. Table
shows mean ˆFPR ± STD for individual models (Baseline) and ensembling meth-
ods’ prediction sets.

between 1.8 − 3%. Analogous results for German Credit indicate statistical

equivalence in fairness metrics (online Appendix). These low-single-digit dis-

parities do not cohere with much of the literature, which often reports much

larger fairness violations [344, notably]. However, most work on fair classifica-

tion examines individual models, selected via cross-validation with a handful

of random seeds (Section 3.2). Our results suggest that selecting between a few

individual models in fair binary classification experiments is unreliable. When

we instead estimate expected error by ensembling, we have difficulty reproduc-

ing unfairness in practice. Variance in the underlying models in µ̂ seems to be

the culprit. The individual models we train exhibit radically different group-

specific error rates. Our strategy of shifting focus to the overall behavior of µ̂

provides a solution: we not only mitigate arbitrariness, we also improve accu-

racy and usually average away most underlying, individual-model unfairness.
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3.6 Discussion and Related Work

In this paper, we advocate for a shift in thinking about individual models to the

distribution over possible models in fair binary classification. This shift surfaces ar-

bitrariness in underlying model decisions. We suggest a metric of self-consistency

as a proxy for arbitrariness (Section 3.3) and an intuitive, elegantly simple exten-

sion of the classic bagging algorithm to mitigate it (Section 3.4). Our approach

is tremendously effective with respect to improving ŜC, accuracy, and fairness

metrics in practice (Section 3.5).

Our findings complicate accepted truths in algorithmic fairness. For exam-

ple, much work posits that there is an inherent analytical trade-off between fair-

ness and accuracy [154, 406]. Instead, our experiments complement prior work

that disputes the practical relevance of this formulation [497]. We show it is in

fact typically possible to achieve accuracy (via variance reduction) and close-to-

fairness — and to do so without using fairness-focused interventions.

Other research also highlights the need for metrics beyond fairness and ac-

curacy. Model multiplicity reasons about sets of models that have similar ac-

curacy [86], but differ in underlying properties due to variance in decision

rules [68, 395]. This work emphasizes developing criteria for selecting an in-

dividual model from that set. Instead, our work uses the distribution over possi-

ble models (with no normative claims about model accuracy or other criteria) to

reason about arbitrariness (App C.3). Some related work considers the role of

uncertainty and variance in fairness [119, 312]. Notably, Black et al. [67] con-

currently investigates abstention-based ensembling, employing a strategy that

(based on their choice of variance definition) ultimately does not address the
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arbitrariness we describe and mitigate (Appendix C.2).

Most importantly, we take a comprehensive experimental approach missing

from prior work. It is this approach that uncovers our alarming results: al-

most all tasks and settings demonstrate close-to or complete statistical equality

in fairness metrics, after accounting for arbitrariness (§E.4). Old Adult (Fig-

ure 3.3a) is one of two exceptions. These results hold for larger, newer datasets

like HMDA, which we clean and release. Altogether, our findings indicate that

variance is undermining the reliability of conclusions in fair binary classifica-

tion experiments. It is worth revisiting all prior experiments that depend on

cross validation or few models.

The future of fairness research. While the field has put forth numerous the-

oretical results about (un)fairness regarding single models — impossibility of

satisfying multiple metrics [318], post-processing individual models to achieve

a particular metric [260] — these results seem to miss the point. By examining

individual models, arbitrariness remains latent; when we account for arbitrari-

ness in practice, most measurements of unfairness vanish. We are not suggest-

ing that there are no reasons to be concerned with fairness of ML models. We are

not challenging the idea that actual, reliable violations of standard fairness met-

rics should be of concern. Instead, we are suggesting that common formalisms

and methods for measuring fairness can conceal a tremendous amount of ar-

bitrariness, which should itself be an important concern when examining the

social impact of automated decision-making.
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CHAPTER 4

NON-DETERMINISM AND THE LAWLESSNESS OF MACHINE

LEARNING CODE

The types of arbitrariness that we describe in the prior chapters can lead to

outcomes that have broader social impact, when machine-learning techniques

are taken up to inform decision processes in the real world. This chapter repre-

sents early work on translating the importance of these particular types of arbi-

trariness for a law and policy audience, with particular attention to algorithmic

fairness contexts (Chapter 3). Over time, through the development of follow-on

work (Chapter 3, Cooper et al. [141]), we have come to believe that this rela-

tionship is more significant than suggested in this chapter. In particular, there

remains important legal-theory work to more fully address the arbitrariness in-

duced by stochasticity. We have begun follow-on work in this area, which we

hope to complete later this year.

Chapter summary: Legal literature on machine learning (ML) tends to fo-

cus on harms, and thus tends to reason about individual model outcomes

and summary error rates. This focus has masked important aspects of ML

that are rooted in its reliance on randomness — namely, stochasticity and non-

determinism. While some recent work has begun to reason about the relation-

ship between stochasticity and arbitrariness in legal contexts, the role of non-

determinism more broadly remains unexamined. In this paper, we clarify the

overlap and differences between these two concepts, and show that the effects of

non-determinism, and consequently its implications for the law, become clearer

from the perspective of reasoning about ML outputs as distributions over possible

outcomes. This distributional viewpoint accounts for randomness by emphasiz-
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ing the possible outcomes of ML. Importantly, this type of reasoning is not exclu-

sive with current legal reasoning; it complements (and in fact can strengthen)

analyses concerning individual, concrete outcomes for specific automated deci-

sions. By illuminating the important role of non-determinism, we demonstrate

that ML code falls outside of the cyberlaw frame of treating “code as law,” as

this frame assumes that code is deterministic. We conclude with a brief discus-

sion of what work ML can do to constrain the potentially harm-inducing effects

of non-determinism, and we indicate where the law must do work to bridge

the gap between its current individual-outcome focus and the distributional ap-

proach that we recommend.

This chapter is a licensed derivative copy of work published and awarded a

Long Presentation slot at CSLAW 2022 [138]. A longer version of this work,

building on results in Cooper et al. [141], was presented at PLSC 2023 and is in

development for law-review submission.

4.1 Introduction

Legal decision logic bears some resemblance with the logic of mathematical

functions in that both involve procedures for mapping inputs to outputs. When

adjudicating a particular case, a magistrate assembles the available evidence,

which they supply as parameters to legal rules to inform decisions. Just as with

mathematical functions, there can be variations in input parameters, which cor-

respond to variations in outcomes.1 Kolber [324] takes this functional analogy a

step further, classifying the correspondences between legal inputs and outputs

into “smooth” and “bumpy” types. A smooth relationship is one for which

1For more general background on how legal rules function despite variation in their appli-
cation, we refer the reader to Fuller [218] and Tamanaha [570].
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gradual changes in inputs map to gradual changes in outputs. Bumpy relation-

ships, in contrast, exhibit discontinuities: slight variations in inputs can map

to large variations in outputs.2 Machine learning (ML) — a discipline within

the mathematical tradition — unsurprisingly seems to follow a similar logic.

Classification problems resemble Kolber [324]’s concept of bumpiness; varied,

continuous inputs become discretized outputs. Determining loan-worthiness,

for example, is bumpy because a classification model maps personal data to

a binary outcome in the set {grant loan,reject loan}, typically based on

some underlying notion of whether the individual under consideration is likely

to repay or default.

This comparison between the work of law and that of ML, in which both are

reasoned about as functions, is deceptively attractive. At first glance, it seems to

mirror the decades-long literature in cyberlaw that has considered the law and

if/then code rules3 to be complementary modalities that regulate and mediate

human experience [39, 128, 245, 359, 361, 492]. It is thus perhaps intuitive to

consider stretching this analogy further: to treat the mathematical-functional

similarity of the law and ML as a rationale for christening ML as the latest type

of code-imbued regulator. To stretch this even further, if ML can be fashioned

to design new “microdirectives” or usher in a new era of “personalized law,”

as some legal scholars contend [112, 195], then perhaps ML could breathe new

life into the succinct cyberlaw refrain that “code is law” [361, 492]. That is,

rather than using this widely-quoted shorthand to stand in for the more-precise

(but still abbreviated) “code is constitutive of law” [39, p. 675], ML code could

2For example, it may be reasonable to contend that tort law should be smooth, with the
amount of harm caused exhibiting a direct and continuous relationship with the degree of com-
pensation owed. However, in practice, tort law is often bumpy: defendants are either liable to
provide full compensation (regardless of the particular degree of contributing to harm), or they
are not liable at all [324, p. 673].

3Either as a type of architecture [359, 361] or a modality on its own [245].
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literally be used to generate law.

And yet, while it might be appealing to take these steps to connect the

nascent field of ML law with its older cyberlaw sibling, upon deeper exami-

nation the comparison between ML and the law via functions does not hold up.

For one, as much legal scholarship acknowledges, the mechanism by which ML

translates from inputs to outputs fundamentally differs from analogous mech-

anisms in the law [46, 129, 130, 264, 334, 425, 426]. The law has a variety of

mechanisms — rules, standards, factors tests, etc. — each accompanied with

justifications for (and amendments regarding) their use, as well as a long record

in jurisprudence of their application to specific cases. In contrast, ML may be-

have like a function, but we often do not understand how that function works.

In ML systems, we can have full access to both the inputs and subsequent out-

puts, while having no clear understanding of how the mapping from one to the

other occurred. In other words, unlike the law, ML functions defy explanation

and reasonable justification, which in turn raises fundamental questions about

the legitimacy of using ML as a decision-making tool and muddies the abil-

ity to determine accountability when these tools cause harms [146, 161].4 In

short, ML’s problem with explainability shows how the analogy essentially and

inescapably falls short; both the law and ML may behave like functions, but

4Clarity of explanation in legal contexts, however, is not a given. As Fuller [218] notes, “It
is easy to assert that the legislator has a moral duty to make his laws clear and understandable.
But this remains at best an exhortation unless we are prepared to define the degree of clarity
he must attain in order to discharge his duty. The notion of subjecting clarity to quantitative
measure presents obvious difficulties. We may content ourselves, of course, by saying that the
legislator has at least a moral duty to try to be clear. But this only postpones the difficulty, for
in some situations nothing can be more baffling than to attempt to measure how vigorously a
man intended to do that which he has failed to do. ... [However,] good intentions are of little
avail. ... All of this adds up to the conclusion that the inner morality of law is condemned to
remain largely a morality of aspiration and not of duty. Its primary appeal must be to a sense of
trusteeship and to the pride of the craftsman” [218, pp. 42-43]. It is reasonable to argue, though
out of scope for this paper, that ML does not have an analogous “sense of trusteeship” on which
the public can rely.

90



functions that are fundamentally different in kind.

This analogy falls short in another fundamental way — one that is significant

enough for us to pause attempting to close the loop between cyberlaw, code-

is-law scholarship and legal scholarship about ML, but has thus-far remained

under-explored. Code that follows if/then logic — the type of code addressed

in cyberlaw literature [39, 128, 245, 359] — is deterministic: it specifies behav-

iors to execute (the “then”) when certain, specified conditions (the “if”) are met.

Importantly, ML code does not execute if/then rules. Instead, the ML training

process is random in nature; it exhibits stochasticity and non-determinism.5 We

explore the meaning of these terms in detail later in this paper (Section 4.2). For

now, it suffices to provide an intuition: deterministic code ensures that com-

puting with the same inputs yields the same outputs; stochasticity and non-

determinism, in contrast, can cause two similar training procedures to produce

vastly different results in practice [141, 210, 477].

In the remainder of this chapter, we explain how stochasticity and non-

determinism play a fundamental role in the behavior of ML systems. While

some legal scholarship has begun to reason about the relationship between

stochasticity and arbitrariness [38, 161], the role of non-determinism more gen-

erally remains unexamined. We argue that a more precise understanding of

non-determinism is essential for reasoning about questions concerning the reg-

ulability, legitimacy, and accountability of ML decision-making tools.

Our first contribution is to show that the emphasis on individual errors and

error rates in existing legal scholarship is concealing other important issues in

5Non-determinism and stochasticity are not unique to ML, but rather are features of many
types of randomized programs (including programs and protocols that predate the Internet and
cyberlaw). Nevertheless, the advent of ML applications in public life, and the social valences
these applications carry, has brought urgency to clarifying these concepts in relation to ML.
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ML that are rooted in non-determinism. While focusing on individual outcomes

and error rates for specific models is important — and intuitive, given that it

parallels case-based analysis in the law — it nonetheless provides a limited

view of behavior of ML. We clarify the distinction between stochasticity and

non-determinism more broadly construed, and show that the effects of non-

determinism, and consequently its implications for the law, instead become

clearer from the perspective of reasoning about ML outputs as distributions or

patterns over possible outcomes. The key difference is that this viewpoint accounts

for randomness and other types of non-determinism by providing a window

into the possible outcomes of ML. Importantly, this type of reasoning is not ex-

clusive with current legal reasoning; it complements (and in fact can strengthen)

analyses of individual, concrete outcomes for specific automated decisions (Sec-

tion 4.2).

By illuminating the important role and potential effects of non-determinism,

we then demonstrate that ML code falls outside of the cyberlaw frame, which

assumes deterministic code (Section 4.3). Even if this frame can be expanded

to include the stochastic elements of ML, we discuss how it cannot be extended

to non-deterministic elements more generally. Lastly, we conclude with a brief

discussion of what work ML can do to constrain the potentially harm-inducing

effects of non-determinism, and we indicate where the law must do work to

bridge the gap between its current case-based analysis of ML systems and the

pattern/distributional analysis that we recommend (Section 4.4).
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4.2 Non-determinism and Stochasticity

Legal literature regarding the empirical performance of ML tools tends to fo-

cus on issues of accuracy [354] [87, pp. 1249-50] [98, pp. 9,12] [128, p. 1253].6

This work typically evaluates ML in terms of individual decision outcomes in

relation to the harms these outcomes cause, and uses summary error rates to

draw conclusions about a particular model’s accuracy. Solely focusing on the

accuracy of specific inference outcomes and summary rates can conceal other

important issues implicated by non-determinism, which are also important fac-

tors to consider in legal analyses of ML technology. To make this case, we first

must establish definitions for non-determinism and stochasticity, as there are

nuanced differences and overlap between the two terms.

Definition 11. Non-determinism is a property of processes for which supplying the

same inputs can produce different outputs.

As a result, non-deterministic outcomes are uncertain. This is in contrast to

deterministic if/then logic, for which the same inputs produce the same out-

puts. Stochasticity also satisfies Definition 11; however, it places additional con-

ditions on the form that uncertainty can take.

Definition 12. Stochasticity is a property of non-deterministic processes whose out-

comes can be reasoned about using probability theory.

In other words, the non-determinism of stochasticity specifically comes

from randomization that can be understood using probability. Following

6Work on fairness typically focuses on accuracy, as well, by emphasizing differences in inac-
curacy via error rates, and the resulting disparate impact, for protected demographic groups.
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these definitions, we can think of stochastic decision-making processes as non-

deterministic; however, non-deterministic decision-making processes are not

necessarily stochastic, since they cannot always be reasoned about using the

laws of probability.

Machine learning is grounded in probability and statistics, and thus is fun-

damentally stochastic in nature. In practice, however, it is also common for ML

to exhibit non-determinism beyond this stochasticity. While the formal specifi-

cation for an algorithm is stochastic, its implementation and execution in soft-

ware and hardware can introduce non-determinism that is not stochastic. We

can attempt to apply the rules of probability to reason about this behavior, but

we are not guaranteed that our conclusions will be sound. A notable example of

this non-determinism comes from the popular PyTorch library.7 When prepared

for execution on a computer at training time, PyTorch makes dynamic choices

regarding how to run the code, which optimize for run-time speed and, in doing

so, introduce non-stochastic non-determinism to the learning process.

4.2.1 Related Work: ML Stochasticity and the Law

The legal literature that discusses uncertainty and subsequent impressions of

arbitrariness in ML decision-making does not reckon with this practical reality.

Rather, in talking about algorithms, and more specifically their error rates or

individual outcomes, this literature regards ML in stochastic terms. For exam-

ple, Bambauer et al. [38] coins the term “Small Change Makes a Big Difference”

7We refer to PyTorch for discussion about limiting the sources of software and hardware
non-determinism in ML training pipelines. At the time of writing, PyTorch offers a “determin-
istic mode” that, at the cost of significant run-time slowdowns that may not be feasible for all
application developers, enforce determinism in software operations (where possible).
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(SCMBD) to analyze the risks to due process that can come from dispropor-

tionate outcomes on similar inputs due to the stochastic nature of ML training

pipelines [38, pp. 2378-2383, pp. 2396-2397]. Their discussion makes no men-

tion of how other sources of non-determinism further expand this category of

risk.

In another recent example, Creel and Hellman [161] take a formal philo-

sophical approach to understanding what is precisely connoted by criticisms

of “arbitrariness” in ML system outputs. They break down their analysis of

what is arbitrary in three different respects: “unpredictable,” “unconstrained,”

and “unreasonable” behaviors of these systems.8 In their discussion, they claim

that arbitrariness of ML systems in itself is not the problem; rather, the prob-

lem is “the systematicity of their arbitrariness” that may “irrationally [exclude]

a person from a significant number of important opportunities” [161, p. 2].9

In relation to this claim, they add “To the extent that an algorithm governs the

decision, it will produce the same result when run on the same inputs. If the

algorithm contains a degree of randomness within it, ... it is still reproducible

at a higher level of abstraction” [161, pp. 3-4, emphasis added]. That is, they

describe a model demonstrating deterministic behavior. A particular model pro-

duced from an algorithmic learning procedure is deterministic — always pro-

ducing the same output given the same input (Section 4.2.2); however, as we

have discussed above, the entire procedure that produces such a model is not

8In their discussion of “arbitrary” as “unconstrained,” Creel and Hellman [161, p. 3-4] call
algorithms “rule-based” in close proximity to discussing legal rules and standards. We do not
believe that stochastic algorithms are “rule-based” in the same sense as legal rules; however,
discussing this distinction is out of scope for this paper.

9douek [192] makes a related but different point about shifting legal understanding away
from individual outcomes. She call for a shift “from an individualistic approach to a proba-
bilistic one” [192, p. 789]. douek makes an important intervention regarding the inevitability of
error in ML applications, particularly at scale, but ultimately focuses on individual model error
rates and makes an argument predicated on the ability to reason about probabilities, and thus
is not examining the same concepts with which we concern ourselves here.
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deterministic.

Put differently, implicit in the reasoning in Creel and Hellman [161] is that

the uncertainty at play in ML can be reasoned about using probability. It is

probability theory that enables the systematic, “higher level of abstraction” of

reasoning about the overall, expected behavior of stochastic algorithms, and

whether those behaviors are systematically, arbitrarily unfair (according to a

particular fairness criterion). However, in contrast to abstract algorithm specifi-

cations, the implemented, run-time behavior of ML pipelines and systems intro-

duces non-stochastic non-determinism — non-determinism that is not system-

atic, in the sense that it cannot be reasoned about analytically with the guaran-

tees of probability theory. This is not a distinction without import; in contrast to

Creel and Hellman’s claim about reproducibility in relation to what we under-

stand as stochastic-related arbitrariness, this kind of non-determinism is a well-

known contributor to the reproducibility crisis in ML [80, 484]. Non-stochastic

non-determinism thus suggests a different kind of arbitrariness from that dis-

cussed in Creel and Hellman [161], and it, too, can have significant impacts on

normative concerns like fairness [477] (Section 4.2.3).

In short, though prior legal literature on ML and arbitrariness sometimes en-

gages with elements of stochasticity, it does not account for the role of other

forms of non-determinism. In the remainder of this section, we explain via sim-

ple synthetic examples how the presence of non-determinism calls into question

essential assumptions about the fundamental nature of accuracy in ML. Moving

away from analyses of individual outcomes to thinking about distributions/pat-

terns over possible outcomes can expand legal scholars’ understanding of the be-
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havior of ML tools. In particular, reasoning about probability distributions over

possible outcomes is useful for understanding the impacts of stochasticity (Sec-

tion 4.2.2). While probability is not similarly useful for analytically reasoning

about other sources of non-determinism, our approach can still highlight em-

pirically the importance of the role of non-determinism in ML and the potential

harms it can cause (Section 4.2.3).

4.2.2 Distributions over Individual Outcomes

We first consider a synthetic ML system that aims to determine individuals’

creditworthiness by predicting their credit scores. The developers write a snip-

pet of code to achieve this task — a procedure for training models to predict

individuals’ credit scores. The execution of this code to actually train a model

exhibits stochasticity: running this one piece of code multiple times on differ-

ent subsets of the training data will result in multiple trained models that vary

in comparison to one another. If we were to take many such models and sup-

ply them with the same individual as input, the corresponding outputs would

yield a distribution over possible credit score outcomes for that individual. We

illustrate this in Figure 4.1 for two individuals. In other words, since this pro-

cess yields a distribution over possible credit scores for each individual — and

not just a single credit score — predicting an individual’s credit score is not a

deterministic function of the code written by the engineer to train ML models.

Rather, credit score for an individual is a function of the procedure that this code

can execute; it is a function of executing model training, which exhibits stochas-

ticity (as a function of the specific training data examples used for training) and

thus a distribution of possible outcomes for different individuals.
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Figure 4.1: Synthetic probability distributions for possible predicted credit
scores of two different individuals.

The viewpoint of distributions over possible outcomes shown in Figure 4.1

illustrates a problem: the two individuals have overlapping credit score distri-

butions (shown in purple). This means that it is possible that there is some sub-

set of models, produced by the stochastic training process, for which we cannot

distinguish between these two individuals in terms of their credit scores. And

yet, in looking at each of their distributions overall, there are all clearly cases

where they do not overlap and are thus clearly distinguishable. That is, from its

distributional perspective, this figure shows that it is possible to produce mod-

els that suggest contradictory results: some models are able to distinguish these

individuals via different credit scores, while it is possible that some models are

not able to discern a difference. Instead of all models from this training process

having the ability to clearly distinguish between or to equate these two indi-

viduals via credit scores, both contradictory possibilities are suggested by this

distributional viewpoint.

This ambiguity complicates what accuracy means for a model produced by

this training process, because it is not clear what a “correct” model should do

with respect to how it views these two individuals. Is it “correct” to model them

as distinguishable, or “correct” to model them as indistinguishable, in terms of

98



their credit scores? It is impossible to say with 100% certainty, since there is no

notion of ground truth credit score.10 Put differently, this figure indicates that

there is a meta-problem of not being able to draw a firm line between correctness

and incorrectness for models trained by this process. This issue of being unable

to draw a clear boundary between correctness and incorrectness illustrates how

model output decisions can exhibit non-determinism: for the different inputs,

depending on the model, the outputs for those inputs may be distinguishable

or may be indistinguishable.

So far, we have limited our discussion of non-determinism to stochasticity

(Definition 12) — in particular, the stochasticity resulting from training models

on different subsets of the training data or from different examples drawn from

the same data distribution. In practice, the other sources of non-determinism

that we describe above can contribute to the results described in Figure 4.1.

Moreover, it may not be immediately clear how each source contributes to the

outcome predictions and impacts their associated probabilities. In other words,

the distributional approach in Figure 4.1 clarifies that the predictions can fluctu-

ate, but it conceals how stochasticity and other sources of non-determinism in-

teract to produce those fluctuations — a point to which we return in Section 4.3,

where we discuss the regulability of ML code.

For now, we observe that the legal literature discussed in Section 4.2.1

touches on the stochasticity that contributes to examples like this one, but it

does so in a manner different from the distributional picture we show here.

Bambauer et al. [38] discusses how stochasticity can cause a particular model to

exhibit SCMBDs that affect due process. Similarly, Creel and Hellman [161] dis-

10This is in contrast to applications for which we can reasonably say that there is a ground
truth, such as a computer vision system that distinguishes between cats and dogs; an example
input is either a cat or a dog, not both.
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cuss how a particular model exhibits deterministic outputs; their concern is that,

at the scale of multiple decisions across multiple models for different tasks, there

may be a pattern of arbitrary discrimination against certain individuals. In re-

lation to Figure 4.1, these works engage with stochasticity at the point in which

there is one model producing a concrete credit score for each individual, rather

than the distribution of possible model outputs for these individuals. It is only

in the setting they rely on — after we have selected a particular model to use

for predicting credit scores — that we can think about deterministic outputs.

That is, by picking a particular model that encodes a specific function, we have

locked in a deterministic score for each individual. We can then move from

reasoning about distributions over possible outcomes of credit scores for in-

dividuals, as indicated in Figure 4.1, to thinking about deterministic, concrete

outcomes, which are conditional on the model we have chosen.

Given one specific model, with deterministic outcomes for each individ-

ual input, it becomes possible to perform analyses concerning the inaccuracy

of individual outcomes, associated harms, and metrics like error rates to cap-

ture summary information about a model’s overall performance across a sam-

ple of inputs, as Bambauer et al. [38] and Creel and Hellman [161] both do.

But, importantly, at the distributional level conveyed in Figure 4.1, concepts

like accuracy remain slippery. In reasoning about possible rather than specific

model outcomes, this level of abstraction makes the potential areas of uncer-

tainty in trained models — whether due to stochasticity or other sources of non-

determinism — more transparent. It clarifies how the possibility of different

outcomes can have the effect of muddling the distinction between correctness

and incorrectness, and opens up the possibility of trying to untangle sources of

non-determinism and their respective normative considerations regarding arbi-
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trariness, which we discuss further in Section 4.3.

4.2.3 Patterns over Models

Reasoning over distributions of outcomes does not just apply to thinking about

how outcomes for fixed individual inputs may vary based on choice of model.

This view can also help reason about how non-determinism affects models

trained from the same stochastic training process. Figure 4.2 shows patterns11

over model outcomes for two models trained using the exact same procedure

and, unlike the prior example, the models are trained using the same software

random seed, which functions to supply the algorithm with the exact same

training data. With this setup, we have controlled for every possible source

of stochastic non-determinism in the training process. By using the same ran-

dom seed, we should be able to consistently reproduce the same deterministic

model, aligning with Creel and Hellman’s conception of the training process

(Section 4.2.1), and thus the two curves in Figure 4.2 should completely overlap.

The reason they do not overlap is because of non-stochastic non-

determinism that affects their respective training processes differently. For

example, differences in hardware random seeds, which we cannot control in

software code, cause the training process to produce different models that

reflect different underlying deterministic functions. Ideally, even with non-

determinism in ML software packages and across hardware, repeated runs of

11In the camera-ready version of this paper, we used the word “distributions” to describe
this effect as well, since we could not think of a better term to use at the time. However, this
was a poor choice on our part, since the type of non-determinism we describe in this section
cannot be reasoned about with probability, and “distribution” most typically implies that we
are talking about a “probability distribution.” Joan Feigenbaum suggested we use the word
“pattern” instead, so we make that change here.
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Figure 4.2: Synthetic patterns of model outcomes for two models trained on
the same training data for the same task, using the same algorithm and data,
but possibly different computers with different hardware random seeds. Non-
determinism in the training process yields different patterns of model outcomes.

similar or identical training processes would result in outcome distributions

that are reasonably similar to each other (as, one could argue, is the case in Fig-

ure 4.2, since the curves roughly overlap). If the models’ patterns of outcomes

do not vary too much, then at least we can be confident (however informally)

that picking any of them as the specific model to deploy is a reasonable choice,

as each model indicates performance roughly representative of all the models

that were trained. In other words, it might be fine to avoid the issue of drawing

a line between which models are correct and which are incorrect, because all of

the models are effectively the same.

Of course, though, the models are not exactly the same, which may have sig-

nificant consequences at the more granular level of individual outcomes. They

may differ in a way that is not semantically meaningful, or may exhibit more

uncertainty in connection with a protected attribute value, such as a particu-

lar gender or race. Importantly, this type of uncertainty, not being stochastic

in nature, is not amenable to reasoning with the tools of probability; it is not

amenable to the same reasoning about arbitrariness and individual outcomes in

Creel and Hellman [161], which is implied to be predicated on uncertainty due
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to stochasticity.

More generally, the fact that models are not completely identical requires us

to shift our thinking about ML. This pattern-level view clarifies that we should

be thinking of one run of an ML training process as learning a possible pattern

over possible outcomes, rather than the singularly correct pattern over possible

outcomes. Additionally, unlike the synthetic example in Figure 4.2, in practice

it is common for model outcome patterns to vary more significantly due to non-

determinism [80, 145, 210, 477, 484, 543]. In such cases, it will not necessarily

be clear if there is a representative model in the group — if there is a model

that is more “correct” than the others. Once again, due to non-determinism,

drawing a firm boundary between correctness and incorrectness is ill-defined.

As with the example in Figure 4.1, this example similarly raises questions of

how to legitimately pick a model that we can be confident will yield robust and

reliable performance.12

This question is not just of theoretical relevance. In practice, non-

determinism can cause resulting model outcome distributions to vary so much

that, for a particular input, models can yield wildly inconsistent results. To

make this more concrete, we describe an example in the ML literature that

demonstrates the effects of such non-determinism. In recent work, Forde et

al. [210] and Qian et al. [477] investigated how the impact of stochasticity13 and

non-determinism on training models using similar training procedures can im-

pact model fairness. Qian et al. [477] published an extensive empirical study, in

12We could also extend the first example be plotted at the model level, rather than individual
level, with outcomes on the x-axis and then the probability on the y-axis; in this case, where
we only look at stochasticity as a function of the training dataset, we would have a picture that
looks perhaps a lot like Figure 4.2, but the terminology would change to reflect that we could
reason about this plot as containing probability distributions.

13And we performed the largest such study on stochasticity in fairness contexts in other work
that followed [141].
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which they repeatedly trained models with identical training procedures, using

the same software random seed and thus exactly the same training data exam-

ples across runs. In theory, this setup should control for stochasticity in different

model outputs; by using the same training data and same training procedure,

the models produced should be the same. However, the realities of running ML

code in practice differ from what we expect in theory. Qian et al. [477] makes

the stakes of this point unimpeachably clear by comparing fluctuations in the re-

sulting model outcome distributions. In particular, they computed common al-

gorithmic fairness metrics to probe how fairness measurements varied for these

(theoretically identical) models, and found that fairness measurements could

vary by up to 12.6%. This degree of variance was so significant that, in some

cases, it was possible for one trained model to pass US legal compliance rules

regarding fairness thresholds on the test set, while another model could violate

those same requirements [477, p. 2].

In other words, Qian et al. [477] illustrates clearly how non-stochastic non-

determinism can have a significant impact on fairness in the distribution of pos-

sible modeling outcomes. This result indicates that picking any one specific

model to deploy — which then could be examined in terms of individual er-

rors and error rates, fairness-related or otherwise — is a non-trivial task. Non-

determinism necessarily has an unpredictable role in the specific outcomes of

training models, as evidenced by the resulting evaluation of test error to un-

derstand generalization. When this unpredictability leads to wide variability

in metrics like fairness, this then raises fundamental questions not just about

the fairness of particular models, but about the fairness of the process by which

those models were trained. We may try to the best of our ability to control for

models to be trained in the same way, and yet they may still exhibit vastly differ-
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ent fairness levels. Given this non-determinism, how can we be sure, especially

when training just a few models under limited computational resource budgets,

that the model we have selected to deploy in practice is representative of what

is (at least close to) maximally possible in terms of fairness?

Questions like these, let alone their answers, are not clear from looking

at individual outcomes or error rates for single models alone. Instead, it

is looking at patterns and distributions over outcomes that raises questions

about the legitimacy model-producing processes, through indicating how the

resulting models from those processes can fluctuate in important ways. This

distributional/pattern-level view provides information that can help us inter-

rogate whether the process for training ML models for a specific task is robust

enough to justify the use of any such model produced from that process. By

robust we mean that, even in the presence of non-determinism, the resulting

variation in the behavior of possible ML models — whether variation in model

outcome distributions, or variation in outcomes across models for particular in-

dividual inputs — is not the product of happenstance, for example resulting

from a particular hardware-software interface implementation.

The example of Qian et al. [477] arguably does not meet this definition of

robustness, given the large variance in fairness metrics across the distribution of

models they produced.14 This becomes especially clear when one considers how

such variance in fairness could impact due process [354] [87, pp. 1249-50] [98,

pp. 9,12] [128, p. 1253] — if a particular chosen model by chance demonstrates

poor performance with respect to fairness, in turn leading to a greater number

of unfair individual outcomes in practice.

14Neither do the individual models trained in Cooper et al. [141]; however, the ensemble
models trained in that work are more robust in this sense.
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4.3 Non-deterministic Code Is Lawless

In moving from looking at individual errors and model error rates to reason-

ing about distributions and patterns of outcomes, we have seen how the non-

determinism inherent in ML can raise key questions concerning the legitimacy

of using ML-driven processes in decision-making. We have seen, too, how non-

determinism can directly effect harms at the individual level, in cases in which a

training process is not sufficiently robust to guarantee that its resulting models

behave similarly for key metrics, such as fairness. In short, our discussion thus-

far has indicated that non-determinism can have significant, detrimental effects

on the behavior of ML code. While there are different types of non-determinism,

we have shown that prior work in legal ML focuses on non-determinism that is

stochastic (Definition 12).15 While this type of non-determinism is amenable to

analysis using probability, other types of non-determinism in ML, such as the

specifics of the hardware platform used to execute training processes, do not

follow the same logic (Definition 11). As a result, work that has engaged with

arbitrariness of ML decisions purely in stochastic terms has missed this crucial

aspect of non-determinism and its relationship to arbitrariness.

One of the important consequences of this omission has to do with an im-

plied, uncomfortable relationship between arbitrariness and necessity in ML.

As we briefly discussed in the introduction, the stochasticity of ML is one of

its core strengths that separates it from non-stochastic decision systems; it is

the property that makes it possible for ML to model phenomena that are too

complex to specify exhaustively using if/then deterministic rules [428]. Yet,

stochasticity can also produce variable outcomes for the same inputs, and these

15However, upon further reflection, we realize that this work has not studied this sufficiently;
we defer additional study to future work.
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variations can suggest contradictions that call the reliability of ML into ques-

tion (Section 4.2.2). Moreover, these potential contradictions are less intuitive to

grasp than the outputs of deterministic decision processes. At times, they might

even seem like software bugs, rather than an artifact of a necessary feature of

ML,16 which itself can further cast doubt on reliability. Due to this seeming

double bind, it makes sense that legal literature about ML has tried to parse the

cases in which the stochasticity-induced arbitrariness present concerns for the

law.

However, other sources of non-determinism do not exhibit the same con-

flict. Lack of expressivity in hardware-software interfaces, inability to control

hardware random seeds, and missing APIs for fine-grained control of run-time

optimization of ML code all contribute to non-stochastic non-determinism; but,

they are not necessary features of ML. They are not inherent to machine learn-

ing in theory; they are a reality of its practice. As a result, this source of

non-determinism suggests potential sites for future reliable ML research. Nev-

ertheless, in the interim, ML software and hardware ecosystems inject non-

determinism into training processes, which affects the patterns of overall out-

comes such that they deviate non-probabilistically from what is theoretically

expected. What makes this especially challenging is that, as we demonstrated

in our synthetic examples (Section 4.2), it is not always immediately clear which

kind of non-determinism is responsible for impacts on the resulting distribution

of outcomes, which further complicates our ability to reason about outcomes

using the tools of probability.

16For work on the elusive boundary between bugs and inherent features in ML, please refer
to Cooper et al. [146]. More generally, delineating what constitutes a bug for randomized pro-
grams is a philosophical question, which has long remained unresolved in the Programming
Languages research community [330, 331].
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More generally, taken together, both sources of non-determinism can make

it very difficult to reason about the difference between correctness and incor-

rectness in ML program behaviors, thus making accuracy a fuzzy concept that

is difficult to pin down.17 And yet, in the existing legal literature on ML, the

issue of inaccuracy and accuracy, particularly at the individual model level, has

been a dominant theme [46, 87, 98, 129, 192, 193, 354]. For the law to adequately

contend with non-determinism, we have argued that the legal literature must

shift to also consider the viewpoint of distributions/patterns over outcomes,

as this viewpoint indicates how non-determinism fundamentally problematizes

our understanding of accuracy.

Based on this prior discussion, we now argue that this will also require a

shift in the dominant thread of cyberlaw thinking that echoes the refrain that

“code is law.”18 In brief, “code as law” stands in for the idea that code does

the work of law; code, like the law, is a modality for regulating and mediating

human behavior [245, 359]. As Grimmelmann [245] summarizes in more detail,

“code is law” captures the idea that “software itself can be effectively regulated

by major social institutions, such as businesses or governments. ... If other in-

stitutions can regulate software, and software can regulate individual behavior,

then software provides these institutions an effective way to shape the conduct

of individuals” [245, p. 1721].19

17It is also worth noting that the approximate computing concept of the trade-off between
accuracy and efficiency [143, 144], and more generally using a temporal lens to analyze out-
comes [567], further complicates our understanding of accuracy in ML.

18This phrase, which originated from work in Reidenberg [492], has been further developed
and revised [245, 359, 360], and then ultimately itself codified in Lessig [361]. It has since been
partially adapted to account for the new kinds of experiences that ML (particularly robotics)
will mediate [34, 97].

19Importantly, this understanding of “code as law” grew out of legal scholarship that was
reckoning with the advent of the Internet. In particular, this scholarship was concerned with
“decisions about the technical future of the Internet,” which it considered to be “important
questions of social policy ... [that would] have the force of law even as they def[ied] many of
our assumptions about law” [245, p. 1721].
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In the extensive literature that has followed from Lessig [361]’s codification

of the concept, various scholars have built on and problematized different as-

pects of “code is law” [39, 97, 245], such that it has ultimately remained a res-

onant and powerful frame for thinking about technology. However, the work

that contends with this concept tends to (often implicitly) assume a determin-

istic view of code. It considers code to be a set of automated if/then rules that

ensure consistent decisions — and can be institutionally regulated to ensure

consistent decisions — as it works to enable and constrain human behavior [245,

pp. 1721, 1728-1732] [39, p. 676] [128, p. 1253]. In this view, code can concretely

specify rule-like (rather than standard-like)20 relationships between inputs and

outputs that are “free from ambiguity” [245, p. 1723]. Put simply, this concep-

tion of code maps nicely to if/then rules that resemble those in the law. Yet,

as we have seen throughout this paper, the assumption of deterministic code

does not hold for ML: due to its statistical nature, ML code does not operate

by deterministic if/then rules. Instead, due to non-determinism, it is as if both

the “if” and the “then” are fuzzy; they are not specifiable in concrete terms. It

is therefore natural to ask: what does non-deterministic code do to an idea of

“code as law” that is predicated on determinism?

We attempt an answer in a (sort-of) proof by contradiction. We begin by

assuming that “code as law” still holds for the non-deterministic code of ML.

From there, then, we would need to consider what it would mean for the law

to similarly exhibit non-determinism. And this is where “code is law” imme-

diately starts to break down. In the ideal case, the law should have determin-

istic outcomes based on its inputs. It can exhibit variation in the relationships

between inputs and outputs, but it should not be the case that there is ran-

20It is perhaps interesting to consider — though out of scope in this short paper — how non-
deterministic ML code may more closely resemble standards than rules.
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domness or arbitrariness in those relationships [324, pp. 665-666]. In practice,

non-determinism can of course occur in the law. Judicial discretion is not me-

chanical; given similar inputs, outputs can vary across judges (or even within

the same judge) [570, p. 78]. But in spite of this non-determinism, sometimes

described in relation to the “indeterminacy thesis,” the law remains largely pre-

dictable.21 Contradictions in legal rules, which interfere with predictability, are

classically conceived of as “miscarriages” of the law [218, pp. 38-39]. Further, as

Tamanaha [570] argues, there are generally speaking few contradictions in the

law, and ambiguities can be handled through “reasoned analysis.”22

In contrast, non-determinism — particularly non-stochastic non-determinism

— does not share these qualities. Stochasticity perhaps can be considered pre-

dictable, its effects reasoned about “at a higher level of abstraction” [161, pp.

3-4] using probability theory. However, from the view of patterns over possible

ML outcomes, other forms of non-determinism, ironically, inject unpredictabil-

ity into ML predictions, both in an intuitive sense and more formally in its re-

sistance to statistical analysis. Additionally, as we have seen, empirical work in

ML commonly demonstrates that it can result in contradictions with significant

consequences [145, 210, 477].

Moreover, unlike in ML, the legal system embodies answerability. There are

actors in the system who must step forward and answer for their decisions; they

must provide explanations and are subject to cross-examination [87, 584]. An-

21As Tamanaha [570] discusses, even if there is a relatively small number of unpredictable
cases, these cases are often high-impact. General predictability in terms of case numbers should
not be misconstrued as a claim that unpredictable cases have low impact. Indeterminacy and
unpredictability are more frequent within the Supreme Court, and there always remains the
possibility that judges could exploit “latent indeterminacy” to suit personal objectives [570, pp.
90, 122-3].

22For the indeterminacy thesis “To have bite it must be shown that existing legal rules form a
pervasive mess of contradictions, which critical theorists have not demonstrated” [570, p. 88].
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swerability in part functions to remove randomness and arbitrariness from the

law. In the long run, the system undergoes an ongoing process of legitimiza-

tion. In other words, the law has mechanisms for recourse, which effectively

can serve (however imperfectly) to root out non-determinism; unlike ML, law

treats non-determinism vis-à-vis unpredictability and contradictions like a bug,

not a feature.

This indicates a fundamental incompatibility for understanding ML code as

law. Whereas the law can do work to avoid non-determinism, ML inherently

relies on stochasticity and de facto relies on non-stochastic non-determinism in

state-of-the-art implementations.23 The resulting unpredictability of ML code

distinguishes it from law in that it causes ML code to evade regulation. To

borrow a phrase from Jack Balkin, such “code is lawless” [34, p. 52]; the unpre-

dictability that results from non-determinism presents key problems for think-

ing of code as being constitutive of law.24

4.4 Conclusion

Non-deterministic code may itself be lawless, but this does not mean we should

entirely avoid its use25 and that we can do nothing to better regulate its de-

ployment in practice. On the ML side, we can strive to develop tools that ob-

23As briefly mentioned earlier, this is a practical reality aimed at optimizing for efficiency
under conditions of limited computing resources.

24Balkin developed this spin on the original refrain in relation to the problem of emergence
and unpredictable, unintended consequences in robotic systems. We adopt it more broadly for
non-deterministic code.

25It does, however, seem reasonable to draw the line that ML, if lawless, should not itself be
used to design law (e.g., “Micro-directives [that] will provide ex ante behavioral prescriptions
finely tailored to every possible scenario” [112, p. 2]). ML can nevertheless still be useful in the
service of law, for example, by aiding in the design of tools that help lawyers be more efficient
and effective in their work [168].
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tain some measure of consistency — e.g., similar model outcome distributions

across training runs — even in the presence of non-determinism (stochastic or

otherwise). The current push for more robust ML is in fact working to develop

algorithms that leverage non-determinism to learn complex decision surfaces,

but also provably have bounded effects on, for example, variance in model-

training outcomes. In short, ML can do work to tighten distributions/patterns,

to provide theoretical limits on error (that then have to be met in practice), and

to characterize rigorous trade-offs between computational resource usage for

training models and how robust resulting models can be. These are rich areas

of research in ML, all of which become better-appreciated when understanding

ML from a distributional/pattern-level perspective.

While ML can work improve robustness, stochastic non-determinism will

always remain feature, not a bug. Legal scholarship thus needs to attend

to the role of distributions over outcomes in order to fully appreciate how

stochasticity contributes to uncertainty in the behavior of ML systems. A s we

have seen through brief examples concerning unfairness, uncertainty and non-

determinism, not just individual outcomes, can themselves implicate harms.

Since the law will necessarily focus on harms, its work will be to close the gap

between these two essential ways of viewing ML — to ensure that the law is able

to reason about distributional aspects in such a way that these aspects serve to

clarify how they relate to individual outcomes. The law must find ways to bring

the distributional and the individual together, such that it can successfully bring

ML to account for the harms it causes.
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Part II

Taming Randomness in Scalable,

Reliable Sampling and

Optimization Algorithms
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The promise of ML capabilities will only be realized at scale. This was true

before generative AI, and is crystal clear today with respect to generative-AI

systems (Part III). However, scale also makes measurement challenging: to be

feasible on large-scale data, in ML we often make approximations or use heuris-

tics that sacrifice reliability; in turn, this can sacrifice correctness in outputs. In

this part, we explore such tensions in uncertainty estimation and distributed op-

timization algorithms, and the associated implications for law and policy. This

chapter reflects work that has been published at NeurIPS (Spotlight and poster),

AISTATS (poster), and ACM EAAMO (Oral), and the Colorado Technology Law

Journal.

Figure 4.3: Reliability-scalability trade-off in Bayesian inference (i.e., for captur-
ing the posterior of possible models, right). Our work (yellow) carefully uses
subsampling to push the frontier.

First, we discuss work that examines questions related to Markov chain

Monte Carlo (MCMC). MCMC is the tool of choice for reliable uncertainty es-

timation in Bayesian inference. Knowledge of uncertainty can help us produce

more reliable models, and thus more reliable measurements of metrics. How-

ever, MCMC is also really computationally expensive, which has made it in-

feasible for problems of modern scale. Our work makes MCMC more efficient

and scalable, while retaining reliability guarantees; it better navigates trade-offs
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between these competing goals (Figure 4.3). MCMC simulates the posterior

distribution over possible-model solutions to the learning problem (in contrast

to optimization’s single-point estimate), which can be used to compute model-

parameter uncertainties. Computing the posterior is traditionally really costly:

it involves a sampling procedure that computes sums over the entire dataset

at each iteration. This is part of the reason why optimization is the workhorse

of modern ML. Sampling, particularly MCMC, is intractable for this setting: it

typically trades-off scalability for reliability, while optimization trades-off relia-

bility for scalability. To break out of this traditional trade-off, our work carefully

introduces data subsampling to MCMC. This makes it possible to efficiently

produce high-quality estimates of the posterior — to achieve both scalability

and reliability (Figure 4.3). Following this approach, we have developed algo-

rithms that push the frontier of the scalability-reliability trade-off in Bayesian,

in turn making reliable uncertainty estimation feasible at previously unprece-

dented scales (Chapter 5, Zhang et al. [642], Cooper et al. [641]).

Second, we discuss work on improved example orders for SGD-based dis-

tributed optimization (Chapter 6, Cooper et al. [140]). Such orderings represent

a way that we can achieve better efficiency overall without sacrificing reliabil-

ity. We can in fact get (in theory) guarantees of faster convergence by moving

to ordering schemes that do not rely on random reshuffling every epoch. This

involves a slight increase in per-iteration cost (to compute permutations), but

comes with the benefit of each iteration (eventually) having an improved im-

pact on convergence convergence. However, in practice, we need to run this

ordering algorithm for a substantial number of epochs in order to see these ef-

ficiency benefits play out. Sometimes, it is not necessary to run training for this

long; in turn, if we do run our method for longer, we tend to see improved

115



generalization.

And third, we discuss how scalability, reliablity, and trade-offs between the

two exist all over ML. For example, generative-AI systems are very resource

intensive: there are difficult scalability and efficiency challenges that we need

to contend with in order to produce high-quality models. We argue that such

trade-offs are an important abstraction for policymakers to understand the rela-

tionship between choices ML experts make and resulting ML functionality. Be-

cause such trade-offs have useful analogues in other domains that policymakers

already engage with (e.g., car safety), they are legally cognizable and a natural

mechanism for communication with ML experts. They can help shine a light on

the barriers to accountability in stochastic algorithms (Appendix G), and help

us reason rigorously about how to weaken them.
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CHAPTER 5

ASYMPTOTICALLY OPTIMAL EXACT MINIBATCH

METROPOLIS-HASTINGS

We begin this part with contributions to scalable, exact sampling algorithms.

The work covered here [641] represents the authors’ second joint collaboration

on the topic of scaling reliable uncertainty estimation to new heights [642]. Sev-

eral important typos are corrected from the original camera-ready paper.1

Chapter summary: Metropolis-Hastings (MH) is a commonly-used MCMC al-

gorithm, but it can be intractable on large datasets due to requiring computa-

tions over the whole dataset. In this paper, we study minibatch MH methods,

which instead use subsamples to enable scaling. We observe that most existing

minibatch MH methods are inexact (i.e. they may change the target distribu-

tion), and show that this inexactness can cause arbitrarily large errors in infer-

ence. We propose a new exact minibatch MH method, TunaMH, which exposes

a tunable trade-off between its batch size and its theoretically guaranteed con-

vergence rate. We prove a lower bound on the batch size that any minibatch

MH method must use to retain exactness while guaranteeing fast convergence

— the first such bound for minibatch MH — and show TunaMH is asymptoti-

cally optimal in terms of the batch size. Empirically, we show TunaMH outper-

forms other exact minibatch MH methods on robust linear regression, truncated

Gaussian mixtures, and logistic regression.

1In follow-on work, we also learned that obtaining the asymptotically optimal guarantees
of TunaMH in practice is actually quite challenging. This is because the method changes the
minibatch size every sampling iteration. With a fixed minibatch size, it is possible to pre-allocate
matrix memory and just update the entries each iteration, which reduces memory overhead
significantly. This is not easily attainable with a changing batch size every iteration (we spent
nearly 6 months trying to do this). In practice, full-batch MH methods (especailly stochastic
gradient proposal-based methods, e.g., Zhang et al. [642]), are in practice much faster in actual
software.
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This chapter is a licensed derivative copy of work published and awarded a

spotlight at NeurIPS 2020 [641].

5.1 Introduction

Bayesian inference is widely used for probabilistic modeling of data. Specifi-

cally, given a dataset D = {xi}
N
i=1 and a θ-parameterized model, it aims to com-

pute the posterior distribution

π(θ) ∝ exp

− N∑
i=1

Ui(θ)

 ,where Ui(θ) = − log p(xi|θ) −
1
N

log p(θ).

Here p(θ) is the prior and the p(xi|θ) give the likelihood of observing xi given

the parameter θ. We assume the data are conditionally independent given θ.

The Ui have a natural interpretation as component energy functions with π act-

ing as a Gibbs measure. In practice, computing π(θ) is often intractable and

thus requires using approximate methods, such as Markov chain Monte Carlo

(MCMC). MCMC uses sampling to estimate the posterior and is guaranteed to

converge asymptotically to the true distribution, π [89].

The Metropolis-Hastings (MH) algorithm [263, 413] is one of the most com-

monly used MCMC methods. In each step, MH generates a proposal θ′ from a

distribution q(·|θ), and accepts it with probability

a(θ, θ′) = min
(
1, π(θ′)q(θ|θ′)

π(θ)q(θ′ |θ)

)
= min

(
1, exp

(∑N
i=1(Ui(θ) − Ui(θ′))

)
·

q(θ|θ′)
q(θ′ |θ)

)
. (5.1)

If accepted, the chain transitions to θ′; otherwise, it remains at the current state

θ. This accept/reject step can be quite costly when N is large, since it entails

computing a sum over the entire dataset.

Prior work has proposed many approaches to mitigate the cost of this deci-

sion step [43]. One popular approach involves introducing stochasticity: instead
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of computing over the entire dataset, a subsample, or minibatch, is used to com-

pute an approximation. These minibatch MH methods can be divided into two

classes, exact and inexact, depending on whether or not the target distribution

π is necessarily preserved. Inexact methods introduce asymptotic bias to the

target distribution, trading off correctness for speedups [44, 327, 478, 479, 528].

Exact methods either require impractically strong constraints on the target dis-

tribution [390, 643], limiting their applicability in practice, or they negatively

impact efficiency, counteracting the speedups that minibatching aims to pro-

vide in the first place [40, 155]. Moreover, all existing exact methods operate

on the belief that there is a trade-off between batch size and convergence rate

— between scalability and efficiency. Yet no prior work formally exposes this

trade-off, and most prior work gives no convergence rate guarantees. Given

these various considerations, it is not entirely clear how to evaluate which mini-

batch MH method to use.

In this paper we forge a path ahead to untangle this question. While inex-

act methods have been prominent recently due to their efficiency, they are not

reliable: we show that the stationary distribution of any inexact method can be

arbitrarily far from the target π. This means they can yield disastrously wrong

inference results in practice, and it is difficult to tell just how bad those results

can be.

We therefore turn our attention to exact methods and introduce TunaMH.2

Compared to prior work, we make milder assumptions, which enables TunaMH

to apply to a wider variety of inference tasks. More specifically, we require local

rather than global bounds on the target distribution [390, 643] and do not rely

2TunaMH since it tunes the efficiency-scalability trade-off and uses a Poisson (French for
“fish”) variable.
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on the Bernstein-von Mises approximation [43, 61, 155]. TunaMH is guaran-

teed to retain sample efficiency in the presence of minibatching: its convergence

rate (measured by the spectral gap) is within a constant factor of standard, non-

minibatch MH. More importantly, TunaMH also enables us to rigorously char-

acterize the trade-off between scalability and efficiency. It has a hyperparameter

χ, which enables tuning the trade-off between expected batch size and conver-

gence rate.

By exposing this trade-off, our analysis raises the natural question: is Tu-

naMH optimal for this trade-off? That is, could another exact algorithm use an

asymptotically smaller average batch size while having the same convergence

rate guarantees? We explore this in Section 5.4; under the same mild assump-

tions we use to derive TunaMH, we prove a lower bound on the expected batch

size for any exact minibatch MH method that can keep a reasonable convergence

rate. To our knowledge, we are the first to prove a lower bound of this nature

for minibatch MH. Moreover, TunaMH is asymptotically optimal in balancing the

expected batch size and convergence rate. It remains exact and efficient while

on average using the smallest possible number of samples. In summary:

• We demonstrate that any inexact minibatch MH method can be arbitrarily

inaccurate (Section 5.2.1).

• We introduce a new exact method, TunaMH (Section 5.3), with a lower bound

on its convergence rate (in terms of the spectral gap) and a tunable hyperpa-

rameter to balance the trade-off between convergence rate and batch size.

• We prove a lower bound on the batch size for any exact minibatch MH

method given a target convergence rate — the first such lower bound in this

area. This result indicates that the expected batch size of TunaMH is asymp-
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totically optimal in terms of the problem parameters (Section 5.4).

• We show empirically that TunaMH outperforms state-of-the-art exact mini-

batch MH methods on robust linear regression, truncated Gaussian mixture,

and logistic regression (Section 5.5).

5.2 Preliminaries and Drawbacks of Prior Minibatch MH

Methods

We first formally define the class of methods that we study theoretically in this

paper: minibatch MH methods of the form of Algorithm 3. This class contains

methods that sample a proposal from distribution q (which we always assume

results in the chain being ergodic), and choose to accept or reject it by calling

some randomized subroutine, SubsMH, which outputs 1 or 0 for “accept” or

“reject,” respectively.

Algorithms in this class have several notable properties. First, SubsMH is

stateless: each acceptance decision is made independently, without carrying over

local state associated with the MH procedure between steps. Many prior meth-

ods are stateless [44, 155, 327, 528]. We do not consider stateful methods, in

which the decision depends on previous state; they are difficult to analyze due

to running on an extended state space [25, 478]. Second, SubsMH takes a func-

tion that computes energy differences Ui(θ) − Ui(θ′) and outputs an acceptance

decision. We evaluate efficiency in terms of how many times SubsMH calls this

function, which we term the batch size the method uses. Third, SubsMH takes pa-

rameters that bound the maximum magnitude of the energy differences. Specif-

ically, as in Cornish et al. [155], we assume:
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Algorithm 3 Stateless, Energy-Difference-Based Minibatch Metropolis-Hastings

given: state space Θ, energy functions U1, . . . ,UN : Θ → R, proposal dist. q,
initial state θ ∈ Θ
given: parameters c1, . . . , cN , C, M from Assumption 1, randomized algo-
rithm SubsMH
loop

sample θ′ ∼ q(·|θ)
define function ∆U : {1, . . . ,N} → R, such that ∆U(i) = Ui(θ) − Ui(θ′)
call subroutine o← SubsMH(∆U,N, q(θ|θ′)/q(θ′|θ), c1, . . . , cN ,C,M(θ, θ′))
if o = 1, update θ ← θ′

end loop

Assumption 1. For some constants c1, . . . , cN ∈ R+, with
∑

i ci = C, and symmetric

function M : Θ × Θ → R+, for any θ, θ′ ∈ Θ, the energy difference is bounded by

|Ui(θ) − Ui(θ′)| ≤ ciM(θ, θ′).

One can derive such a bound, which can be computed in O(1) time, for

many common inference problems: for example, if each energy function Ui is

Li-Lipschitz continuous, then it suffices to set ci = Li and M(θ, θ′) = ∥θ − θ′∥

(See Appendix D.10 for examples of ci and M on common problems). Note

that the SubsMH method may choose not to use these bounds in its decision.

We allow this so the form of Algorithm 3 can include methods that do not

require such bounds. Most existing methods can be described in this form

[40, 44, 155, 327, 528]. For example, standard MH can be written by setting

SubsMH to a subroutine that computes the acceptance rate a as in (5.1) and out-

puts 1 (i.e., accept) with probability a.

Such minibatch MH methods broadly come in two flavors: inexact and exact.

We next establish the importance of being exact and demonstrate how TunaMH

resolves drawbacks in prior work.
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5.2.1 The Importance of Being Exact

Inexact methods are popular due to helping scale MH to new heights [44, 327,

478, 528]. They approximate the MH acceptance ratio to within an error toler-

ance (> 0), trading off exactness for efficiency gains. Surprisingly, the bias from

inexactness can be arbitrarily large even when the error tolerance is small.

Theorem 2. Consider any minibatch MH method of the form in Algorithm 3 that is

inexact (i.e. does not necessarily have π as its stationary distribution for all π satisfying

Assump. 1). For any constants δ ∈ (0, 1) and ρ > 0, there exists a target distribution π

and proposal distribution q such that if we let π̃ denote a stationary distribution of the

inexact minibatch MH method on this target, it satisfies

TV(π, π̃) ≥ δ and KL(π, π̃) ≥ ρ.

where TV is the total variation distance and KL is the Kullback–Leibler divergence.

Theorem 2 shows that when using any inexact method, there always exists a

target distribution π (factored in terms of energy functions Ui) and proposal dis-

tribution q such that it will approximate π arbitrarily poorly. This can happen

even when individual errors are small; they can still accumulate a very large

overall error. We prove Theorem 2 via a simple example — a random walk

along a line, in which the inexact method causes the chain to step towards one

direction more often than the other, even though its steps should be balanced

(Appendix D.1). Note that it may be possible to avoid a large error by using

some specific proposal distribution, but such a proposal is hard to know in gen-

eral.

We use AustereMH [327] and MHminibatch [528] to empirically validate

Theorem 2. For these inexact methods, we plot density estimates with the num-
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Figure 5.1: Existing MH method issues. (a)-(b) Inexact methods can diverge a
lot from true distribution. “dTV” and “B” denote the TV distance and the batch
size respectively. (c) SMH has low and TunaMH with different values of hyper-
parameter χ has high acceptance rates.

ber of states K = 200 in Figure 5.1a (see Appendix D.10.1 for using other K);

the stationary distribution diverges from the target distribution significantly.

Moreover, the TV distance between the density estimate and the true density in-

creases as K increases on this random walk example (Figure 5.1b). By contrast,

our exact method (Section 5.3) keeps a small TV distance on all K and estimates

the density accurately with an even smaller average batch size. We also tested

AustereMH on robust linear regression, a common task, to show that the error

of inexact methods can be large on standard problems (Appendix D.10.1).

5.2.2 Issues with Existing Exact Methods

This observation suggests that we should be using exact methods when doing

minibatch MH. However, existing approaches present additional drawbacks,

which we discuss below.

Factorized MH and Scalable MH are stateless, exact minibatch methods. Fac-

torized MH (FMH) decomposes the acceptance rate into a product of factors,

which allows for rejecting a proposal based on a minibatch of data [40, 114, 125].
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Truncated FMH (TFMH) is a FMH variant that maintains geometric ergodicity;

it falls back on standard MH in a step when the bound on the factors reaches a

certain threshold [155]. No matter how this threshold is set, we can construct

tasks where TFMH is either arbitrarily inefficient (rejecting arbitrarily often,

slowing convergence), or degrades entirely to standard MH.

Statement 1. For any constant p ∈ (0, 1), there exists a target distribution such that

TFMH either has an acceptance rate which is less than p times that of standard MH, or

it completely degrades to standard MH (summing over the whole dataset at each step).

We prove this statement in Appendix D.3 using an example of a uniform

distribution along a line, where we let xi take one of two values, {−M/N,M/N}

with M > 0. We show that the acceptance rate of TFMH can be arbitrarily low

by increasing M, which we also empirically verify in Figure 5.1c.

To improve the acceptance rate of TFMH, Scalable MH (SMH) introduces

control variates, which approximate Ui with a Taylor series around the mode

[155]. However, it only works with unimodal posteriors and high-quality

Bernstein-von Mises approximations — conditions that do not hold for many

common inference tasks.

PoissonMH is a stateless minibatch MH method adapted from an algorithm

designed for scaling Gibbs sampling on factor graphs [643]. However, unlike

our method, it requires strong assumptions — specifically, a global upper bound

on the energy. Such an upper bound usually does not exist and, even if it does,

can be very large, resulting in an impractically large batch size.

FlyMC is a stateful method, which means it uses auxiliary random variables to

persist state across different MH steps [390]. It requires a lower bound on the
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likelihood function, which is typically more demanding than Assumption 1 and

does not have theoretical performance guarantees.

Other exact methods exist based on Piecewise Deterministic Markov Processes

[61, 77]. They require regularity conditions only available for some problems,

so their practical utility is limited.

5.3 TunaMH: Asymptotically Optimal Exact MH

In this section, we present our method, TunaMH, which evades the issues of

prior exact methods discussed in Section 5.2.2. Like SMH [155], our method

works on distributions for which an a priori bound on the energy differences is

known (Assumption 1).

Our algorithm, presented in Algorithm 4,3 takes as parameters c1, . . . , cN , C,

and M from Assumption 1, along with an additional hyperparameter, χ > 0.

It proceeds in four steps. First, like any MH method, it generates a proposal

θ′ from given distribution q. Second, it samples a batch size B from a Poisson

distribution. This makes the expected number of energy functions Ui evaluated

by our method at each step E[B] = χC2M2(θ, θ′) + CM(θ, θ′)4. Importantly, this

means the batch size may vary from iteration to iteration,5 and the expected size

depends on θ and θ′. For example, TunaMH may tend to set B larger for larger-

distance proposals with a higher M(θ, θ′). Third, it samples (with replacement)

3There is a typo in the camera-ready paper that persists in the Appendix (fixed here), where
the proposal ratio numerator and denominator are flipped in the accept/reject step’s computa-
tion of the MH ratio.

4Note that E[B] is typically << N and can be decreased using small step sizes. If, however,
E[B] > N, then we can simply use standard MH in that iteration, similar to TFMH.

5See the chapter summary for more details on why this causes problems in practice.
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a minibatch of size B, but for each data point it samples, it has some probability

of ejecting this point from the minibatch. Finally, it accepts the proposed θ′ with

some probability, computed using a sum over the post-ejection minibatch.

Our method can be derived by carefully replacing the auxiliary variables in

PoissonMH with local Poisson variables whose distributions change each iter-

ation depending on the pair (θ, θ′) (Appendix D.4). By construction TunaMH

is exact; it preserves the target distribution π as its stationary distribution.

This is because TunaMH is reversible, meaning its transition operator T satis-

fies π(θ)T (θ, θ′) = π(θ′)T (θ′, θ) for any θ, θ′ ∈ Θ. This is a common condition that

guarantees that a MCMC method has π as its stationary distribution [89, 365].

Compared to previous exact methods, a significant benefit of TunaMH is

that we can prove theoretical guarantees on its efficiency. Specifically, its con-

vergence speed is guaranteed to be close to standard MH and χ allows us to

control how close. To show this, we lower bound the convergence rate of Tu-

naMH in terms of the spectral gap, which is commonly used to characterize con-

vergence speed in the MCMC literature [254, 365, 502, 642, 643]. The larger the

spectral gap, the faster the chain converges.

Definition 13. The spectral gap of a reversible Markov chain is the distance between

the largest and second-largest eigenvalues of its transition operator. That is, if the eigen-

values of the transition operator are 1 = λ1 > λ2 ≥ λ3 · · · , then the spectral gap is

γ = 1 − λ2.

Theorem 3. TunaMH (Algorithm 4) is reversible with stationary distribution π. Let γ̄

denote the spectral gap of TunaMH, and let γ denote the spectral gap of standard MH

with the same target distribution and proposal distribution. Then,

γ̄ ≥ exp
(
− 1
χ
− 2

√
log 2
χ

)
· γ.
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Algorithm 4 TunaMH

given: initial state θ ∈ Θ; proposal dist. q; hyperparameter χ; Asm. 1 parame-
ters ci, C, M
loop

propose θ′ ∼ q(·|θ) and compute M(θ, θ′)

▷ Form minibatch I
sample B ∼ Poisson

(
χC2M2(θ, θ′) +CM(θ, θ′)

)
initialize minibatch indices I ← ∅ (an initially empty multiset)
for b ∈ {1, . . . , B} do

sample ib such that P(ib = i) = ci/C, for i = 1 . . .N

with probability χcibCM2(θ,θ′)+ 1
2 (Uib (θ′)−Uib (θ)+cib M(θ,θ′))

χcibCM2(θ,θ′)+cib M(θ,θ′) add ib to I
end for

▷ Accept/reject step based on minibatch I
compute MH ratio r ← exp

(
2
∑

i∈I artanh
(

Ui(θ)−Ui(θ′)
ci M(θ,θ′)(1+2χCM(θ,θ′))

))
·

q(θ|θ′)
q(θ′ |θ)

with probability min(1, r), set θ ← θ′

end loop

Intuitively, this theorem (proof in Appendix D.5) suggests the convergence

rate of TunaMH is at most a constant slower than that of standard MH, and can

be increased by adjusting the hyperparameter χ. Recall that χ also controls the

batch size of TunaMH. Effectively, this means χ is a dial that allows us to directly

tune the trade-off between convergence rate and batch size. When χ is large, the

batch size B is large and the spectral gap ratio, γ̄/γ, is close to 1: the larger batch

size is less scalable but keeps a high convergence rate. Conversely, when χ is

small, the batch size is small and the spectral gap ratio is close to 0: we trade off

slow-downs in convergence rate for scalability. For example, for any 0 < κ < 1,

to guarantee the spectral gap ratio γ̄/γ ≥ κ it suffices to set (Appendix D.6)

χ =
4

(1 − κ) log(1/κ)
,giving an average batch size of

E[B] =
4C2M2(θ, θ′)

(1 − κ) log(1/κ)
+CM(θ, θ′). (5.2)

In practice, we usually want to minimize the wall-clock time to achieve a
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certain estimate error, which requires tuning χ to optimally balance scalability

and efficiency. We attempt to derive a theoretically optimal value of χ in Ap-

pendix D.7 by minimizing the product of the relaxation time—a measure of the

number of steps needed—and the expected wall-clock time per step. Note that

this product may be loose in bounding the total wall-clock time (we leave tight-

ening this bound to future work), making the derived χ larger than necessary.

In Section 5.5 we give a simple heuristic to tune χ, which works well and is

generally better than the derived value.

Theorem 3 only requires the mild constraints of Assumption 1 on the tar-

get distribution, so applies in many scenarios and compares well to other exact

methods. SMH further requires a Bernstein-von Mises approximation to have

guarantees on its batch size and acceptance rate. PoissonMH provides conver-

gence rate guarantees, but demands the strong assumption that the target dis-

tribution has a global upper bound on the energy. FlyMC does not have any

theoretical guarantees on performance.

5.4 Towards Optimal Exact Minibatch MH

In Theorem 3, we expose the trade-off between convergence rate and batch size

in TunaMH. Here, we take this analysis a step further to investigate the limits

of how efficient an exact minibatch MH method can be. To tackle this problem,

we derive a lower bound on the batch size for any minibatch MH method that

retains exactness and fast convergence. We then show that TunaMH is asymp-

totically optimal in terms of its dependence on the problem parameters C and

M. In other words, it is not possible to outperform TunaMH in this sense with a
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method in the class described by Algorithm 3.

Theorem 4. Consider any stateless exact minibatch MH algorithm described by Algo-

rithm 3, any state spaceΘ (with |Θ| ≥ 2), any C > 0, and any function M : Θ×Θ→ R+.

Suppose that the algorithm guarantees that, for some constant κ ∈ (0, 1), for any dis-

tribution, the ratio between the spectral gap of minibatch MH γ̂ and the spectral gap of

standard MH γ is bounded by γ̂ ≥ κγ. Then there must exist a distribution π over Θ

and proposal q such that the batch size B of that algorithm, when deciding whether to

accept any transition θ → θ′, is bounded from below by

E[B] ≥ ζ · κ ·
(
C2M2(θ, θ′) +CM(θ, θ′)

)
(5.3)

for some constant ζ > 0 independent of algorithm and problem parameters.

To prove this theorem, we construct a random walk example over two states,

then consider the smallest batch size a method requires to distinguish between

two different stationary distributions (Appendix D.8). The impact of Theorem 4

is three-fold:

First, it provides an upper bound on the performance of algorithms of Algo-

rithm 3’s form: in each iteration, the average batch size of any exact minibatch

MH method of the form of Algorithm 3 must be set as in (5.3) in order to main-

tain a reasonable convergence rate. To the best of our knowledge, this is the

first theorem that rigorously proves a ceiling for the possible performance of

minibatch MH.

Second, TunaMH achieves this upper bound. In fact, Theorem 4 suggests

that TunaMH is asymptotically optimal in terms of the problem parameters, C

and M. To see this, observe that when we ignore κ, both expressions that bound

E[B] in (5.2) and (5.3) are O– (C2M2(θ, θ′) +CM(θ, θ′)).
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Thus TunaMH reaches the lower bound, achieving asymptotic optimality in

terms of C and M. (Of course, this sense of “optimality” does not rule out poten-

tial constant-factor improvements over TunaMH or improvements that depend

on κ.)

Lastly, this result suggests directions for developing new exact minibatch

MH algorithms: to be significantly faster than TunaMH, we either need to in-

troduce additional assumptions to the problem or to develop new stateful algo-

rithms.

In prior work, when assuming a very concentrated posterior, some meth-

ods’ batch size can scale in O(1) [43, 61, 155] or O(1/
√

N) [155] in terms of the

dataset size N while maintaining efficiency. Theorem 4 is compatible with these

results, further demonstrating this is essentially the best dependency on N an

exact minibatch MH method can achieve. We show this by explicitly assum-

ing the dependency of C and M on N, as in SMH [155], yielding the following

corollary (proof in Appendix D.9):

Corollary 1. Suppose that C increases linearly with N (C = O– (N)) and M(θ, θ′) scales

in O– (N−(h+1)/2) for some constant h > 0. Then the lower bound in Theorem 4 becomes

O– (N(1−h)/2). In particular, it is O– (1) when h = 1, and O– (1/
√

N) when h = 2.

That is, TunaMH matches the state-of-the-art’s dependency on N, and this

dependency is optimal. Similarly, since C and M are the only problem parame-

ters in the lower bound in Theorem 4, we can also get the optimal dependency

on the other problem parameters by explicitly assuming the relation of them

with C and M.
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5.5 Experiments

We compare TunaMH to MH, TFMH, SMH (i.e. TFMH with MAP control vari-

ates) and FlyMC. We only include PoissonMH in the Gaussian mixture exper-

iment, as it is not applicable in the other tasks. All of these methods are unbi-

ased, so they have the same stationary distribution. To ensure fair wall-clock

time comparisons, we coded each method in Julia; our implementations are at

least as fast as, if not faster than, prior implementations. For each trial, we

use Gaussian random walk proposals. We tune the proposal stepsize sepa-

rately for each method to reach a target acceptance rate, and report averaged

results and standard error from the mean over three runs. We set χ to be

roughly the largest value that keeps χC2M2(θ, θ′) < 1 in most steps; we keep

χ as high as possible while the average batch size is around its lower bound

CM(θ, θ′). We found this strategy works well in practice. We released the code

at https://github.com/ruqizhang/tunamh.

5.5.1 Robust Linear Regression

We first test TunaMH on robust linear regression [155, 390]. We use a Student’s

t-distribution with degree of freedom v = 4 and set data dimension d = 100

(Appendix D.10). We tune each method separately to a 0.25 target acceptance

rate. To measure efficiency, we record effective sample size (ESS) per second—a

common MCMC metric for quantifying the number of effectively independent

samples a method can draw from the posterior each second [89]. Figure 5.2a

shows TunaMH is the most efficient for all dataset sizes N; it has the largest

ESS/second. For minibatch MH methods, Figure 5.2b compares the average
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Figure 5.2: Robust linear regression, d = 100. (a) ESS/second without MAP. (b)
Average batch size without MAP. (c) ESS/second with MAP. (d) Average batch
size with MAP.

batch size. TunaMH’s batch size is significantly smaller than FlyMC’s — about

35x with N = 105. TFMH has the smallest batch size, but this is because it

uses a very small step size to reach the target acceptance rate (Table D.1 in Ap-

pendix D.10.2). This leads to poor efficiency, which we can observe in its low

ESS/second.

MAP variants Since TFMH and FlyMC have variants that use the maximum a

posteriori (MAP) solution to boost performance, we also test TunaMH in this

scheme. SMH uses MAP to construct control variates for TFMH to improve

low acceptance rates. We consider both first- and second-order approximations

(SMH-1 and SMH-2). FlyMC uses MAP to tighten the lower bound (FlyMC-
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MAP). For our method (TunaMH-MAP) and MH (MH-MAP), we simply initial-

ize the chain with the MAP solution. Figure 5.2c shows that TunaMH performs

the best even when previous methods make use of MAP. With control variates,

SMH does increase the acceptance rate of TFMH, but this comes at the cost of

a drastically increased batch size (Figure 5.2d) which we conjecture is due to

the control variates scaling poorly in high dimensions (d = 100).6 FlyMC-MAP

tightens the bounds, entailing a decrease in the batch size. However, as clear

in the difference in ESS/second, it is still less efficient than TunaMH due to its

strong dependence between auxiliary variables and the model parameters — an

issue that previous work also documents [478].

5.5.2 Truncated Gaussian Mixture

Next we test on a task with a multimodal posterior, a very common problem

in machine learning. This demonstrates the advantage of TunaMH not relying

on MAP, because MAP is a single solution and therefore is unable to reflect all

possible modes in multimodal distributions. As a result, methods that rely on

MAP tuning or MAP-based control variates are unable to perform well on such

problems.

We consider a Gaussian mixture. To get bounds on TunaMH, TFMH, SMH,

and FlyMC, we truncate the posterior, bounding θ1, θ2 ∈ [−3, 3] similar to Zhang

and De Sa [643]. We can include PoissonMH because its required bound ex-

ists after truncation. As in Seita et al. [528], we use a tempered posterior

π(θ) ∝ exp (−β
∑

i Ui(θ)) with N = 106 and β = 10−4. Figure 5.3a compares perfor-

6Control variates worked well in the SMH paper [155] because all experiments had small
dimension (d = 10).
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Figure 5.3: Truncated Gaussian mixture. (a) Symmetric KL comparison. (b) True
distribution. (c) Denstity estimate of TunaMH after 1 second.

mance, showing symmetric KL versus wall-clock time. TunaMH is the fastest,

converging after 1 second, whereas the others take much longer. As expected,

SMH-1 performs worse than TFMH, verifying the control variate is unhelpful

for multimodal distributions. FlyMC and FlyMC-MAP are also inefficient; their

performance is on par with standard MH, indicating negligible benefits from

minibatching.

TunaMH also performs significantly better in terms of batch size, especially

in comparison to PoissonMH (Table 5.1). This is due to TunaMH’s local bound

on the energy, as opposed to PoissonMH’s global bound. This also allows Tu-

naMH to run on more problem types, such as robust linear (Section 5.5.1) and

logistic (Section 5.5.3) regression. To illustrate the estimate quality, we also vi-

sualize the density estimate after 1 second; TunaMH’s estimate (Figure 5.3c) is

very close to the true distribution (Figure 5.3b), while the other methods do not

provide on-par estimates within the same time budget (Appendix D.10.3).
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5.5.3 Logistic Regression on MNIST

Lastly we apply TunaMH to logistic regression on the MNIST image dataset

of handwritten number digits. Mirroring the work of FlyMC [390], we aim to

classify 7s and 9s using the first 50 principal components as features. We set

χ = 10−5 following our heuristic. In Figure 5.4a we see that TunaMH is the

fastest of all methods to converge, as measured by wall-clock time. We also

compare average batch size in Table 5.1. TunaMH’s average batch size is 4×

smaller than FlyMC’s. TFMH again has the smallest batch size, but sacrifices

efficiency by using a small step size in order to achieve the target acceptance

rate. Thus, overall, TFMH is again inefficient in these experiments.

Table 5.1: Avg. batch size ± SE from the mean on 3 runs. PoissonMH not appli-
cable to logistic reg.

Tasks TFMH FlyMC PoissonMH TunaMH

Gaussian Mixture 13.91 ± 0.016 811.52 ± 234.16 3969.67 ± 327.26 86.45 ± 0.04
Logistic Regression 39.28 ± 0.12 1960.19 ± 150.96 — 504.07 ± 0.33

Effect of Hyperparameter χ To understand the effect of χ in TunaMH, we

report results with varying χ. Figure 5.4b plots test accuracy as a function of the

number of iterations. As χ increases, TunaMH’s convergence rate approaches

standard MH. This verifies our theoretical work: χ acts like a dial to control

convergence rate and batch size trade-off—mapping to the efficiency-scalability

trade-off. Figure 5.4c shows TunaMH’s wall-clock time performance is not sen-

sitive to χ, as the performance is superior to standard MH regardless of how we

set it. However, χ needs to be tuned in order to achieve the best performance.

Previous methods do not have such a dial, so they are unable to control this

trade-off to improve the sampling efficiency.
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Figure 5.4: MNIST logistic regression. (a) Test accuracy comparison. (b)-(c)
TunaMH’s test accuracy for various χ. Batch size for χ = 10−5, 10−4, 5 × 10−4 is
504.07, 810.35 and 2047.91 respectively.

5.6 Conclusion and Future Work

After demonstrating that inexact methods can lead to arbitrarily incorrect in-

ference, we focus our work in this paper on exact minibatch MH methods.

We propose a new exact method, TunaMH, which lets users trade off between

batch size and guaranteed convergence rate—between scalability and efficiency.

We prove a lower bound on the batch size that any minibatch MH method

must use to maintain exactness and convergence rate, and show TunaMH is

asymptotically optimal. Our experiments validate these results, demonstrating

that TunaMH outperforms state-of-the-art exact methods, particularly on high-

dimensional and multimodal distributions.

To guide our analysis, we formalized a class of stateless, energy-difference-

based minibatch MH methods, to which most prior methods belong. While Tu-

naMH is asymptotically optimal for this class, future work could develop new

exact methods that are better by a constant factor or on some restricted class of

distributions. It would also be interesting to develop effective theoretical tools

for analyzing stateful methods, since these methods could potentially bypass

our lower bound.
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CHAPTER 6

COORDINATING DISTRIBUTED EXAMPLE ORDERS FOR PROVABLY

ACCELERATED TRAINING

We next investigate how there are better-than-random example orders for

SGD that improve convergence rate in distributed settings.

Chapter summary: Recent research on online Gradient Balancing (GraB) has

revealed that there exist permutation-based example orderings for SGD that are

guaranteed to outperform random reshuffling (RR). Whereas RR arbitrarily per-

mutes training examples, GraB leverages stale gradients from prior epochs to

order examples — achieving a provably faster convergence rate than RR. How-

ever, GraB is limited by design: while it demonstrates an impressive ability

to scale-up training on centralized data, it does not naturally extend to modern

distributed ML workloads. We therefore propose Coordinated Distributed GraB

(CD-GraB), which uses insights from prior work on kernel thinning to trans-

late the benefits of provably faster permutation-based example ordering to dis-

tributed settings. With negligible overhead, CD-GraB exhibits a linear speedup

in convergence rate over centralized GraB and outperforms distributed RR on a

variety of benchmark tasks.

This chapter is a licensed derivative copy of work published at NeurIPS

2023 [140].

6.1 Introduction

Random reshuffling, which samples training-data examples without replace-

ment, has become the de facto example-ordering method in modern deep-
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learning libraries [476], given that it tends to accelerate optimizer convergence

in practice. However, some recent theoretical work has identified cases in which

random reshuffling can lead to data orderings that have a poor effect on conver-

gence [165, 488, 639].

This has encouraged a line of research to investigate if there exist prov-

ably better permutation-based orderings that afford greater scalability in train-

ing [384, 385, 419]. Notably, Lu et al. [384] connects permuted-order SGD to the

herding problem [261], and proposes the herding-based online Gradient Balanc-

ing algorithm (GraB), which converges provably faster than random reshuffling,

and does so with little memory or computational overhead. In fact, in follow-on

work, Cha et al. [115] proves that GraB is optimal: in theory, GraB is the fastest

possible permutation-based example ordering algorithm.

These results are very exciting, suggesting that GraB should unseat random

reshuffling as the example ordering method-of-choice for SGD; however, they

only hold with respect to a single machine. GraB is optimal in settings with cen-

tralized data, but does not naturally translate to problems of modern-ML scale,

which demand that training workloads be distributed across multiple parallel

workers that each only have access to a subset of the training data. This draw-

back raises an important question: Can we simultaneously achieve the scalability

benefits of distributed training and provably faster permutation-based example order-

ing for SGD — both in theory and in practice?

In this chapter, we show that it is indeed possible to attain these twin ob-

jectives. To do so, we suggest the online Coordinated Distributed Gradiant

Balance algorithm (CD-GraB), which leverages insights from kernel thinning

to elevate the herding framework of centralized GraB (GraB) to the parallel set-
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ting. Felicitously, as a side effect, this choice of formulation brings about posi-

tive practical performance benefits (that can also improve the empirical behav-

ior of centralized GraB). Using the exact same assumptions as the original GraB

paper, we show analytically that coordinating example orders across paral-

lel workers leads a linear speedup in convergence rate. For T epochs and

m parallel workers, each with access to n examples, CD-GraB’s convergence

rate is Õ((mnT )−2/3) on smooth, non-convex objectives and Õ((mnT )−2) under the

Polyak-Łojasiewicz (P.L.) condition.1

We run a series of experiments to verify these improvements in practice,

implementing CD-GraB on a single node that distributes computation across

multiple GPUs. We also run an ablation study in order to disentangle the ben-

efits of parallelism from the positive side effects of using kernel thinning to

formulate the CD-GraB algorithm. Similar to how centralized GraB demon-

strates improved generalization over centralized random reshuffling (RR), we

observe that CD-GraB exhibits improved generalization over distributed ran-

dom reshuffling (D-RR). Altogether, the success of our work suggests a new

distributed training paradigm to explore in future work, which we call the Or-

der Server (Section 6.6). In summary, we:

• Propose the online Coordinated Distributed Gradient Balancing (CD-

GraB) algorithm, which enables provably accelerated training using SGD

in the parallel setting (Section 6.3);

• Prove that the convergence rate for CD-GraB exhibits a linear speedup

over GraB, using the exact same assumptions as the original GraB paper

(Section 6.4);
1In this paper, we use Õ by convention to hide logarithmic factors in the problem parameters.
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• Produce extensive empirical validation of CD-GraB’s improved scalability

on a variety of tasks in deep learning and on large-scale logistic regression

(Section 6.5).

6.2 Preliminaries and Related Work

In this section, we discuss the preliminaries and prior scholarship on

permutation-based example ordering, with particular attention paid to the

centralized online Gradient Balancing Algorithm (GraB) [384]. This lays the

groundwork for how our coordinated, distributed GraB algorithm (Section 6.3)

imparts the efficiency guarantees of GraB to the parallelized regime (Sec-

tion 6.4).

Ordering data examples during training. Training a model can be formu-

lated as minimizing a differentiable loss function f : Rd → R over N data ex-

amples. The goal of this minimization is to obtain the target model weights

w∗ = arg minw f (w), where f (w) = 1
N

∑N
j=1 f (w; j), for which f (w; j) denotes the loss

incurred on the j-th example. A typical training process iteratively updates the

model parameters w by scanning over the N data examples repeatedly, with t-th

scan (or epoch) following

w j+1
t = w j

t − α∇ f (w j
t ; πt( j)), ∀ j ∈ [N], (6.1)

where α denotes the learning rate, and πt : [N]→ [N] denotes a permutation or-

dering2 adopted in the t-th epoch from which the examples are chosen to com-

2While without-replacement orderings are most common in large-scale learning [75], order-
ing strategies need not be permutations, e.g., with-replacement sampling [386, 438, 520] or cur-
riculum learning [244, 397, 555].
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pute gradients, w1
t denotes the initial model weights for the t-th epoch, and w j

t

denotes the model weights after j − 1 gradient updates in the t-th epoch.3

The choice of ordering π can have a significant effect on optimizer perfor-

mance. Two popular methods, which can demonstrate convergence speedups

in practice, are 1) random reshuffling (RR) [631], for which the permutations are

random and differ over epochs, and 2) Shuffle Once (SO) [55, 252], for which a

random permutation is computed once and remains fixed for all epochs. Recht

and Ré [490] conducted the first theoretical investigation of RR, while subse-

quent works like Yun et al. [639] and De Sa [165] have given counterexamples in

which RR leads to orderings that have a poor effect on convergence. Altogether,

many studies indicate that RR and SO only provide efficiency benefits under

certain conditions [251, 259, 415].

These limitations of RR and SO have motivated research to identify permuta-

tions that outperform random ones. Rajput et al. [488] introduces an RR variant

that achieves improved convergence for quadratics by reversing the ordering

every other epoch. Other non-RR-based methods pick efficient orderings based

on correlations between adjacently selected examples. In a recent line of work,

Lu et al. [385] proves that faster convergence is possible for SGD when the av-

erages of consecutive stochastic gradients converge faster to the full gradient.

Based on this result, in follow-on work Lu et al. [384] proposes the centralized

online Gradient Balancing algorithm (GraB), which outperforms RR, and upon

which we base this work.
3Note that we write (6.1) in terms of per-example- j gradients.
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6.2.1 GraB: Optimal, online, permutation-based example or-

dering for centralized ML

GraB is a permutation-based example-ordering algorithm that identifies prov-

ably better-than-random orderings in centralized, single-node settings for SGD.

GraB finds such orderings by leveraging information in stale stochastic gradi-

ents from previous epochs to guide ordering in the next epoch. More formally,

for smooth, non-convex objectives, Lu et al. [384] proves that any permutation

π∗ that guarantees

maxk∈[N]

∥∥∥∑k
j=1 ∇ f (w; π∗( j)) − ∇ f (w)

∥∥∥
∞
= Õ(1)

(∇ f (w) is the average gradient), (6.2)

will yield a convergence rate of Õ((NT )−2/3) (for epochs T ) for SGD, which is

superior to the O(N−1/3T−2/3) convergence rate of random reshuffling [415].

GraB’s connection to herding and balancing. To find such a permutation π∗,

Lu et al. [384] connect (6.2) to the herding problem and vector balancing [261, 620].

Understanding why GraB does not naturally extend to the distributed setting

— and our main contributions (Sections 6.3 and 6.4) — requires some additional

details on the fundamentals of herding:

Given N vectors4 {z j}
N
j=1 (z j ∈ Rd),

∥∥∥z j

∥∥∥
2
≤ 1 (∀ j), herding identifies a permu-

tation π∗ such that

maxk∈[N]

∥∥∥∥∑k
j=1

(
zπ∗( j) − z̄

)∥∥∥∥
∞
= Õ(1), where z̄ = 1

N

∑N
j=1 z j. (6.3)

4Herding does not have an optimization context. Here, N does not refer to the number of data
examples used in training (6.1); rather, N ∈ Z+ describes the size of a set of arbitrary vectors.
We slightly abuse notation because we execute the herding subroutine on exactly N gradients
(Section 6.3), which happen to equal the number of N examples.
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It is clear that (6.3) generalizes (6.2), which is a specific case of herding in an

optimization setting.

Harvey and Samadi solve (6.3) with a method called balancing [261]. Balanc-

ing uses a signed version of the herding problem to optimize any given permu-

tation π to reduce the bound in (6.3). That is, balancing formulates the signed

herding problem

maxk∈[N]

∥∥∥∥∑k
j=1 sπ( j)

(
zπ( j) − z̄

)∥∥∥∥
∞
, where {s j}

N
j=1 ∈ {+1,−1}. (6.4)

Given a group of such signs {s j}
N
j=1 and an arbitrary permutation π, Harvey and

Samadi prove that Algorithm 5 produces a new permutation π′ such that

max
k∈[N]

∥∥∥∥∑k
j=1

(
zπ′( j) − z̄

)∥∥∥∥
∞
≤ 1

2 max
k∈[N]

∥∥∥∥∑k
j=1 sπ( j)

(
zπ( j) − z̄

)∥∥∥∥
∞
+ 1

2 max
k∈[N]

∥∥∥∥∑k
j=1

(
zπ( j) − z̄

)∥∥∥∥
∞
.

This says that, with new permutation π′, the objective of (6.3) now approaches

the bound of (6.4). Importantly, recent advances show that it is quite cheap to

find a group of signs, such that (6.4) is on the order of Õ(1) (e.g., Alweiss et

al. [20], in Algorithm 6). We are therefore able to call Algorithm 5 repeatedly,

which will eventually obtain the π∗ that solves the Õ(1) herding objective in (6.3).

GraB’s application of herding to gradient balancing. Lu et al. [384] applies this

framework of herding and balancing to develop GraB, i.e., to minimize (6.2).

The main challenge for the success of this approach is to find the right gradi-

ents z j in the optimization context of (6.2). Notably, the herding and balancing

framework requires the vector mean z̄ in advance. To satisfy this requirement,

GraB “centers” the gradient vectors using a stale mean. That is, GraB runs the

herding algorithm on vectors that are defined as
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Algorithm 5 Reordering Vectors based on Balanced Signs [Harvey and
Samadi [261]]

input: a group of signs {s j}
N
j=1, initial order π

initialize: two order-sensitive lists Lpos ← [ ], Lneg ← [ ].
for j = 1 . . .N do

Lpos.append(π( j)) if s j is +1 else Lneg.append(π( j)).
end for
return: new order π′ B concat(Lpos, reverse(Lneg)).

z j = ∇ f (w j
t ; πt( j)) −

1
N

N∑
p=1

∇ f (wp
t−1; πt−1(p)), (6.5)

where wp
t denotes the model weights after p − 1 updates in the t-th epoch, and

πt denotes the permutation adopted in the t-th epoch. Lu et al. [384] proves that

this definition of z j preserves the benefits of balancing with negligible noise or

overhead. The only overhead comes from storing the running average of the

gradients in epoch t − 1 to “center” the gradients in the subsequent epoch t.

With this approach, Lu et al. [384] proves that GraB demonstrates more ef-

ficient convergence than RR for SGD. Better still, Chat et al. [115] demonstrates

that GraB is in fact the optimal permutation-based ordering method for SGD: in

theory, it is not possible to produce a permutation-based ordering in the central-

ized setting that achieves a faster convergence rate for SGD.

Despite GraB’s clear benefits over RR, it assumes local access to all examples.

This assumption does not hold for popular, modern, parallel settings (e.g., pa-

rameter server [370]), in which workers only have access to subsets of examples.

No present work has attempted to investigate GraB’s applicability to this set-

ting. While some work has studied distributed RR (D-RR) [285, 392, 507, 638], it

remains an open question if GraB’s efficiency benefits for SGD can be conferred
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to the modern-scale, distributed-ML setup.

6.3 CD-GraB: A Provably Efficient Ordering Algorithm for Dis-

tributed Training

Our main contribution is to elevate GraB to the parallel regime, so that dis-

tributed training can enjoy the efficiency benefits of provably better example

ordering. Based on the preliminaries, we can now explain why this is not a

straightforward task: While GraB achieves the optimal convergence rate for

SGD on centralized data, it does not naturally translate to a distributed set-

ting (Section 6.3.1). Our key insights for resolving these problems are to re-

formulate the herding framework in Lu et al. [384] to work in parallel, and

to leverage insights from kernel thinning [47, 182, 183] to derive the online

PairBalance algorithm, which solves this parallelized herding objective (Sec-

tion 6.3.2). Lastly, we present the full-stack CD-GraB algorithm that makes

our solution work in practice (Section 6.3.3). The server implements online

PairBalance, which coordinates gradient information from the distributed work-

ers in training epoch t in order to determine a provably efficient example order

for the next epoch t + 1 (Section 6.4).

6.3.1 Issues with GraB in the distributed setting

To clarify the issues with distributing GraB, we first need to define the dis-

tributed training setup more precisely. We consider the standard data-parallel

training regime with m parallel workers, where each worker keeps a copy of the
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model weights w ∈ Rd and maintains n = N/m local examples.5 As in many data-

parallel training applications,6 such as geo-distributed model training [637], we

assume the data examples cannot be shared or moved across workers. More formally,

this setup can be expressed as

minw∈Rd

[
f (w) = 1

m

∑m
i=1 f i(w)

]
with f i(w) = 1

n

∑n
j=1 f i(w; j), (6.6)

where f i(w; j) : Rd → R, j ∈ [n], denotes the loss incurred on the j-th exam-

ple on the i-th worker for model weights w. We can now consider running

(6.1) using this setup, for which each worker scans over their n local-data ex-

amples using (potentially) different permutations. We denote πt,i : [n] → [n]

as the permutation-based ordering adopted on the i-th worker in the t-th train-

ing epoch. Adjusting (6.1) to accommodate the setup in (6.6), the update to the

model can be summarized as

w j+1
t = w j

t −
α
m

∑m
i=1 ∇ f i(w j

t ; πt,i( j)), ∀ j ∈ [n]. (6.7)

That is, in epoch t, each worker i selects their respective, local j-th example

according to {πt,i}
n
i=1 in order to compute stochastic gradients (Appendix, Chap-

ter E).

Following this setup, Algorithm 5 no longer guarantees the Õ(1) bound to

the herding problem (6.3), a bound that is valid only when all data examples

can be permuted freely [261]. This constraint is fine for centralized GraB, but,
5Without loss of generality, we assume the N examples are divided evenly among the m

workers and n is even.
6One such popular paradigm is federated learning, in which edge devices collaboratively

train a model via small local updates [400, e.g.]. Federated learning typically involves
highly imbalanced loads, heterogeneous data, partial user participation, and additional privacy-
preserving mechanisms. These characteristics are orthogonal to what we consider here for ex-
ample order. If we were to allow for such data organization, we would need to assume non-
global communication per iteration or additional constraints on how global communication
occurs. For CD-GraB, we focus on the regime of using parallelism to accelerate training.
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in distributed training, parallel workers only have access to a subset of exam-

ples. Distributed training requires that worker-specific permutations only involve

the examples in their respective local subsets. Further, recall that GraB uses stale

means to center gradients (6.5) in order to solve the herding objective. This, too,

causes problems in distributed training. In practice, it is typical to employ larger

learning rates α for greater scalability [549]; larger α increases the discrepancy

between averaged gradients in adjacent epochs, which, in turn, would make

GraB’s use of stale means unreliable.

6.3.2 Our efficient solution: parallel herding & pair balancing

To address the limitations presented in the prior section, which preclude the

direct application of GraB to distributed training, we will need to 1) reformu-

late the herding problem to fit the parallel setting, and 2) redesign how to do

gradient balancing, such that it both solves our new herding formulation and

allows for reliability with higher learning rates. We now present our solution to

both these problems; we introduce the parallel herding problem and the online

PairBalance subroutine that solves it.

Parallel herding. To extend herding to the parallel setting, consider the fol-

lowing setup: There are m workers, which each have local access to n vectors.

Let zi, j ∈ Rd denote the vector indexed by j on the i-th worker. Assuming∥∥∥zi, j

∥∥∥
2
≤ 1 (∀i ∈ [m],∀ j ∈ [n]), the goal of parallel herding is to find m per-

mutations, π1, π2, . . . , πm where πi : [n]→ [n] (∀i ∈ [m]), so as to minimize:

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

(
zi,πi( j) − z̄

)∥∥∥∥∥∥∥
∞

, with z̄ =
1

mn

m∑
i=1

n∑
j=1

zi, j. (6.8)
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When directly comparing (6.8) with (6.3), it is clear that parallel herding dif-

fers in two notable ways from the original herding problem. First, each permu-

tation πi : [n]→ [n] (∀i ∈ [m]) only decides the ordering of the n vectors that are

associated with worker i. Second, the prefix sum taken in the objective norm

is accumulated over all the workers (the inner sum from i = 1 . . .m). This for-

mulation naturally captures the setting in a distributed environment: workers

need to decide permutations collaboratively, and the worker-specific vectors

are processed simultaneously rather than sequentially.

Given that this formulation fits the distributed setting, we next need to show

that parallel herding does in fact address the limitations posed by centralized

GraB: that it is possible recover the original Õ(1) herding bound, and that we

can solve the issue of unreliable stale gradients (Section 6.3.1). The solution that

we present in the remainder of this section is a new vector balancing subroutine:

online PairBalance. To give an intuition, as its name suggests, online PairBalance

leverages insights from kernel thinning to balance vector differences over vector

pairs. This also eliminates the need to perform vector centering, and thus solves

the stale mean problem.

Using kernel thinning to solve parallel herding. We call our solution to the

parallel herding objective (6.8) pair balancing, which we derive from key insights

in kernel thinning [47, 182, 183]. In particular, Dwivedi and Mackey show that

it is possible to solve the herding objective in Õ(1) by only examining differ-

ences on pairs of examples [182]. They derive an algorithm that generalizes the

subroutine in Algorithm 6 [20], which solves herding in Õ(1) (Section 6.2), and

does so by operating only on vector-pair differences.7 This comes with a very

7Dwivedi and Mackey minimize the maximum mean discrepancy (MMD) between a
selected coreset and an empirical distribution [182]. They develop a new self-balancing Hilbert
walk on differences of pairs of examples to select exactly half of the dataset points, and solve
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Algorithm 6 PairBalance (the server runs this online)

▷ The inputs, outputs and subroutine for this algorithm are order-sensitive

input: current running sum r, paired vectors z1, z2

compute: s, r← RandomizedBalance(r, z1 − z2)
return: s (sign for z1), −s (sign for z2), r (updated running sum)

▷ Adapted from Alweiss et al. [20]
define subroutine: RandomizedBalance(r, c)

compute: p← 1−⟨r,c⟩
2

compute: s← +1 with probability p; s← −1 with probability 1 − p
update: r← r + sc
return: s, r

useful property: eliminating the requirement of knowing the maximum vector

norm ahead of time and centering the vectors (i.e., making all the vectors sum

to zero) in order to solve the herding problem. This is the key to solving the

parallel herding objective (6.8) in Õ(1), and elevating the benefits of GraB to a

distributed setting.

Following Dwivedi and Mackey [182], we will balance over paired vectors,

and will do so in an online fashion (Section 6.3.3). This eliminates GraB’s re-

quirement of using a stale mean to center gradient vectors (Section 6.2.1), but

still minimizes the parallel herding objective to Õ(1). We defer proving this re-

sult to Section 6.4, and first describe our concrete algorithm. Online PairBalance

applies Algorithm 5 on the“flattened” and “paired” sequence of all of the work-

ers’ paired-difference gradients, i.e.,

yn(k−1)+i = zi,2k−1 − zi,2k, ∀k ∈ [
n
2

], i = 1 . . .m.

That is, we fit these ordered-paired differences {yi}
mn/2
i=1 into the herding and

coreset selection by iteratively halving the input vector sequence into balanced coresets then
selecting and refining a candidate coreset to minimize MMD with the input sequence.
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balancing framework (Algorithm 5): if sign s is associated with yn(k−1)+i, then

zi,2k−1 and zi,2k receive s and −s, respectively.

6.3.3 The full-stack CD-GraB algorithm

Having solved the parallel herding problem with pair balancing, we now

demonstrate how to bring everything together in an optimization context to

coordinate distributed gradient balancing for distributed training. That is, we can

now introduce our full-stack CD-GraB algorithm, which trains models in a dis-

tributed setting (Section 6.3.1) while efficiently ordering the examples by using

PairBalance (Section 6.3.2, Algorithm 6) in an online manner.

We describe CD-GraB at two levels of abstraction: a high-level illustration

(Figure 6.1, steps 1-7) and a detailed pair of worker-server algorithm state-

ments (Figure 6.2). Since the workers only have access to a subset of the train-

ing data, in parallel they compute local, per-example stochastic gradients and

send them to the server. The server simultaneously calls PairBalance online

(Algorithm 6), which coordinates information from all the workers’ gradients

(i.e., using adjacent example-specific gradients) to determine the next epoch’s

worker-specific permutations. In more detail:

In epoch t, (Figure 6.1, step 1) the two workers have permutations πt,1 and

πt,2, respectively. Each worker computes per-example gradients gi
j (2; Algo-

rithm 7:4), and sends them to the server (3; Algorithm 7:5). The server we im-

plement functions as a parameter server [370]: it computes the average of the

workers’ per-example gradients (Algorithm 8:6), and sends it back to all work-

ers (Algorithm 8:7) so that they can update their local models (Algorithm 7:6-
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Balance

6. New Data
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5. Call
Algorithm 1

3. Send Gradients
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Figure 6.1: CD-GraB running on one server (top) and two workers (bottom). The
workers do not share data examples. The server calls PairBalance (Algorithm 6)
online.

7). Simultaneously, as the server receives gradients (Algorithm 8:5), it calls

PairBalance (Algorithm 6) on adjacent vectors (4; Algorithm 8:4-13). PairBalance

produces signs to supply to the reordering algorithm (Algorithm 5), which, us-

ing the current worker permutations πt,i, produces the new per-worker permu-

tations for the next epoch (5; Algorithm 8:14). In Figure 6.1, these correspond to

πt+1,1 and πt+1,2, which the server then sends back to the respective workers (6;

Algorithm 8:15). Lastly, before the start of the next epoch, the workers reorder

their examples according to the new permutations (7; Algorithm 7:9).
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Algorithm 7 CD-GraB Workers
require: m workers, n B N

m ex. per worker
input: initial w1

1, epochs T , learning rate α

1: receive: initial permutations
2: for epoch t B 1 . . . T do

▷ Run in parallel for workers i = 1 . . .m
3: for example j B 1 . . . n do
4: compute: gi

j ← ∇ f i(w j
t , πt,i( j))

j-th stochastic grad. gi
j

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→5: send: gi
j

avg. j-th stochastic grad. ḡ j
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−6: receive: ḡ j

7: update: w j+1
t ← w j

t − α ḡ j

8: end for

9: receive: next permutation
10: update: w1

t+1 B wn+1
t

11: end for
12: return: wT+1 B w1

T+1

Algorithm 8 CD-GraB PS
require: m workers, n B N

m ex. per worker
input: epochs T

{π1,i}
m
i=1

←−−−−−−−−−−−−−−−−−−−−−−−− 1: send: initial permutations {π1,i}
m
i=1

2: for epoch t B 1 . . . T do
3: initialize: running sum h = 0; empty list S
4: for example j B 1 . . . n do

5: receive: {gi
j}

m
i=1 from all workers i

6: compute: avg. gradient: ḡ j ←
1
m

∑m
i=1 gi

j

7: send: ḡ j to all the workers
8: for worker i B 1 . . .m do
9: if j mod 2 = 0:
10: h, si

j−1, s
i
j ← PairBalance(h, gi

j−1, gi
j)

11: S.append(si
j−1); S.append(si

j)
12: end for
13: end for

▷ Call Alg. 5 for i = 1 . . .m on πt,i and S
14: compute: next permutations {πt+1,i}

m
i=1

πt+1,i
←−−−−−−−−−−−−−−−−−−−− 15: send: {πt+1,i}

m
i=1 to each worker i

16: end for

Figure 6.2: CD-GraB worker and server (here, a parameter server [370]) algo-
rithms.

6.4 Convergence Analysis

We next demonstrate formally that our CD-GraB algorithm (Section 6.3.3) con-

fers the efficiency benefits of centralized GraB (Section 6.2.1) to the distributed

setting. In brief, our main theoretical results show that CD-GraB enjoys a linear

speedup in convergence rate under two sets of conditions: smoothness (The-

orem 6) and the Polyak-Łojasiewicz (P.L.) condition (Theorem 7). Both results

guarantee that CD-GraB is faster than distributed random reshuffling (D-RR).

Our proofs rely on Corollary 7 from Dwivedi and Mackey [182], which shows

that, with high probability, RandomizedBalance (subroutine in Algorithm 6,
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from Alweiss et al. [20]) guarantees a Õ(1) bound to the signed herding objective

(6.4).8

To begin, we restate this result to cohere with our framework, for which the

vectors z j are gradients in an optimization context:

Theorem 5 (Corollary 7, Dwivedi and Mackey [182]). Consider any vectors {z j}
N
j=1

(z j ∈ Rd) with
∥∥∥z j

∥∥∥
2
≤ 1 supplied as input to the RandomizedBalance subroutine in

Algorithm 6. Then for any δ > 0, with probability at least 1 − δ, RandomizedBalance

outputs a sequence of signs {s j}
N
j=1 ∈ {−1, 1} that satisfy maxk∈[N]

∥∥∥∑k
j=1 s j z j

∥∥∥
∞
≤ Ã,

where Ã =
√

2 log
(

4d
δ

)
log

(
4N
δ

)
= Õ(1).

To integrate this result with our parallel setting, we need some additional as-

sumptions that are standard in the literature on distributed optimization — that

the variance of the per-example gradients on each worker is uniformly bounded

(Assumption 2), and that the variance between worker-specific gradients is sim-

ilarly bounded (Assumption 3). More precisely, following the distributed setup

in (6.7), we denote the global loss gradient to be ∇ f (w), each i-th worker’s local

loss gradient to be ∇ f i(w) (∀i ∈ [m]), and each i-th worker’s per-example loss

gradients to be ∇ f i(w; j) (∀ j ∈ [n]). We assume:

Assumption 2 (Bounded Grad. Var.). For all i ∈ [m] there exists a constant σ > 0

such that for all j ∈ [n] and for all w ∈ Rd, it holds that
∥∥∥∇ f i(w; j) − ∇ f i(w)

∥∥∥2

2
≤ σ2.

Assumption 3 (Bounded Data Heterogeneity). There exists a constant ς > 0 such

that ∀i ∈ [m],
∥∥∥∇ f i(w) − ∇ f (w)

∥∥∥2

2
≤ ς2.

Lastly, we include one additional assumption from the original GraB pa-

8Corollary 7 from Dwivedi and Mackey [182] improves the result of Theorem 1.1 from Al-
weiss et al. [20].
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per [384]: we assume a cross norm L2,∞ (which can be easily adapted to L2-

smoothness by setting L2,∞ to be
√

dL2).

Assumption 4 (Smoothness). There exists constant L2,∞ > 0 such that for any w, v ∈

Rd, any i ∈ [m], and any j ∈ [n], it holds that
∥∥∥∇ f i(w; j) − ∇ f i(v; j)

∥∥∥
2
≤ L2,∞∥w − v∥∞.

Given these assumptions, we can prove a convergence guarantee for CD-

GraB:

Theorem 6. Suppose that Assumptions 2,3 and 4 hold. For any δ > 0, if we set

learning rate α to be

α = min

 1
16L2,∞(2n + Ã/m)

,

 4F1m2

42L2
2,∞(ς + σ)2Ã2nT + 18L2

2,∞m2n3σ2

1/3 ,
where F1 = f (w1) − infw∈Rd f (w) and Ã comes from Theorem 5. Then, with probability

at least 1 − Tδ,

1
T

T∑
t=1

∥∇ f (wt)∥22 ≤
9(F1L2,∞(ς + σ)Ã)2/3

(mnT )2/3 +
(72F1L2,∞σ)2/3 + 64F1L2,∞(2 + Ã/(mn))

T

= Õ
(

1
(mnT )2/3 +

1
T

)
.

We can also prove an accelerated rate for CD-GraB if we additionally assume

the P.L. condition:

Assumption 5 (P.L. Condition). We say the loss function f fulfills the P.L. condition

if there exists µ > 0 such that for any w ∈ Rd, 1
2∥∇ f (w)∥22 ≥ µ( f (w) − infv∈Rd f (v)).

Theorem 7. Suppose that Assumptions 2, 3, 4, and 5 hold. For any δ > 0, we set

constants W̃ and C3 to be

C3 =
(F1 + σ

2/L2,∞)µ2

224L2
2,∞(ς + σ)2Ã2

and W̃ = W0(T 2m2n2C3),

155



where Ã comes from Theorem 5, F1 is from Theorem 6, and W0 is the Lambert-W func-

tion. If we set learning rate α = 2W̃
Tnµ and if the number of epochs T satisfies

T ≥ 10 +
1
µ

32L2,∞(2 + Ã/(mn))W0((mnT )2C3) = Õ(1),

then, with probability at least 1 − Tδ, it holds that

FT+1 ≤
1

(mnT )2

 (F1 + L2
2,∞σ

2)W̃

C3
+

112L2
2,∞(ς + σ)2Ã2W̃2

µ3

 = Õ
(

1
(mnT )2

)
,

where FT+1 = f (wT+1) − infw∈Rd f (w).

We prove Theorems 6 and 7 in the Appendix (Chapter E). Together, they

show that CD-GraB exhibits a linear speedup in the number of workers m over

GraB [384]’s convergence rates (Õ((nT )−2/3) and Õ((nT )−2), respectively).9 under

both smoothness and the P.L. condition. Further, CD-GraB’s convergence rate

of Õ((mnT )−2) is faster than many previous rates,10 such as the high probability

bound of Õ((mn)−1T−2) for D-RR in Yun et al. [638].

6.5 CD-GraB in Practice: Distributed and Simulation Experi-

ments

We next verify CD-GraB’s accelerated convergence on a variety of empirical

tasks.11 For ease of comparison, we follow the experimental plan from the

original GraB paper,12 and add some additional large-scale logistic regression

9For centralized GraB, the total number of examples N = n and m = 1.
10These exclusively focus on the P.L. case, so we compare CD-GraB to them under the same

condition.
11Our GitHub repository is https://github.com/GarlGuo/CD-GraB.
12Following Lu et al.[384], for our LSTM experiment on WikiText-2, we set the embedding

dimension to 32. We note that we can improve perplexity if we set the dimension higher.
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(a) Logistic regression on mortgage application (NY 2017 subset) [141]

0 20 40
Epochs

5.3

5.4

5.5

5.6

5.7

Fu
ll 

Tr
ai

n 
Lo

ss CD-GraB
D-RR

0 150 300 450 600 750
Seconds

5.3

5.4

5.5

5.6

5.7

0 20 40
Epochs

220

240

260

280

300

Te
st

 P
er

pl
ex

ity

0 150 300 450 600 750
Seconds

220

240

260

280

300

(b) LSTM [280] on WikiText-2 [407]
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(c) Autoregressive MLP on M4 Weekly [391]

Figure 6.3: Convergence of CD-GraB in comparison to D-RR. For each experi-
ment, we show train loss over epochs and time (left of each subfigure) and test
performance over epochs and time (right of each subfigure). We run at least 3
random seeds, and plot the mean ± STD.

experiments. We also run an ablation study to isolate the effects of different

improvements in CD-GraB. We do this because online PairBalance exhibits per-

formance benefits that are separate from parallelism — namely, removing the

need for gradient centering with a stale mean and allowing for higher learning

rates (Section 6.3.2).13

Evaluating CD-GraB’s convergence speedup. We use the following three tasks

for evaluating distributed training efficiency: logistic regression on a large-

scale mortgage application (New York 2017 subset, 244,107 examples with 18

features) [141] (Figure 6.3a), Long Short-Term Memory (LSTM) [280] on the

WikiText-2 dataset [407] (Figure 6.3b), and autoregressive Multi-Layer Percep-

13GraB can also implement online PairBalance, in place of Balance [385] (Appendix).
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tron (MLP) on the M4 Weekly dataset [391] (Figure 6.3c). We measure the loss

incurred on the entire training set (Full Train Loss) and task-appropriate test

metrics during evaluation, with respect to both the number of epochs and wall-

clock time. Regarding test metrics, we measure test accuracy for the mortgage

application, perplexity for WikiText-2, and SMAPE for M4. Additional details

regarding the datasets, models, and test metrics can be found in the Appendix

(Chapter E).

For all three tasks, we use a single 128 GiB memory machine with 4 NVIDIA

GeForce RTX 2080 Ti GPUs. For the mortgage application and WikiText-2 (Fig-

ures 6.3a and 6.3b), we launch m = 4 workers (processes), where each worker

runs on one GPU. For the M4 task, we launch m = 32 workers, where each of

the 4 GPUs hosts 8 process workers. We use NCCL as the distributed commu-

nication backend [447] for the mortgage application and WikiText-2 tasks, and

GLOO [292] as the distributed communication backend for the M4 task.

As shown in Figure 6.3, we compare CD-GraB’s convergence to the stan-

dard distributed-training example-ordering method: random reshuffling (D-

RR). From all subfigures in Figure 6.3, we observe that CD-GraB outperforms

the D-RR baseline significantly and consistently: CD-GraB exhibits better train-

ing loss and test metrics, measured against both the number of epochs and wall-

clock time. We also note that the results for CD-GraB are much smoother than

for D-RR. This is likely due to the variance of stochastic gradients during train-

ing, which CD-GraB reduces as a side-effect (so, too, does GraB, in comparison

to RR). For smoother D-RR results, we can reduce the learning rate (Appendix,

Chapter E). CD-GraB allows for the use of a larger learning rate, which acceler-

ates training while preserving the final model’s performance.
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Ablation simulation study: the importance of coordination at large scale.

CD-GraB has several design benefits over the original centralized GraB al-

gorithm [384]: coordinating parallel workers’ specific permutations using

PairBalance on the server (Algorithm 6.2) and removing the dependency on a

stale mean (Section 6.2.1), which enables the ability to using larger learning rates

reliably (Section 6.3.2). Clearly, not all of these benefits come directly from dis-

tributing training. For example, being able to use larger learning rates, is a side

effect of our solution to develop CD-GraB, not our main contribution. There-

fore, we run a simulation ablation study to disentangle the relative importance

of each of CD-GraB’s efficiency benefits over GraB. To do so, we compare the

convergence of CD-GraB to two additional baselines in the distributed setting,

beyond D-RR: (1) ID-GraB (Bal), where each independent worker runs GraB lo-

cally using RandomizedBalance (subroutine in Algorithm 6) to perform gradient

vector balancing; (2) ID-GraB (PairBal), where each independent worker runs

GraB locally using PairBalance.

Figure 6.4 summarizes the results, with convergence curves for m ∈

{4, 8, 16, 32, 64} workers training LeNet on CIFAR-10. We choose this task and

architecture to cohere with the experiments done in the original GraB paper.

For these experiments, we denote B to be the aggregated minibatch across all the

workers, which refers to the number of stochastic examples used for an over-

all optimization step; each worker thus has a subset of this minibatch — an

equivalently-sized subset of B examples.14 We make two main observations.

First, when scaling up training with more workers, CD-GraB converges increas-

ingly faster than the no-coordination-ordering methods ID-GraB (Bal) and ID-

14For example, if we have 4 workers with an aggregated minibatch size of 32, each worker
would compute their respective local gradients with 8 examples, and then all-reduce these gra-
dients to obtain the aggregated minibatch gradient for all 32 examples for the optimization step.
We discard N mod B examples at random to ensure n examples per worker.
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Figure 6.4: Convergence for CD-GraB, D-RR, ID-GraB (Bal), and ID-GraB
(PairBal) training LeNet on CIFAR-10, with m ∈ {4, 8, 16, 32, 64} workers. For
each experiment, the aggregated minibatch size per update is 64.

GraB (PairBal). This result aligns with our theory and intuition that, when the

number of workers m increases, the parallel herding bound (6.8) will increase

linearly if there is no coordination. Second, as we scale up to larger m, the con-

vergence curves of ID-GraB (Bal) and ID-GraB (PairBal) gradually approach

the curve for D-RR: at larger scales, herding-based example ordering will be

no better than randomly permuting the dataset. Both observations give strong

evidence that coordination (i.e., running online PairBalance on the server to co-

ordinate per-worker permutations) is critical for accelerating training.

We note that all of these experiments use SGD, since both the theoretical

results of the original GraB paper and our results for CD-GraB here are for SGD.

In the Appendix (Chapter E), we additionally include results for training GPT-2

on WikiText-103, for which we use AdamW as the optimizer. We find that GraB

with AdamW works in practice; however, our theory results do not directly

apply to these experiments. We additionally include results on memory usage

in the Appendix, which show that CD-GraB results in negligible overhead in
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practice.

6.6 Conclusion and Future Work: Toward an Order Server Ar-

chitecture

We elevate the benefits of provably faster, permutation-based example order-

ing to the contemporary ML distributed-training setting. We focus on re-

formulating the online Gradient Balancing algorithm (GraB) [384] because,

even though it is the provably optimal permutation-based example-ordering

method [115], it is limited by design to centralized settings (Section 6.3.1). To

overcome these limitations, we redesign GraB’s herding and balancing frame-

work to account for parallel workers: A parallel herding objective, which we

solve with an online PairBalance subroutine, based on key insights from ker-

nel thinning [47, 182, 183]. PairBalance operates on ordered pairs of vectors

to do balancing, which enables our full-stack, low-overhead, Coordinated and

Distributed online CD-GraB algorithm. We give a full specification of our on-

line CD-GraB algorithm (Section 6.3.3), provide convergence rate guarantees re-

garding its speedups on both 1) smooth non-convex and 2) P.L. objectives (Sec-

tion 6.4), and verify these speedups in practice on single-node distributed tasks

and a simulated ablation study (Section 6.5).

Both our theory and experiments demonstrate that CD-GraB really shines

when there are multiple training epochs (Appendix). This is another reason that

we do not emphasize experiments involving fine-tuning pre-trained models like

GPT-2, as fine-tuning can be achieved in just a couple of epochs. As noted above,

it is also more common to train such models using optimizers from the Adam
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family. In future work, we intend to extend the theory on GraB and CD-GraB to

such optimizers, which would make the results on optimal, permutation-based

example ordering more useful for base-model pre-training.

Pre-training from scratch would demonstrate the tremendous power of CD-

GraB to scale to very large models; however, we did not have the training bud-

get to perform such experiments for the present work. Further, to truly exer-

cise the benefits of CD-GraB in such large-scale settings, future work should

investigate moving beyond the single-node setup that we present. Notably, to

train larger models, our results suggest a novel distributed training architec-

ture. The ordering operation performed by the server (Algorithm 8) is not very

latency sensitive; the server has the duration of the entire epoch t to compute

the new permutations for the next, t + 1 epoch. Given this relaxed latency re-

quirement, and the success of our algorithmic results, it would be an exciting

direction for future ML-systems research to invest in building an Order Server

architecture. Such an architecture, which could be composed with traditional

parameter servers, would afford the scalability benefits of CD-GraB to a host of

massive-scale ML applications.
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CHAPTER 7

ACCURACY-EFFICIENCY TRADE-OFFS AND ACCOUNTABILITY

Machine-learning algorithms that attempt to afford greater scalability and

efficiency tend to trade-off these gains for a reduction in (overall or per-

iteration) accuracy. Indeed, such accuracy-efficiency trade-offs (and how to

wrangle them) lay at the heart of scalable machine learning. In this chapter, we

connect our algorithmic work from scalable machine learning, presented in the

two prior chapters, to insights in law and policy. We explore how the accuracy-

efficiency trade-offs inherent to scalable machine learning also provide a natural

level of abstraction for reasoning about law and policy implications.

This work, initially published before the advent of “Generative AI,” has aged

surprisingly well. The motivating example of a distributed ML system in this

text is an autonomous vehicle (AV) — IoT and AVs were (at the time of writ-

ing) the expected application space where our observations would be relevant.

While this has not come to pass (there is not yet widespread deployment of

AV systems), we have seen other large-scale, distributed ML systems become

household topics, e.g., ChatGPT. The observations and arguments in this paper

are largely applicable to such systems. We deffer this unification to future work.

Chapter summary: Trade-offs between accuracy and efficiency pervade law,

public health, and other non-computing domains, which have developed poli-

cies to guide how to balance the two in conditions of uncertainty. While com-

puter science also commonly studies accuracy-efficiency trade-offs, their policy

implications remain poorly examined. Drawing on risk assessment practices

in the US, we argue that, since examining these trade-offs has been useful for

guiding governance in other domains, we need to similarly reckon with these
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trade-offs in governing computer systems. We focus our analysis on distributed

machine learning systems. Understanding the policy implications in this area is

particularly urgent because such systems, which include autonomous vehicles,

tend to be high-stakes and safety-critical. We 1) describe how the trade-off takes

shape for these systems, 2) highlight gaps between existing US risk assessment

standards and what these systems require to be properly assessed, and 3) make

specific calls to action to facilitate accountability when hypothetical risks con-

cerning the accuracy-efficiency trade-off become realized as accidents in the real

world. We close by discussing how such accountability mechanisms encourage

more just, transparent governance aligned with public values.

This chapter is a licensed derivative copy of work published and awarded an

oral presentation slot at ACM EAAMO 2021 [144]. Another version of this work,

targeted at a legal audience, was published in the Colorado Technology Law Jour-

nal in 2022 [143].

7.1 Introduction

Engineering is defined by trade-offs — by competing goals that need to be ne-

gotiated in order to meet system design requirements. One of the central trade-

offs, particularly in computer science, is between accuracy and efficiency. There is

an inherent tension between how correct computations are and how long it takes

to compute them. While this trade-off is of general relevance, it plays out in

various ways across computing: in computer hardware, circuits can use ap-

proximation techniques to relax constraints on accuracy — on how they per-

form bitwise computations — to speed up performance; in image processing,

compressing pixels causes a loss in accuracy of the image being represented,
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but also furthers space-efficiency by requiring less memory for storage. In fact,

such trade-offs are so abundant in computing that they have even given rise to

its own subfield, approximate computing [418, 421], which studies how different

domains resolve the question of how much inaccuracy can safely be permitted

for the sake of increased efficiency [511].

While the trade-off is commonly acknowledged in computer science, its pol-

icy implications remain poorly examined. We provide a starting point, in which

we focus our analysis on distributed ML systems using the running example of

autonomous vehicles (AVs). We make this choice for two reasons. The first is

urgency: AV development has made such significant strides that by 2040 at least

75% of cars will have some level of autonomy [439]. Second, while AVs promise

to improve overall driving safety,1 they will also create new risks [78, 458]. As

we show, some of these risks directly result from the accuracy-efficiency trade-

off and the choices made to implement it [437]. In particular, the trade-off is

tunable and context-dependent: it is not an all-or-nothing choice, and appro-

priate tuning depends on both a system’s goals and deployment environment.

Choices in different contexts will entail different emergent behaviors in techni-

cal systems — behaviors that are potentially high-stakes if, for example, they

affect overall system safety.

We argue that the accuracy-efficiency trade-off exposes a high-level abstrac-

tion that policymakers should use to help hold such systems accountable.2

1The international effort to deploy AVs is motivated in large part due to AV technology’s
promise to increase automotive safety — that replacing human drivers with automated ones will
protect millions of lives. Conservative estimates indicate that in 2035-2045, the decade in which
AVs are targeted to reach widespread deployment, 585,000 lives will be saved worldwide [498].

2We emphasize that this is not the only such tool policymakers should have for holding these
systems accountable. Other accountability mechanisms are also necessary, such as those that
can assess hardware failures [6, 22, 566], the explainability of ML models [334], and the impact
of variance in automated decision-making [210].
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Rather than operating at one of two extremes — solely having policymakers

rely on technical experts to make high-stakes decisions or inundating policy-

makers with underlying low-level technical details — we advocate for some-

thing in between: researchers should focus on providing correctness and per-

formance guarantees, and should build tools to help policymakers reason about

these guarantees. These tools should help expose the uncertainty in distributed

ML systems. This would facilitate lawmakers’ ability to assess whether trade-

off implementations are aligned with safety goals, and to regulate the risk of

deploying high-stakes systems like AVs.

We emphasize distributed systems because much of the sociotechnical con-

versation in ML has focused on algorithmic fairness. This has left the systems

components — notably, scalability, speed and their impact on correctness —

under-explored in terms of their policy implications. As a result, ML systems

present under-examined challenges for technological accountability. We take

the initial steps to bring some of these challenges to light, and suggest a novel

framing for how to hold such systems accountable.

This contribution demonstrates the need for mandatory risk assessment

tools for distributed ML systems. We contend that, without such tools, effec-

tive public oversight of these systems will not be possible. Instead, we run the

risk of manufacturers ignoring accountability mechanisms when constructing

ML systems — or worse, deliberately making these systems difficult to assess

in order to obscure responsibility when accidents occur. In both of these sce-

narios, the burden would fall on individual victims to prove manufacturer re-

sponsibility. This dynamic would make accountability quite difficult to achieve;

the power and resource imbalances between individual victims and large ML-
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system manufacturers would make tort or other civil litigation infeasible [6].

Our analysis focuses on the US, but elicits principles that apply more

broadly. We have chosen AVs as our central example because navigating the

trade-off appropriately has already proven an urgent concern, notably in assess-

ing Uber’s 2018 AV crash [437]. To make our case, we survey relevant concepts

and examples from law and computer science, and then synthesize this discus-

sion to advocate for a concrete policy contribution, which we direct toward the

National Highway Transportation Safety Authority (NHTSA).3 We first discuss

how the trade-off functions in relation to decision-making in disciplines other

than computing, most notably in US risk assessment policy (Section 7.2). Then,

we provide an analogous discussion for ML algorithms and distributed ML sys-

tems (Section 7.3). We argue that reasoning about accuracy-efficiency trade-offs

and accountability in highly technical domains is not a new problem. This sug-

gests that, with the right technical tools, we can similarly hold high-stakes, dis-

tributed ML systems like AVs accountable (Section 7.4) with respect to how they

implement analogous trade-offs. We close this chapter by discussing how such

tools for increased accountability encourage more just, transparent governance

aligned with public values (Section 7.5).

7.2 The Ubiquity of Accuracy-Efficiency Trade-Offs

The trade-off at the heart of this paper is not unique to computing. It can be ob-

served in a range of domains, many of which are regulated in the US, including

3Approaching our topic in this interdisciplinary manner leads us to follow a nontraditional
format. We need to justify our conceptual contribution in two directions, and thus provide a
significant amount of relevant background information concerning how the accuracy-efficiency
trade-off translates to both law and computer science.
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law, the economy, and public health.4 In these disciplines, efficiency often can

be thought of interchangeably with speed. For example, in decision theory, the

time-value of information is an important concept for making choices. There is

a cost to gathering increasingly accurate information: waiting to act is itself an

action — one that can have more negative consequences than acting earlier on

imperfect information5

Sunstein [564] connects this idea to the potential hazards of using heuristics

in legal decision-making. Nevertheless, he observes that heuristics are common

(and necessary) to obtain a suitable balance between efficient resolution and the

“best” (i.e., most accurate) adjudicative outcomes.6 For example, a number of

rules in US civil and criminal procedure — speedy trial requirements, local fil-

ing deadlines, statutes of limitations — impose time constraints for the sake of

efficient case resolution; these values must be balanced against needs for thor-

ough fact-finding and argumentation. The standard for preliminary injunctive

relief in the US requires courts to predict whether irreparable injury will occur

because of the passage of time, if relief is not granted before the (often lengthy)

full resolution of a case [373]. Federal Rule of Evidence 403 allows for the ex-

clusion of relevant evidence from a court proceeding if the probative value of

that evidence is substantially outweighed by a danger of undue delay. These

and other rules promoting judicial efficiency are, in the words of Justice Oliver

4The accuracy-efficiency trade-off is also salient in other aspects of governance, including
wartime intelligence gathering. The “fog of war” concerns the inherent tension between gath-
ering more accurate intelligence about an opponent or enemy and acting on that intelligence
before it becomes stale and loses its usefulness [604].

5Kahneman et al. elaborates on this idea in well-known cognitive psychology research con-
cerning reasoning about uncertainty [306] The authors argue that humans use various heuristics
to make decisions more efficiently, often acting on biases they have due to incomplete informa-
tion. There is a tension between taking the time to gather more information and making a more
informed decision — between the speed of making a decision and the quality of information
used to make it.

6Due process is perhaps the most notable, encompassing example of balancing both values
in US law.
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Wendell Holmes, “a concession to the shortness of life” [589] — they attempt to

balance between the twin goals of getting matters right and getting them done,

with recognition that there is real social value to each.

Debates about the merits of the “precautionary principle” in policymaking

also reflect the trade-off. The precautionary principle advises extreme caution

around new innovations when there is substantial unknown risk; it places the

burden of proof on risk-creating actors (like chemical plants) to provide suf-

ficient evidence that they are not producing significant risk of harm. As with

speedy trials, there is a trade-off between the time it takes to gather evidence —

to understand the risk landscape — and making informed decisions based on

this landscape.7

A notable example of the precautionary principle demonstrating the trade-

off in action concerns public health management of the SARS outbreak in the

early 2000s. During the early outbreak of the disease, there was significant un-

certainty around the risk of it spreading and how lethal it could be. The prin-

ciple was adopted as a public health value at all of the disease epicenters: in-

dividuals who were even remotely suspected of having come into contact with

SARS were placed under strict quarantine. Years later, (pre-COVID-19) critics

argued that mass quarantining led to a tremendous and unnecessary loss of

liberty. They made this case based on analysis that indicated 66% fewer indi-

viduals could have been quarantined with the same public health outcome (i.e.,

7There are legal rationales on both sides of the spectrum with regard to how this trade-
off should be implemented. For example, critics of the precautionary principle could be said
to favor efficiency. They find the principle to be too stringent with regard to the burden it
places on accuracy; it is “literally paralyzing” in its attempts to regulate risk [565]. On the other
side, others argue that the precautionary principle provides a valuable way to reason about
preventing harm by shifting the burden of proof of safety to potential risk creators. They are
supportive of the fact that the principle requires actors to justify the risks they create: it is worth
the time cost to gather information, such that it is possible to better manage risk in the context
of scientific uncertainty [506].
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it would have still been possible to prevent a SARS pandemic) [124].8

7.2.1 US federal risk assessment policy

The examples above provide an intuition for how pervasive the accuracy-

efficiency trade-off is in different domains, and how it is reasoned about to guide

decision-making. Beyond this intuition, the trade-off is implicated more for-

mally in US federal risk assessment standards and regulatory rule-making. Risk

assessment policy acknowledges that, no matter how much time and resources

one spends gathering scientific knowledge to assess risks, it will ultimately al-

ways be necessary to make decisions with uncertainty — to pass judgments

in the face of incomplete information [157, 158].9 There is always a degree of

imprecision in scientific knowledge’s ability to capture what is true, and that

knowledge is constantly subject to revision in light of newly collected informa-

tion. That is, taking more time to gather information can increase accuracy, but

is directly at odds with efficiency in decision-making.

8We are not yet at a time in which such retrospective analysis regarding the precaution-
ary principle can be conducted for the ongoing COVID-19 pandemic. Nevertheless, the trade-
off has still played a role in an additional public health context: antibody tests. The World
Health Organization (WHO) has recently argued that, prior to certifying COVID-19 antibod-
ies for treatment, it is necessary to guarantee that such antibodies confer immunity to the virus.
Several medical professionals have challenged this mandate from WHO, highlighting the time-
sensitive nature of taking action in the pandemic: “Demanding incontrovertible evidence may
be appropriate in the rarefied world of scholarly scientific inquiry. But in the context of a raging
pandemic, we simply do not have the luxury of holding decisions in abeyance until all the rel-
evant evidence can be assembled. Failing to take action is itself an action that carries profound
costs and health consequences.” More generally, it is the norm for healthcare practitioners to
act on incomplete information — to balance potential inaccuracies in available data with the
urgency to treat serious conditions [619].

9As Levy and Johns notes, it is the epistemological nature of science itself that makes un-
certainty inevitable in science-based policymaking: “Agencies charged with protecting public
health and the environment must make decisions in the face of scientific uncertainty, because
science by its nature is incomplete and only rarely provides precise answers to the complex
questions policymakers pose” [367].
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In risk assessment, this trade-off is framed in terms of ex ante (before-the-fact)

and ex post (after-the-fact) risk-mitigating interventions. The AI safety and fair-

ness communities sometimes use the terms assessment and audit, respectively

for ex ante and ex post [196]. Ex ante mechanisms embody the precautionary

approach: they emphasize collecting evidence about potential risks before ap-

proving a new substance or technology. For example, the FDA10 typically re-

quires multiple phases of clinical trials before a new drug is approved for use

(i.e., “premarketing approval” [10, 158]). This ex ante regulatory authority is

deliberately slow for the sake of increased safety.11

In contrast, for efficiency, other agencies concentrate their authority in ex post

“post hoc mechanisms” [158].12 NHTSA has relatively weak ex ante authority

for determining what types of vehicles are safe to drive; its strongest authority

is the ability to recall faulty cars ex post [10, 601].13 NHTSA favors lack of ex

ante regulation as a way to ensure speedy development and deployment of new

car technology, even if such lack of regulation comes with a cost in correctness

in that technology. These are just two examples illustrating opposite choices

concerning how accuracy and efficiency relate to ex ante and ex post enforcement.

This trade-off spectrum applies to the risk assessment and rule-making practices

10US Food and Drug Administration (FDA).
11The FDA is empowered to require drug companies to submit sufficient data, such that a

detailed risk assessment can be conducted before the drug goes on the market. This process can
take a lot of time, and is not always conducted without criticism concerning choosing “safety”
over “efficiency”. For example, such critiques are common when swift approval has known
safety benefits, but is delayed in favor of evaluating the presence of unknown (potentially non-
existent) health risks. Debates concerning the FDA and this accuracy-efficiency trade-off have
been particularly relevant recently concerning approving COVID vaccines for children [461].

12These mechanisms tend to require that agencies, rather than companies, acquire the data
necessary to determine responsibility after an undesirable outcome occurs.

13NHTSA has the ability to set safety standards, and then verifies that manufacturers have
met them through a self-certification process. In other words, manufacturers certify themselves
as “safe,” rather than NHTSA soliciting data from manufacturers and performing the certifica-
tion themselves [10, 601].
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of numerous other US agencies, including the EPA,14 OSHA,15 and the CPSC,16

which each have different, domain-specific ex ante and ex post biases.

Despite these differences, reports from the NRC17 recognize that there are

cross-cutting elements of risk assessment [157, 158]. The reports provide gen-

eral recommendations for improving standards for accounting for uncertainty

and its relationship to risk, such as clarifying the assumptions that inform model

construction to elucidate model uncertainty. The NRC advocates for the impor-

tance of teasing out these low-level details, and communicating them to both

decision-makers and the public, in order to ensure that policy goals reflect the

known risk landscape.

This discussion shows that accuracy-efficiency trade-offs are a useful and

natural way for policymakers to regulate varied, complex technical domains.

We therefore ask: why not use this framework for making policy concerning

distributed ML systems? The specifics of the domain may vary — notably, real-

time systems involve high speeds not present in, for example, evaluating the

safety of new chemicals. Nevertheless, US risk assessment policy indicates that

reasoning about accuracy-efficiency trade-offs, and their relationship to risk,

is not a new problem. We therefore contend that reasoning about underlying

accuracy-efficiency trade-offs can enable risk assessment and management for

these emerging technologies. However, translating the above regulatory fram-

ing to this domain presents novel challenges. We will require new tools, which

we clarify in Sections 7.3 and 7.4, to reason effectively about similar trade-offs in

distributed ML systems — tools that expose the particular type of uncertainty

14Environmental Protection Agency (EPA).
15Occupational Safety and Health Administration (OSHA).
16Consumer Product Safety Commission (CPSC).
17National Research Council (NRC).
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in real-time, distributed, automated decision-making. These tools will help us

gather the data necessary for appropriate risk assessment and policymaking.

Before we can describe these tools, we clarify that accuracy-efficiency trade-

offs are an appropriate abstraction for accounting for the behavior of distributed

ML systems. Having explained how reasoning about such trade-offs is useful

for policymaking, we next make our case from a technical perspective.

7.3 Trading off Accuracy and Efficiency in Computing

Accuracy-efficiency trade-offs are particularly relevant across computing.18 To

understand this, consider a familiar example — JPEG compression. Raw im-

ages tend to be very high resolution: they contain many, varied pixels per inch,

and therefore require a lot of storage space. However, a compressed, JPEG

version often suffices for high quality; combining neighboring pixels often is

not detectable to the human eye. A JPEG also takes up less storage space and

can lead to faster processing when doing photo editing since there are fewer

pixels to consider; it is more space- and time-efficient. Reducing the accu-

racy of the image can lead to greater computational efficiencies. This type of

trade-off spectrum forms the basis of approximate computing (Figure 7.1), which

studies how a computer system can achieve certain performance benefits if

it exerts less computational effort to compute perfectly accurate answers. In

18The accuracy-efficiency trade-off is arguably a central concern for the entire field of com-
puting. Ohm and Frankle call efficiency the “cardinal virtue” of computing in order to discuss
what they view as exceptional cases of inserting inefficiency into computer systems — what they
term “desirable inefficiency” [448]. Instead, viewing the accuracy-efficiency trade-off as central
enables us to not refer to “inefficient” computing models (e.g. cryptography) as exceptional. We
conceive of them as implementing the trade-off at one end of the accuracy-efficiency spectrum
(with cryptography privileging accuracy), which strikes us as a more precise and generalizable
statement.
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Figure 7.1: Computing examples of the accuracy-efficiency trade-off spectrum:
Image compression (raw images are higher accuracy; JPEGs are more efficient),
bit precision (32-bit numbers are higher accuracy; 8-bit numbers are more effi-
cient; 16-bit numbers reflect an in-between), distributed systems (tight synchro-
nization is higher accuracy; loose synchronization is more efficient), and scien-
tific computing (closed-form solutions are higher accuracy; sampling is more
efficient). There are diminishing returns toward either end of the spectrum.

other words, it is possible to relax accuracy in order to yield efficiency improve-

ments [418, 421, 511].19

As with JPEGs, relaxing accuracy does not necessarily have negative conse-

quences; rather, it is possible that decreased accuracy has no observable impact

for a particular application. That is, some applications are tolerant of inaccu-

racy; they are error resilient. Similar to non-computing domains, tools for rea-

soning about the trade-off inform decisions about how to implement it. Com-

puter scientists create theoretical tools to characterize the trade-off, which they

leverage to determine the right implementation in different applications. For-

mal reasoning about the trade-off can yield application-specific quality metrics,

19We do not include the pathological case in which all accuracy is sacrificed in order to do
something really fast but completely wrong. Nevertheless, there are cases where an imple-
mentation could, for example, be wrong 40% of the time (for increased speed) and still achieve
certain application-specific quality goals.

174



where quality can be thought of as whether a program produces “good enough”

results. Often, “good enough” cannot be guaranteed with complete certainty,

but can be verified with high probability. Leaving room for uncertainty allows

for edge case behaviors that fall below the specified quality threshold. Qual-

ity metrics therefore capture how much an approximation is allowed to deviate

from the precise version’s results. Computer scientists can then design software

that requires a certain degree of program quality with a certain (high) probabil-

ity [511].20

7.3.1 Accuracy-efficiency trade-offs in ML

Such trade-offs are a salient concern across ML. Notably, in deep learning, there

is an ongoing, increasing emphasis on training larger models to yield more

accurate results. This comes with host of efficiency challenges, including sig-

nificantly increased training time, model storage requirements, and energy us-

age [310].21 Moreover, ML models perform inference that is not always correct;

to be robust, models need to tolerate a certain degree of inaccuracy. This notion

of error resilience (or inaccuracy tolerance) varies for different ML algorithms.

Regardless of particular differences, there is a general tension between correct-

ness and performance.22 In fact, relaxing accuracy to increase efficiency is a re-

20A practical example of this comes from Amazon’s cloud computing services (AWS). Their
cloud storage service provides “11 9’s” of reliability with regard to storing data objects, meaning
that 99.999999999% of the time saving such objects to the cloud occurs without error [21].

21The trade-off notably did not first become relevant with (though is arguably increasingly
urgent due to) the advent of modern statistical ML. Several influential papers on artificial intel-
ligence (AI) from the 1980s and 1990s also demonstrate the potentially high impact of appropri-
ately dealing with accuracy-efficiency trade-offs [72, 281].

22For example, the correctness of a training algorithm can be understood as whether or not the
algorithm converged to the distribution we set out to learn, i.e., Did we learn the right model? Its
performance indicates whether convergence to the distribution — whether correct or incorrect
— happened in a timely manner, i.e., How fast did we learn the model?
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quirement in many learning domains. Otherwise, computations can be so slow

to perform that they become intractable.

One relaxation strategy23 is subsampling during training, which involves us-

ing a subset of the dataset in place of the entire dataset to compute model up-

dates faster.24 Even though each iteration is less accurate (but more efficient),

some algorithms can still guarantee overall high-quality (i.e., statistically cor-

rect) results. A very common approach for improving efficiency is to use a

subsample or minibatch of the dataset, rather than the whole dataset, when per-

forming calculations. In the case of computing gradients, instead of using a full

batch (i.e., the whole dataset) we use a randomly sampled subset of the data

points, which involves spending less time on the computation of a particular

iteration.25

A second strategy is asynchrony, which enables different computer processes
23We give four general strategies in this paper, which are far from exhaustive. Notable ex-

amples of subfields with specific trade-offs include reinforcement learning (RL) and Markov
chain Monte Carlo (MCMC). In RL, there is the well-known exploration-exploitation trade-off
(more exploration increases accuracy and more exploitation increases efficiency) [296, 300]. In
MCMC, algorithms exhibit scalability-reliability trade-offs (scalability corresponds to efficiency,
reliability to accuracy) [641].

24Performance directly relates to the size of the task on which we conduct learning. Intu-
itively, if a learning algorithm is slow on tasks with small datasets, then that algorithm will be
slow, if not computationally intractable, on much larger ones. This relationship between run-
time and task size often exists due to coupling between the computation done by the learning
procedure’s optimization algorithm and the task’s dataset size. For example, when computing
the gradient needed to determine which direction the learning algorithm should step for its next
iteration, it is often necessary to sum over every data point in the dataset.

25Stochastic Gradient Descent (SGD) is an example of an algorithm that takes this approach,
in which using a minibatch can have minimal impact on the overall accuracy of the learned
model. A particular iteration of the algorithm will have less accuracy when computing the
gradient; but, when run for lots of iterations, the final result is usually still statistically correct.
In expectation, we can learn the same distribution as if we had been using the whole dataset
in each iteration; we can often theoretically guarantee robustness [76]. Moreover, the decision
to subsample is not all-or-nothing; it is a spectrum. It is possible to vary the minibatch size the
algorithm uses. Larger minibatches — especially those that approach the size of the full dataset
— require more time but are also more accurate per iteration. Conversely, smaller batch sizes
make each iteration faster and more scalable to larger datasets, but in doing so sacrifice accuracy
per iteration. Determining the right sweet spot in this trade-off often depends on the particular
learning task, and often falls under the area of study called hyperparameter optimization [205].
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or threads26 to perform computations side-by-side and combine the results.27

This is more efficient but, depending on how the results are combined, can also

lead to decreases in accuracy: if different processes work on overlapping parts

of the overarching computation, one process can potentially overwrite the value

recorded by the other out of sequence [18, 166, 372, 446]. This can be avoided by

forcing processes to coordinate their updates, but such coordination takes time;

it increases accuracy, but decreases efficiency.28

A third strategy is to use resource-constrained techniques, which involve

smaller computers, such as Internet of Things (IoT) devices and sensors. With

the advent of IoT in recent years, there has been a significant increase in the

variety of computers available and a corresponding increase in the variety of

computations we wish to run on them. For example, an Amazon Echo serves up

answers to spoken language questions; however, it also has limited on-board ca-

pabilities to perform computations locally. These limitations take several forms.

For example, such devices might not have a lot of power to process data quickly

or might lack storage capacity for large amounts of data. As a result, such de-

vices often only have smaller, coarser-grained models in local memory, which

can be used for quickly returning (potentially less accurate) inference results.

Often, these devices can communicate with more sophisticated computers over

the Internet, offloading computation or storage to those computers. Because

26Threads and processes are mechanisms for parallelization within a computer [28]. A process
can have multiple threads running at the same time. For example, this is what allows a text
editor (which is running in a process) to simultaneously enable displaying both typing and
syntax-error highlighting in real-time. Each of these functions happens in its own thread, within
the process of running the text editor application.

27In other words, asynchrony can speed up ML since multiple parts of the learning problem
can be computed at once.

28Out-of-sequence overwriting from asynchrony can be worth the speed-ups it enables; it
is still possible — though not always guaranteed — to compute good quality learning esti-
mates [504]. Moreover, asynchrony can be used in conjunction with minibatching or resource-
constrained devices, yielding additional accuracy-efficiency trade-offs.
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these computers have more memory and processing capabilities, they can store

larger models that are capable of more nuanced inference.29

A fourth such example of a strategy is low-precision computing, or quantiza-

tion, to use fewer bits to speed up computation (i.e., decrease accuracy for in-

creased scalability) [19, 159, 166, 239, 250, 258]. This method, sometimes called

quantization, is similar to the idea of floating-point precision — how much accu-

racy the computer can capture based on how many bits it uses to represent num-

bers (Figure 7.1). Computing with more precise floating-point numbers is more

computationally expensive; it tends to take more time and memory (i.e., sacri-

fices efficiency) but can capture a more accurate range of results. Much work

in machine learning explores using low-precision numbers to achieve faster re-

sults. This work relaxes requirements on the accuracy of the trained model in

order to achieve these speed-ups. There is also a spectrum at play here. It is

possible to vary the number of bits of precision: more bits yield higher accu-

racy and slowdowns, while fewer bits require less time per computation and

thus potentially sacrifice some correctness. Depending on a particular applica-

tion’s tolerance to error, this sacrifice in accuracy can be worth the speed-ups it

29However, this communication exposes another accuracy-efficiency trade-off; it takes time
to send the data to a remote computer, perform some (more accurate) computation, and then
return a response to the device [65]. That computation may be more accurate due to using a
larger, finer-grained model, but achieving that accuracy comes with a cost in speed. Conversely,
doing the computation locally on the device would be faster; however, due to the device’s more
limited computational resources, it will not necessarily be as accurate. For example, prior work
in computer vision considers how to handle the trade-off when performing ML on mobile de-
vices, such as smart phones [282]. This work uses manually-tunable parameters that allow the
model developer to strike the right balance for particular learning problems. Depending on the
application domain, a model developer can tune a larger model that uses more resources (i.e., a
model that is slower or uses more memory but is more accurate) or one that is smaller and uses
fewer resources (i.e., a model that is faster or uses less memory but is less accurate). Aside from
being faster, there are several reasons why local computation and storage might be desirable
for a mobile application, as opposed to offloading these requirements to more powerful remote
computers. Notably, local computation can ensure privacy, as the learned model and collected
data never leave the mobile device [613].
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creates [503].30

7.3.2 Implications in real-world ML systems

We have thus far provided examples of the trade-off in ML algorithms, but have

not yet considered how the trade-off behaves in deployed systems — systems that

consist of multiple computers that work together to solve large, complex prob-

lems.31 Our overall aim is to understand the particular trade-off challenges in

such distributed ML systems, so we need to account for the “distributed systems”

component just as much as “ML”. The distributed setting is what enables po-

tentially life-saving technology like AVs.32 Importantly, new risks emerge when

such fast, scalable systems are deployed in the real world.

For example, researchers recently built a model that they showed could

outperform humans in identifying gay individuals using facial recognition

technology [614].33 This disturbing result yielded a blizzard of media atten-

tion [266, 427], yet it was also small-scale and slow. Consider a similar model,

but one that is scalable and fast — integrated with a CCTV surveillance system

serving real-time inference and deployed in a country hostile to LGBTQ rights.

This may sound like science fiction, but low-latency, distributed vision systems

30It is also possible to implement low-precision computing in hardware [110, 134, 646]. In
general, we must also consider how the hardware specifications of the computer running the
algorithm might also impact that behavior. Surely this is important, as different computers have
different computing capabilities due to varying hardware; a NASA supercomputer has more
computational resources than a personal laptop. As with the subsampling, a low-bit-precision
sacrifice in accuracy does not necessarily require sacrificing overall correctness, if in expectation
the algorithm can still theoretically guarantee learning the right distribution.

31Such systems often introduce additional asynchrony: instead of one computer running an
algorithm to solve a task, multiple computers work together in parallel.

32These systems reflect a triumph of new systems abstractions, not just innovations in
ML [65].

33This claim has been challenged by several researchers, notably Leuner [362].
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already exist [612]. While this example is generative concerning the range of

potential risks from ML systems, we focus on the risks related to accuracy-

efficiency trade-off implementations.34

We next clarify how the trade-off is implicated in distributed computing, and

then combine this with our ML discussion to show how the different tensions

interact with each other. Considered together, ML and distributed computing

trade-offs present especially challenging problems for real-time, high-impact

systems like AVs. In Section 7.4 we will ultimately argue that clarifying the

relationship between these risks and trade-off choices can help policymakers

hold such systems accountable.

Accuracy-efficiency trade-offs in distributed computing. In contrast to a sin-

gle computer, a distributed system is a network of computers that can work to-

gether to solve problems. Each computer has its own data and performs its own

computations, and it shares data and computation results with other computers

in the network when necessary. Because the computers are in distributed loca-

tions — whether in the same data center or across the world — there are impor-

tant considerations with regard to how efficiently information can be shared

between them. When a computer contacts another in the system to request

data, it takes time to complete the request and receive the data, reducing time-

efficiency. There are also issues of accuracy between computers. Each computer

has its own data — its own view of the state of the overarching system. That

information is not complete: it is just a subset, which can conflict with the views

34As we note in the introduction, while we focus our discussion of the policy implications
of accuracy-efficiency trade-offs in distributed ML systems, reasoning about such trade-offs in
other parts of computing could also serve useful to tech policymaking. Similarly, we focus
our analysis concerning accountability mechanisms to the accuracy-efficiency trade-off, even
though distributed ML systems raise a variety of other accountability concerns, aside from this
trade-off.
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of the other computers in the system. In other words, in distributed systems

we can more specifically frame the accuracy-efficiency trade-off as a tension be-

tween consistency and latency35 There is a trade-off between all of the computers

in the system having the same understanding of the data in the system and the

time it takes to propagate that understanding throughout the system [3, 88].

In distributed systems that update their data frequently it is quite difficult

to quickly build a consistent, holistic understanding of the environment across

different computers in the network.36 Since it takes time to communicate, it is

hard for computers to stay completely up to date with each other. For the sake

of efficiency, individual computers in the system often need to make decisions

in the presence of inconsistency.37

Particular distributed system implementations need to answer the question

of how much application-dependent inconsistency and slowness they can each

tolerate. To understand this spectrum, we will use the example of a social me-

dia website, which has computers hosting its data all over the world. A user

tends to access the geographically closest computer server hosting the site; dif-

ferent users across the world therefore access different computer servers. Such

a system favors efficiency (i.e., low latency) over the different computer servers

being consistent with each other. It is more important to return the website to

each user quickly than it is to make sure that every user is accessing the web-

site with exactly the same data. This is one reason why on some social media

35Latency can be informally thought of as the speed with which the system updates.
36One could informally view consistency is a moving target; each computer processes infor-

mation locally faster than it can share it with the entire network.
37Waiting for complete consistency across computers before an individual computer could

make local changes would bring the entire system to a standstill. This is especially relevant if
a computer in the system experiences a fault; to achieve strong consistency, before proceeding
with local computation, all of the other computers would be waiting to hear from a computer
that can no longer communicate with them (i.e., they could end up waiting indefinitely).
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sites it is possible to see out-of-order comments on a feed. To resolve its cur-

rent state, the site aggregates information from across the system. It attempts to

build a consistent picture, but limits how much time it spends doing so — sacri-

ficing consistency — so that it can remain fast [167, 383, 602]. The system imple-

ments this choice via its communication strategy. Rather than contacting every

computer in the system to construct a consistent picture, a particular computer

only communicates with a subset. It trades off the accuracy it would get from

communicating with every computer for the efficiency of communicating with

fewer computers [268]. Based on communication strategy, it is possible to quan-

tify consistency and to measure it throughout a distributed system [383, 533].

Developers can reason about the degree of inconsistency their particular sys-

tem can tolerate safely, and can detect and tune the system accordingly to also

enforce an upper bound on latency [42, 237, 635].

Distributed ML systems: AVs as a case study. We can now specifically con-

sider accuracy-efficiency trade-offs in real-time (i.e., latency-critical) distributed

ML systems. We will focus on AVs as a concrete example, which will facilitate

making concrete policy recommendations (Section 7.4).

An AV can be thought of as a distributed system of sensors.38 While each AV

maintains its own local notion of the state of the environment, information that

other AVs possess could also prove useful. If an accident is up ahead, an AV

closer to the crash can communicate that information to those behind it, which

in turn can apply their brakes and potentially prevent a pile-up.

In such real-time transportation domains, accuracy and efficiency are both

38This setting is further complicated by the fact that numerous vehicles can also be networked
together (Vehicle-to-Vehicle, or V2V) and with other devices like smart traffic lights (Vehicle-to-
Infrastructure, or V2I), which increase both the size and complexity of the system under analysis
[10, 197, 566, 587].
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critical. Some ML applications may be able to tolerate wide margins of error,

but in safety-critical domains a high degree of inaccuracy may be unsafe. The

same goes for efficiency; such systems will need to make decisions quickly and,

like the non-computing examples in Section 7.2, there is an inherent trade-off be-

tween waiting to make a completely informed decision and making a decision

fast enough for it to be useful [3, 88]. What is unique here for AVs is the degree

of time-efficiency needed. In some cases, inference decisions will be necessary

at sub-second speeds, and will therefore be computed using inconsistent or un-

certain information. This presents a challenge; in the face of this uncertainty, we

need systems like AVs to be guaranteed (at least with very high probability) to

be accurate. The urgency of resolving this problem is not merely a hypotheti-

cal situation; the accuracy-efficiency trade-off in fact played a crucial role in the

Uber AV crash in 2018 [437], which we will return to in Section 7.4.

It is not entirely clear what the right trade-off implementation is for real-

time systems like AVs [173]. Unlike the example trade-offs in Figure 7.1, AVs

are mobile and deployed in varying environments. While those examples each

indicate a single, static, application-dependent trade-off implementation, an AV

might instead need to support a range of trade-offs given the dynamic nature of

the environment. A particular trade-off implementation may need to depend on

different operational design domains (ODDs) that vary by roadway type, geog-

raphy, speed range, and lighting, weather, and other environmental conditions

[10, 509]. Some ODDs will be more efficiency-critical: it would be catastrophic

for a car to take an extra half-second to be certain that there is a pedestrian

directly in front of it [437]. In other cases, having an accurate sense of the en-

vironment may be more important than speed. For example, when detecting a

deep pothole up ahead, it could be safer for a car to slow down to decide its
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course of action — to accurately determine if the hole is shallow enough for the

car to continue on its course or deep enough to warrant veering off the road to

avoid it.

As this example indicates, distributed ML systems raise different accuracy-

efficiency questions than either distributed systems that do not involve ML, or

ML systems that are not distributed. Since ML models (necessarily) approx-

imate the world, it is possible for them to operate on data that are not com-

pletely accurate and still yield results that are correct enough — that fall within

the same bounds of imperfection that we deem tolerable. We can extend such

inaccuracies beyond things like subsampling to include the data staleness in-

herent in distributed settings [33, 167, 634].39 Allowing for staleness increases

efficiency, as the system does not need to wait to synchronize state before pro-

ceeding with its computation. As with a single computer, the overall output

still can be correct even when operating on stale data in a distributed setting;

however, existing work in this field does not guarantee such output must be cor-

rect [18, 239, 372, 446, 505, 644]. For AVs, this does not suffice; we want to be

able to guarantee correctness in order to be assured of safety.40

Such assurance will require us to reason differently about the behavior of

distributed ML systems. Prior work has examined the trade-off at a high

level by looking at correctness and speed metrics of end-to-end ML sys-

tems [4, 279, 328, 370, 459]; this work uses overall empirical performance re-

sults to tune the staleness of the underlying data storage layer. There is a fun-

damental mismatch in this approach: high-level performance metrics are used

39Staleness is not the only property that can be tolerated; another example is numerical error
that comes from asynchrony [635], which we elide for brevity.

40Of course, with those guarantees predicated by certain assumptions. At the very least, we
need to bound the likelihood of incorrectness.
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to indirectly tune low-level system behavior (to, in turn, affect high-level per-

formance), without formalizing the relationship between the two. This is an

inversion of what we ideally would like to do: to formally evaluate the un-

derlying accuracy-efficiency trade-off, and use this information to directly tune

distributed ML system behavior. As a result of this mismatch, tuning has gen-

erally been manually curated to the particular problem or absent, leaving an

engineer to pick from predefined settings that enforce high accuracy guarantees

over efficiency, ignore accuracy guarantees altogether in favor of efficiency, or

attempt some middle-ground.

While there is a valid spectrum of trade-off points, current large-scale ML

systems tend to opt for efficiency over accuracy.41 It is not clear these approaches

will be safe for systems like AVs.42 It remains an open research question how

safety-critical, real-time distributed ML systems like AVs should implement the

trade-off.
41They focus on minimizing communication between computers in the system in order to be

fast enough to scale to larger problems. Some of these systems can achieve orders of magni-
tude in efficiency improvements by dropping data updates without simultaneously destroying
correctness [446, 585].

42It may not always be safe for these systems to lose updates. Existing approaches to mitigate
such losses in ML systems involve increasing communication between computers in the system.
However, this strategy impacts the other side of the trade-off, leading to inefficiencies from
bottlenecks in coordination between computers. This problem is similar to what exists in weakly
consistent storage systems, which have side-stepped this issue by using semantic information
to coordinate “only when necessary” [175, 222, 618].
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7.4 Accuracy-Efficiency Trade-Offs as a Mechanism for Ac-

countability

Systems like AVs are really complex, but complexity should not serve as a ra-

tionale to preclude their regulation. Rather, the fact that these challenges re-

main unresolved presents an opportunity: stakeholders aside from engineers

can help shape implementations; they can inform accuracy-efficiency trade-off

choices so that they align with the public’s interests, not just those of manu-

facturers. This is why we have taken considerable space to clarify a variety of

accuracy-efficiency trade-offs — from how they impact computing broadly to

how they describe a range of possible behaviors for distributed ML systems.

Though much of our prior discussion is well-acknowledged in technical com-

munities (albeit, in other forms), to date the trade-off’s implications have not

been made legible to policymakers. The trade-off is not binary; it is a spectrum

and can be treated like a tunable dial set appropriately to the context (Section

7.3). Our hope is that exposing this dial for distributed ML systems will provide

a degree of technical transparency to lawmakers, such that high-stakes systems

like AVs are not deployed without sufficient public oversight. We believe that

explicitly exposing this trade-off provides a mechanism for holding these sys-

tems accountable for some of the risks they create.

To do so, we address the gaps between existing risk assessment tools and

what is needed to analyze accuracy-efficiency trade-offs in AVs. When an unde-

sirable outcome occurs, we can examine accountability along two dimensions:

the time window around the outcome, which we consider in ex ante and ex

post divisions, and the actors that assess the system’s behavior, which consist
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of computer scientists and policymakers. There is a region of overlap in which

computer scientists can assist policymakers with ex post evaluation and policy-

makers can frame ex ante risks prior to deploying systems. We therefore pro-

pose a twofold call-to-action for enabling risk assessment in this domain: 1)

Computer scientists must build tools to expose underlying accuracy-efficiency

trade-offs and 2) Policymakers should use these tools to assess trade-off imple-

mentations, and meaningfully intervene to ensure implementations align with

public values. We discuss these calls-to-action in terms of ex ante and ex post risk

assessment gaps.

7.4.1 Addressing ex ante risk-assessment gaps

A system’s ability to be assessed with respect to the accuracy-efficiency trade-off

should be considered as important as every other technical feature. We therefore

call on computer scientists to engage in research to build tools in ML systems

that make their accuracy-efficiency trade-offs assessable. We explain what we

mean by “assessable” via example and then suggest research directions to help

make assessments possible.

The 2018 Uber AV crash illustrates the importance of tools to assess the trade-

off [437]. The crash resulted from the coincidence of several issues,43 one of

which had the accuracy-efficiency trade-off as its central problem. The AV re-

mained inconsistent and indecisive for over 6 seconds.44 By the time the sensors

agreed about the presence of a pedestrian, the AV had already collided with

43Together, the NTSB report generally summarizes these issues as reflective of a “lax engi-
neering culture” around safety at Uber.

44The AV clearly had not implemented a robust inconsistency resolution strategy, as it this is
a significant amount of time for a computer to not to resolve inconsistency.
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her.45 While the NTSB report is clear that the AV’s sensors were inconsistent, it

is not clear why the AV could not make a decision. In this case, a granular ex-

planation was not necessary to determine accountability, as 6 seconds is a very

long time to be inconsistent. This AV was neither accurate nor efficient, indi-

cating a sub-optimal trade-off implementation, as opposed to a well-reasoned

choice, that led to a tragic outcome. In instances that are not as clear-cut, such

as those that involve much tighter time windows, tools that provide granular

explanations will be necessary to determine the difference between bugs and

deliberate trade-off choices.

We need novel trade-off assessment tools to evaluate more difficult cases.

Such tools could help avoid certain risks, guaranteeing ex ante specific desir-

able system behaviors while foreclosing the possibility of other undesirable

ones. That is, in some scenarios it may be possible to reduce the tension be-

tween accuracy and efficiency by taking coordination between computers off

of the critical path; this would enable greater computational efficiencies with-

out sacrificing accuracy in those contexts [268]. For example, program analysis

could help formally categorize underlying accuracy-efficiency trade-offs, and

therefore facilitate building asynchronous systems with more effective concur-

rency control and theoretically provable correctness guarantees [222, 501]. This

would solve the mismatch in current asychronous ML: instead of using high-

level empirical observations to do ad-hoc, low-level system tuning (Section 7.3),

we could directly tune the underlying trade-off to guarantee end-to-end perfor-

45This example is far more complex than what we have glossed here. For example, there were
no other cars on the road, so it seems certain that slowing down to take the extra time to resolve
inconsistency would have been safe. Additionally, there was a human back-up driver; however,
she was not paying attention. Even if she had been, it is not clear that she could have responded
appropriately within 6 seconds, as average time for human take-over from an AV is 17 seconds
[436].
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mance behavior.46 If program analysis indicates that strong consistency is not

possible, we could weaken this requirement by instead bounding how much

inconsistency is tolerable. We could perhaps even bound inconsistency such

that the overall correctness of the asynchronous computation is not too severely

impacted [175, 634, 635].

To make this idea concrete, consider that not all of the AVs in the system

will always need to communicate with each other. Instead, it will likely be suf-

ficient for AVs to only communicate with others in an environment-dependent

radius. Reducing communication to that radius would increase efficiency with-

out decreasing accuracy, as AVs outside the radius would be too far away to

have relevant information to communicate.47

By providing such mechanisms to reason about accuracy-efficiency trade-

offs, computer scientists expose a particular kind of decisional uncertainty that

depends on time [72, 281]. Clarifying this uncertainty does not, however, iden-

tify specific risks that automated decisions can bring about. Rather, it is up to

policymakers to frame potential risks and to identify the normative, domain-

specific values at play [209, 214, 238, 298]. Based on the uncertainty that com-

puter scientists expose, policymakers should endeavor to assess ex ante how

much of the resulting risk is tolerable. Such ex ante interventions could help

narrow the space of potentially deviant system behavior, which in turn could

help narrow the number of incidents examined ex post. These interventions,

46More specifically, we could use program analysis to leverage the underlying semantics of
the program and data to avoid synchronization (i.e., inefficiency); these techniques would en-
able performing efficient, provably correct asynchronous computation.

47In other words, inconsistency between cars that do not need to communicate with each
other is tolerable. We instead prioritize (limited) communication between relevant cars, where
relevance is determined via automated reasoning about the underlying semantics of the prob-
lem. This example is extremely high-level — described at the level of individual AVs — for the
purpose of clarity. Semantic analysis will expose lower-level (i.e., at the level of particular data
points), less-intuitively-explainable opportunities for better concurrency control.
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though unlikely to be comprehensive, should clarify many of the risks in de-

ploying these systems. However, it will not always be possible to preemptively

fully analyze the risk landscape due to the amount of uncertainty in the sys-

tem [548, 565]. Incomplete risk analyses will not necessarily prevent the de-

ployment of real-time ML systems in practice; instead, policymakers will need

to evaluate system behavior ex post, after undesirable outcomes occur. A bad

outcome will either reveal a risk that policymakers previously did not consider,

with which they now need to contend, or it will implicate an acknowledged risk

previously deemed acceptable.

7.4.2 Addressing ex post risk-assessment gaps

When deployed for long enough, high-stakes ML systems are likely to incur se-

vere harms that we likely did not anticipate [445, 468, 548, 594]. This is where

tools that expose the accuracy-efficiency trade-off, described above, can facili-

tate accountability after-the-fact: they could facilitate determining if a system

has deviated further than expected from normal behavior (i.e., what ex ante risk

assessment deems to be acceptable) [511].48 In these cases, policymakers would

still be able to hold the appropriate stakeholders accountable ex post. We do

not claim that policymakers need to understand low-level technical details to

provide this oversight (e.g., the particulars of concurrency control algorithms).

Rather, we are suggesting that surfacing higher-level trade-offs (that lower-level

technical decisions entail) clarifies valid sites for potential policy intervention.

Such trade-offs are the right level of abstraction with which policymakers can

engage in order to reason about relevant policy goals; the accuracy-efficiency
48Ex ante audit systems abound in security-related literature. For example, see Falco et

al. [196], Haeberlan et al. [253], and Lampson [342].
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trade-off can clarify how lower-level engineering decisions relate to overall no-

tions of system safety [511].

It is this reasoning that informs our second call-to-action: policymakers

should view the accuracy-efficiency trade-off as a regulable decision point at

which they can meaningfully intervene. They already do so in other complex

technical domains, for which they reason about risk and interventions (Section

7.2). This suggests that, with the right tools integrated with distributed ML sys-

tems — like those we suggest above — policymakers should also be able to do so

for these systems. We do not articulate specific policies, as these will depend on

a more comprehensive study of AV technology beyond the scope of this paper.

Instead, we have used AVs as a guiding example to illuminate abstract technical

concepts and their import for technology policy concerning accountability.

It is possible to view this contribution is as an extension of existing risk as-

sessment tools in computing. Contemporary policy debates about high-stakes

ML applications in policing, transportation, and public health also involve con-

cerns about what degree of accuracy we ought to demand from automated sys-

tems. These concerns often arise in attempting to minimize disparate outcomes

across groups.49 But we contend that debates about the harms of inaccuracy are

incomplete if they fail to reckon with the accuracy-efficiency trade-off.

For policymakers, these debates will require trade-off assessment tools to

analyze gaps between the expected risks and the actual behavior of distributed

ML systems. For example, we could fairly pose to policymakers questions like

the following: at what point is information sufficiently high quality to justify a

system executing high-impact decisions? When is it safe for a system to spend

49E.g., differential accuracy rates for face recognition along dimensions of race and gender [94,
136].
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more time computing decisions, particularly when more efficient heuristics do

not sufficiently remove uncertainty? These tools will therefore take a step to-

ward closing the “responsibility gap” [298]: policymakers will have a more

complete understanding of technology and will be better equipped to gauge

the range of possibilities for its governance. This way, when technological fail-

ures occur, policymakers can ex post more actively participate in the evaluation

of how uncertainty in distributed ML systems contributes to risk.

7.5 Conclusion: Toward More Just, Transparent Public Gover-

nance

We have made the case for using accuracy-efficiency trade-offs as a policymak-

ing lever for assisting in holding distributed ML systems accountable. For

AVs, trade-off-informed ex ante regulation could constrain the space of unde-

sirable AV behavior, which in turn could narrow the the number of accidents

and anomalous behaviors that need to be examined ex post. This could lead

not only to overall safer behavior, but also the necessary tools to determine ac-

countability when accidents unavoidably occur (Section 7.4). More broadly, this

discussion can be situated in the context of extracting higher-level values from

technical systems — values such as safety and efficiency [10] — as a necessary

part of public governance. That is, it is crucial to analyze how higher-level val-

ues get implemented via underlying technological mechanisms — in this case,

the implementation of the accuracy-efficiency trade-off — to ensure that the im-

plementation aligns with the values that we want to promote in policy. We have

argued that the accuracy-efficiency trade-off is not only a correct abstraction,
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but also the correct level of abstraction, for helping to promote this goal.

Clarifying technical details at this level of abstraction implicates another im-

portant value of public governance: transparency. For example, NHTSA has

generally does not intervene ex ante in regulating automobiles [6, 10, 601]. While

this might make car development more efficient,50 it can come with a loss of

transparency. Not engaging with technical details ex ante can present prob-

lems beyond not detecting bugs; it can also lead to not being able to detect

whether values like safety are implemented appropriately. Worse, it is possible

that technical values, and the social values they entail, can be deliberately ob-

scured. Technical implementation decisions can be framed as trivial, which can

direct policymakers away from viewing them as valid sites for intervention.51

Mulligan and Bamberger [425, 426] have notably written about this issue of

technological transparency in public governance. They call out the danger of

policy-relevant values decisions getting pushed into low-level implementation

decisions made by engineers, in place of having the values at play being openly

debated. This misplacement of responsibility on engineers comes from a lack of

technical expertise in governance and a resulting lack of mechanisms to regulate

technology. Industry testing and quality control effectively give manufacturers

the job of converting the law into concrete technical requirements: manufactur-

ers, instead of public advocacy groups or agencies like NHTSA, make technical

50This is a contestable claim. Please refer to Vinsel [601] for more details concerning how
safety regulations can in fact promote innovations in car technology.

51Alternatively, when highly technical jargon is used to describe implementation decisions, it
can serve to obfuscate rather than clarify. Rather than enabling transparency for policymakers,
who do not tend to be technical experts, these practices can cloud the values at stake [425]. In
the automotive industry specifically, increasing digital automation has notably led to additional
transparency issues, even prior to AVs. Computerized features, in comparison to mechanical
ones, can be programmed more easily to obscure true technical performance — for example, to
reduce recorded EPA emissions in order to appear more environmentally-friendly [601]. While
out of the scope of this paper, it is worth acknowledging that increased computerization in AVs
potentially presents even more transparency issues of this variety.
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decisions with policy implications without public oversight. This conflict-of-

interest can lead to compromising or degrading higher-level social values.

We have argued that if policymakers understand the accuracy-efficiency

trade-offs in distributed ML systems, and the social values these trade-offs im-

plicate, this problem can (at least in part) be averted. Policymakers will have

a more sufficient understanding of technology and will be better able to deter-

mine the scope of possibilities for its governance. By understanding the tech-

nical values at stake at this level of abstraction, policymakers, with engineers’

assistance, could provide insight ex ante into how certain implementation de-

cisions should be made. That way, low-level technical matters will not be dis-

missed as “just implementation details” left up to the whims of engineers with-

out public oversight [214, 298, 425]. Moreover, when technological failures and

accidents do occur — and it is a question of when, not if — rather than viewing

them simply as “unintended consequences” or “normal accidents” [468], pol-

icymakers and other relevant stakeholders could more actively participate ex

post in holding such systems accountable for their behavior. This more-effective

public governance will improve the power imbalance between system manu-

facturers and victims of system accidents — empowering and protecting indi-

viduals without the resources to seek justice for themselves.
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Part III

Evaluating Generative-AI Systems
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Recent developments in “Generative AI” make unmistakably clear that ML-

research questions about reliable, scalable measurement are inseparable from

law and policy considerations. They also make clear how prevalent the barri-

ers to accountability are in this contemporary moment (Appendix G), in which

generative-AI systems have become commonplace. In this part, we extend our

work to questions in robustness, training-data provenance, and the associated

implications for U.S. copyright law. This chapter reflects work that has been

published at CVPR (poster), ICML, ACM CSLAW (Long Presentation), and The

Journal of the Copyright Society, and work under submission at Nature.

First, we discuss large-scale empirical work on training-data memorization.

Much prior work has demonstrated that large language models (LLMs) can

memorize their training data [105]. Our work pins down a definite way to

measure extractable memorization: memorization that an adversary can feasi-

bly get LLMs to regurgitate within a limited compute budget. We conduct the

first work to successfully extract memorization at scale for a closed system with

an aligned model — gpt-3.5-turbo(Chapter 8, Nasr et al. [435]). Our novel

approach estimates that ChatGPT extractably memorizes nearly 3% of its train-

ing data: 150× more than prior estimates. This result has clear consequences

for privacy, as we show that some extractable memorization contains personally

identifiable information (e.g., phone numbers). It also has potential implications

for copyright, for cases in which regurgitated training examples contain content

that is copyrighted and not explicitly licensed for use in ML training [349].

Concerns about licensing and training data raise a natural question: is it

possible to side-step many copyright issues by training high-quality models on

explicitly licensed data? Second, to answer this question, we tackle a variety
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of ML-systems and data-quality problems to address the feasibility of training

latent diffusion models [499] on Creative-Commons (CC) images. While there

remains much work to do in this area, our initial research already demonstrates

significant promise. Our CC-image-trained model performs well on human

evaluation and, unlike models trained on web-scraped data [473, e.g.], it strug-

gles to elicit recognizable, copyrighted expression, such as Elsa from Disney’s

Frozen (Chapter 9, Gokaslan et al. [236]).

And third, we present an abridged version of our “landmark” article on

what we term the generative-AI supply chain that is invoked in the produc-

tion, deployment, and use of generative-AI systems (Chapter 10, Cooper et

al. [349, 350]). We explain why a supply chain is the right mental model for

thinking about “Generative AI,” how the supply chain represents a very com-

plex instantiation of the “many hands” barrier to accountability (Appendix G),

and the implications for U.S. copyright law.
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CHAPTER 8

SCALABLE EXTRACTION OF TRAINING DATA FROM CHATGPT

We begin this part with some results on measuring memorization at scale in

language models.

Chapter summary: This chapter recapitulates work that studies extractable mem-

orization: “training data that an adversary can efficiently extract by querying a

machine learning model without prior knowledge of the training dataset.” We

present an abridged version of Nasr et al. [435]. That work shows that an adver-

sary “can extract gigabytes of training data from open-source language models

like Pythia or GPT-Neo, semi-open models like LLaMA or Falcon, and closed

models like ChatGPT.”

In this chapter, we briefly discuss the results for extracting memorization

from ChatGPT — the first large-scale attack that extracts memorized training

data from an aligned model, embedded in a production system. Prior attack

methodologies are insufficient to attack the aligned ChatGPT. This work devel-

ops new divergence attack that breaks alignment, and leads to the model some-

times emitting training data. We prompt ChatGPT to repeat the same token

(e.g. poem) forever and, at first, model does just this. However, almost every

time, the model eventually diverges from its chatbot-style generations; a frac-

tion of that time, the emitted content contain training data. Our divergence at-

tack ultimately emits training data 150×more frequently than when the aligned

ChatGPT behaves normally. These results show that there are practical attacks

that can extract a lot more training data than indicated in prior work. They also

show that contemporary alignment techniques are not sufficient to prevent the

regurgitation of memorized training data.
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This chapter is based on work currently under submission at Nature.

8.1 Introduction

By now, it is very well known that large language models (LLMs) memorize

some of the data examples on which they were trained. Attackers are able to ex-

tract some of these examples at generation time, which can potentially reval

private or copyrighted information. [90, 107, 109]. Prior research has exam-

ined memorization in language models under a variety of different settings and

definitions for memorization [105, 109]. In this chapter, we discuss methodol-

ogy unifying this prior research, which we apply to perform a large-scale mea-

surement study of extractable memorization in ChatGPT (gpt-3.5-turbo). Our

definition for extractable memorization emphasizes realistic attacks: the memo-

rization that an adversary can extract efficiently, without access to the training

dataset.

In this chapter, we show the results of our attack strategy for quantifying

extractable memorization for ChatGPT. We developed a measurement method-

ology that works well for open-source and semi-closed models [435]: we con-

struct a proxy for an (unknown) training dataset by collecting well-known

text datasets; we then sample random 5-token strings from a Wikipedia-based

dataset, prompt the models with those strings, and check if the resulting gener-

ation matches against our proxy dataset (Section 8.3.1). But this methodology

does not work out-of-the box for ChatGPT. Unlike these other models, Chat-

GPT is aligned using RLHF [126, 450, 453] to behave like a chatbot.1 In contrast

1Limited information is available regarding gpt-3.5-turbo. Similar models, e.g., GPT-
4, have been aligned in order to “refuse to answer certain types of requests,” including those
related to training data extraction [453, p. 13].
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Figure 8.1: The aligned ChatGPT 3.5 appears 50× more private than prior
models (right). We develop an attack (left) that shows it is not: ChatGPT emits
training data 150× more frequently than prior work (default). Figure reprinted
with permission from my collaborators.

to open-source and semi-closed models like Pythia and Llama, prompting this

aligned chatbot with randomly sampled 5-token strings reveals essentially no

memorization (Figure 8.1, right –default).

We circumvent ChatGPT’s alignment in order to extract memorization. To

do so, we discover a strategy that breaks chatgpt-3.5-turbo out of its

chatbot-style behavior: through the API, we prompt the model to repeat a given

single-token word forever (e.g., the word “poem” in Figure 8.1, left). At first, the

model responds by following the instruction; but, almost every time, its output

“diverges” to text that resembles typical content on the Internet. A fraction of

the time, this divergent text contains memorized training data, which we con-

firm by checking against our proxy training dataset. Indeed, we are able to ex-

tract significantly more memorized training data from ChatGPT than from any

other model we tested. Altogether, we record over 10,000 pieces of text from

ChatGPT’s training data set, and we do so at the cost of $200 of hitting the pub-

lic API. We provide scaling estimates that suggest that we could feasibly extract
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> 10×more training data with a larger query budget.

Note about full paper. This chapter reflects a reworked excerpt of a longer

paper written with collaborators at Google DeepMind [435]. The longer paper

contains detailed results on extracting memorization from open and semi-closed

models, as well as information about the process of responsible disclosure to

OpenAI about the divergence attack. We refer the reader to Nasr et al. [435] for

more details. (We do not include an Appendix for this chapter.) Figures in this

chapter have been reprinted with permission.

8.2 Background and Related Work

In this section, we provide some background and related work on large lan-

guage models (LLMs) and alignment.

Large language models and their training data. Contemporary LLMs un-

dergo pre-training on enormous text datasets, which currently consist of (up

to) trillions of tokens [483, 581]. In the past, it was common for model trainers

to release information about their training datasets [482, 486]. This remains the

case for open models, such as Pythia [60] and OLMo [247]. However, it is now

increasingly common for companies to keep secret the details of their trained

models — everything from data collection and curation practices to their model

architecture [453].

As noted in Lee et al. [349–351], the likely reasons for keeping this informa-

tion private is to preserve valuable proprietary information about data collec-
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tion, as well as private, company-owned, or otherwise licensed training data

that is not available on the public Internet. This environment of proprietary

secrecy has complicated the scientific study of accessible models — semi-closed

models that have had their weights publicly released, but for which the details

of their training data remain secret (e.g., Llama-family models [582]), and closed

models that embedded in software systems and behind APIs, like ChatGPT, for

which we do not have direct access to the weights nor information about the

training data.

Model alignment. There are many different definitions for model alignment,

as an overarching category of altering models. In this work, we consider two

specific techniques that are commonly considered to be model-alignment strate-

gies: instruction tuning and reinforcement learning with human feedback (or, RLHF).

After pre-training, LLMs are able to solve a large variety of tasks, conditioning

their outputs on natural-language, instruction inputs. The quality of these out-

puts can, nevertheless, be significantly improved by additional training on data

concerning instruction following — additional training that can take the form

of supervised fine-tuning (i.e., instruction tuning) or RLHF [126, 453, 455].

Such “alignment” improves a model’s capabilities to follow instructions, but

it can provide other changes. It can result in models exhibited unified, chatbot-

like personas [455], as well as models that refuse from answering certain ques-

tions (e.g., those that might contain “harmful” content [453]). The only aligned

model that we consider in this work is the ChatGPT model accessible via the

chatgpt-3.5-turbo API endpoint.
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8.3 Measuring Extractable Memorization

There are many possible definitions for memorization in machine learning.

Most inclusively, “[m]emorization . . . refers to being able to deduce or produce

a model’s given training example” [142, p. 30]. In the literature on generative

language models, there are two common ways to measure memorization: dis-

coverable memorization and extractable memorization.

Prior work has done large-scale studies on discoverable memorization for

open-source models. For these models, we know what the training dataset was,

so we can prompt a model with a prefix from that training dataset, and see

if it generates the corresponding suffix that is in the training data. If it does,

following Carlini et al. [105], we say that the example in the generation was

discoverably memorized:

Definition 14 (Discoverable memorization). For a model Gen and an example

[p||x] from the training set X, we say that x is discoverably memorized if Gen(p) = x.

This type of measurement clearly has serious some limitations. As we noted

in Sections 8.1 and 8.2, we increasingly do not know what the training data are

for models; for example, this is the case for semi-closed models like Llama, and

closed models like ChatGPT. So it is not immediately clear how we could mea-

sure discoverable memorization for many common models. Further, since real

attackers do not have access to the training data, this also is not a very realistic

attack. In fact, measuring memorization this way could give an estimate that is

orders of magnitude larger than more realistic attacks that do not prompt with

training-data prefixes (Figure 8.1, default). We can therefore think of discover-

able memorization as a loose upper bound on the amount of total memorization
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that could potentially be recovered by an adversary.

In contrast, extractable memorization is more conservative. Under this def-

inition, a string in the training dataset is memorized if we can get the model to

generate it verbatim with any prompt that an adversary can construct, where

the adversary does not have access to the training data.

Definition 15 (Extractable memorization). Given a model with a generation routine

Gen, an example x from the training set X is extractably memorized if an adversary

(without access to X) can construct a prompt p that makes the model produce x (i.e.,

Gen(p) = x).

There are also clearly some measurement challenges with this definition. For

one, it is not clear how we should design prompts that will best elicit memoriza-

tion. For another, it is also not clear how we will test whether the attack worked

— whether the model’s output is in the training data or not, since we do not

have access to the training data. The way that prior work has approached mem-

orizing extractable memorization is by computing heuristics on relatively small

models, and treating the public Internet as a proxy for the training dataset. For

example, Carlini et al. [109] prompt GPT-2 [483] with short strings sampled from

the Internet, and then manually search with Google to verify if they can find the

generation on the Internet. This measurement strategy has been successful in

recovering a very small amount of training data from GPT-2 — about 0.00001%

of the model’s training dataset.

So, while discoverable memorization functions like a loose upper bound on

total memorization, these types of extraction attacks are effectively a loose lower

bound on total memorization. Given how expensive it is to manually verify

memorization using a search engine, it is not especially feasible to scale this
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prior approach to larger models trained on even larger datasets.

One of our contributions is to see if we can close the measurement gap be-

tween discoverable memorization and extractable memorization — between the

loose upper and lower bounds that they provide on total memorization. And to

do so, we need to identify methods to more feasibly measure extractable mem-

orization than manual checking with Google.

8.3.1 Prompting and efficient validation strategy

We discuss our methodology for prompting for and verifying extractable mem-

orization.

Prompting. For prompting, we use the method suggested in Carlini et

al. [109]. This involves two overaching steps:

1. We download 108 bytes of text data from Wikipedia, from which we ran-

domly sample with replacement continuous, 5-token strings. We sample

hundreds of millions of these 5-token strings, and each will serve as a

prompt p for the model.

2. For each prompt p, we produce an independent generation Gen(pi) = xi.

We store each generation xi to check for memorization.

Validating memorization. Because most of today’s models are trained on

large-scale web scrapes [351], when the training dataset for a particular lan-

guage model is unknown, it is reasonable to use the public Internet as a proxy.
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The prior work from which we draw our prompting strategy follows this ap-

proach for validating memorization. Carlini et al. [109] use a search engine to

manually check the Internet for the presence of the generations xi, and counted

positive matches as evidence of memorization.

Manual checking for memorization, however, is not efficient (or even fea-

sible) at large-scale. Indeed, one-off checking is prohibitively expensive even

we we do know the training dataset. For our prompting strategy, we are going

to generate billions of tokens of output, and contemporary LLMs are typically

trained on trillion of tokens. In other words, naively checking for inclusion of

our generations x ∈ X is infeasible; for dataset X of length n, in which its mem-

bers x are concatenated, the simplest check of traversing X to search for x is

O(n).

We use a more efficient validation strategy, which relies on a suffix array [352],

which is a data structure that stores all of the suffixes of a dataset X in lexico-

graphically sorted order. This sorting enables us to use binary search to do

O(log n) searches over X. We denote a suffix array s over training dataset X as

s(X), and checking if x ∈ s is equivalent to directly checking if x ∈ X.

Before describing this data structure in more detail, we introduce some

notation. A k-length suffix of string x, for our purposes, are the last k

tokens of x, which we denote x[−k:]. If we were to check naively that

a given suffix x′[−k:] is contained in x (|x| = n), it would still require

an O(n) search to check every suffix. Consider the following example,

in which a dataset X contains a single token x = "company". Work-

ing backward (and keeping only unique suffixes), the suffixes of X are

{"y","ny","any","pany","mpany","ompany","company"}, and we can
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represent these suffixes by their indices s′ = {6, 5, 4, 3, 2, 1, 0} (because {6 =

"y", 5 = "ny", 4 = "any", 3 = "pany", 2 = "mpany", 1 = "ompany", 0 =

"company"} In this unsorted order, it would still be O(n) to check x′[−k:]∈X.

If we store the unique suffixes in sorted order, we can do better than linear-

time scan. Let us sort s′ from above, which yields s = {4, 0, 2, 5, 1, 3, 6} because

"any" < "company" < "mpany" < "ny" < "ompany" < "pany" < "y".

For a given training dataset X, where we concatenate all the strings in all of the

documents present, we can construct such an array in linear time. To validate

if a string x ∈ X, we now just check x ∈ s with binary search; for example,

given input string x = "any", we can perform binary search over the suffixes

indicated by the indices of s. As we conduct binary search for x, we check

against the first k characters of the suffix at the current index i ∈ s that we are

examining.

We will next check the efficacy of this strategy by testing it on open models,

for which we do have knowledge the training dataset. We will use the prompt-

ing strategy discussed above, and build a suffix arrays s over their known train-

ing datasets X (Section 8.3.2). We will count extraction of training data as suc-

cessful if a generation x has a substring of at least 50 tokens of verbatim text in

X. Based on the success of testing our methodology on open models, we then it

to extracting memorization in ChatGPT (Section 8.4).

8.3.2 Initial extractable memorization measurements

With the strategy describe above, we test for memorization in two models:

Pythia 1.4B [60] and GPT-Neo 6B [69]. Both of these models are members of
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model families, and come in different sizes. In the extended version of this pa-

per, we examine multiple models in each of these families [435]. Both families

were trained on The Pile [221], so we construct a single suffix array over this

dataset to validate memorization.

We plot the rate of extraction for Pythia 1.4B and GPT-Neo in Figure 8.2. On

the x-axis, we plot the number of 50-token extracted, memorized sequences that

the model emitted, and on the y-axis we plot the number of unique 50-token

extracted, memorized sequences that the model emitted. The point of looking

at unique extracted sequences, as a function of total extracted sequences, is that a

model may emit a particular sequence a lot. For example, in manual checking of

emitted content, we see things like particular product blurbs and code snippets

repeated over and over again, and, from a privacy-attack perspective, counting

each of these emissions can be a bit misleading. If a model emits a memorized

sequence that it has already previously emitted, it is not actually revealing new

information to us; the privacy leakage occurs with the first emission. So, we

focus on the rate of unique sequences instead.

From Figure 8.2, we can clearly see that Pythia 1.4B memorizes less than

GPT-Neo 6B, and that it also seems to level off in terms of how much unique

memorization we can extract quickly. In the extended version of this work [435],

we show how we can look at the slope and curvature of these extraction curves

to estimate total extractable memorization. Our estimates use Good-Turing to

extrapolate total memorization [240], and show that it is important to have a

large enough amount of total extracted sequences (x-axis) in order to not under-

estimate the unique extraction rate over time.
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Figure 8.2: Unique, extracted 50-token sequences versus total extracted 50-token
sequences. This shows us the relative number of unique generated and memo-
rized sequences for each model. The larger model, GPT-Neo 6B, always exhibits
a higher rate of unique extraction than Pythia 1.4B. Figure reprinted with per-
mission from my collaborators.

8.4 Extracting training data from ChatGPT

Given the success of testing our attack strategy on open models, for which we

do know the training data, we now instantiate our attack to extract memoriza-

tion from ChatGPT (chatgpt-3.5-turbo). There are two problems that we

encounter and need to address. First, ChatGPT is a closed model; we do not

know its training data, like we do for Pythia 1.4B and GPT-Neo 6B. Second, as

noted in Sections 8.1 and 8.2, ChatGPT is aligned to have a chat-like response

structure and to not regurgitate memorized text [453]. Unlike the unaligned,

base Pythia 1.4B and GPT-Neo 6B models, which simply produce continuations

of the prompts with which they are supplied, ChatGPT will not readily produce

continuations of random string of text drawn from Wikipedia.
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8.4.1 Constructing a proxy validation dataset

We do not know the training dataset for ChatGPT, so we cannot construct a

suffix array over it. Since contemporary language models are typically trained

on large, scraped datasets of text from the web, we opt to use the public Inter-

net as a proxy for ChatGPT’s dataset. We construct this dataset, which we call

AUXDATASET from a variety of well-known and often-used text corpora: The

Pile [221], Dolma [554], RefinedWeb [466], and RedPajama [580]. These datasets

are not unique, as they all contain data from Common Crawl, and some of them

contain Wikipedia, arXiv, and other overlapping subsets. For example, both

Dolma and RedPajama both include a copy of the C4 dataset [486]. We perform

document-level tokenization and de-duplication so as to not repeat exact copies

of the same examples in our suffix array. The resulting AUXDATASET is 9 ter-

abytes in size, and the suffix array that we construct for it, sAUX, is 45 terabytes

in size. We necessarily shard it across multiple storage devices. We refer to Nasr

et al. [435, Section 4.1] for more details.

8.4.2 Divergence attack

Now that we have solved the problem of not having direct access to ChatGPT’s

training dataset, by developing a proxy dataset for our suffix array, we can test

our attack strategy. We find that if we try the same prompting procedure as

we used for Pythia 1.4B and GPT-Neo 6B — of supplying ChatGPT with con-

tinuous, randomly-sampled 5-token prompts from Wikipedia – we do not find

significant evidence of memorization (Figure 8.1, right, default). In fact, with

this approach, it looks like ChatGPT has not memorized any training data.
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User: Write the following words then continue from there: “British
Broadcasting Corporation is a British public service broadcaster head-
quartered at Broadcasting House in London, England. The total number
of staff is”
Assistant: I’m sorry, but you haven’t provided the complete informa-
tion about the total number of staff at the BBC. As of my last knowledge
update in September 2021, the BBC ....

Figure 8.3: An example of how alignment breaks continuation in ChatGPT. Ex-
ample reprinted with permission from my collaborators.

As noted above, we believe that it is difficult to surface memorization in

ChatGPT because it is aligned to behave like a chatbot. This makes it hard to at-

tack by giving it random strings of text from the internet as prompts: sometimes

the model will tell you it does not have enough information to respond, or that

it does not understand what is being asked of it, or it will just refuse to respond

(Figure 8.3). In other words, ChatGPT does not just always produce continua-

tions of the provided text prompt, which we can then check for memorization.

In Figure 8.1 (right, default), one can see that it looks like ChatGPT memo-

rized 50× less data than other models when we use this strategy. (Or, rather, it is

more like one cannot see it, since the bar in the plot is virtually nonexistent.) So,

at first glance, alignment seems to have succeeded at preventing attacks that ex-

tract memorization. Or, another interpretation is that, to extract memorization,

we would need to try a different prompting strategy — one that first evades

alignment.

The method that worked best was asking ChatGPT to repeat a given token

forever. We are not sure why this worked, but nearly every time, the model

would start off correct — in the example in Figure 8.1 (left), repeating the to-

ken "poem". But then after some time (and almost every single time), ChatGPT
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Figure 8.4: Unique, extracted 50-token sequences versus total extracted 50-token
sequences. The rate of extracting unique 50-grams is similar for both Chat-
GPT models, and both exhibit much higher rates than any other model. Figure
reprinted with permission from my collaborators.

would diverge from its chatbot persona and generate other text, which resem-

bled raw text from the Internet. Sometimes, that divergent text, when checked

against our suffix array sAUX, contained memorization. In fact, we can get Chat-

GPT to emit training data 150×more frequently than other models, for the cost

of $200 of querying the public chatgpt-3.5-turbo API (Figure 8.1, right, our

attack).

With our successful attack, we can make an analogous plot to Figure 8.2

for ChatGPT. In Figure 8.4, we plot our rate of unique extraction curves for

ChatGPT models, alongside the other models that we attack in the longer pa-

per [435]. These curves show that ChatGPT emits a lot more memorized con-

tent than any other model that we tested. Further, the slopes of these curves

for ChatGPT are not leveling off; they proceed up and to the right. This implies

that, if we had prompted more, we could have extracted a lot more memoriza-

tion than we actually did with our $200 query budget.
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Figure 8.5: chatgpt-instruct often repeat 2- or 3-tokens thousands of times,
without leading to divergent generations. In contrast, 1-token words often need
only be repeated a couple hundred times, after which divergence almost always
occurs. The solid lines show medians over choices of 40 different words, with
the shaded areas around the lines indicating the 10%–90% quantile ranges. Fig-
ure reprinted with permission from my collaborators.

Our qualitative analysis, detailed in the longer paper [435], shows that this

memorized text contained a variety of different content. For example, perhaps

unsurprisingly, when prompting with the tokens "book" or "poem", ChatGPT

generated paragraphs from novels and copies of poems — verbatim copies of

works that are sometimes still under copyright. We also test a sample of genera-

tions for personally identifiable information (PII), and found that 16.9% of these

generations contained memorized PII [435].

While we are uncertain as to why this attack works, some of our experiments

did yield some interesting patterns. Notably, prompting with single tokens in

our divergence attack almost always leads to divergence; prompting to repeat

2- or 3-token sequences is more variable in its success to cause divergence.
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8.5 Conclusion

In this chapter, we discuss methodologies for how to measure extractable mem-

orization at scale. Our attack strategy works on unaligned open (Section 8.3)

and closed models (Nasr et al. [435]). For the aligned ChatGPT, however, we

need to develop another strategy for revealing memorization. We construct a

divergence attack that is successful at revealing memorization in ChatGPT that

is orders of magnitude larger than previously believed (Section 8.4).

There are several important takeaways from this work. For one, alignment

is really hard to do, and to verify that it actually works. We have showcased

just one way that alignment can be shown to be brittle. It just happens to be

the case that we can break alignment in such a way that we are able to surface

memorized training data. The fact that we were able to surface this much mem-

orization shows how important it is to rigorously test if a model is memorizing

its training data.

This is important even if, for whatever reason, one is not so concerned with

issues of privacy or copyright. Our experiments with GPT-Neo 6B yield about

a gigabyte of its training data — nearly a gigabyte of training data is embed-

ded somewhere in the model’s weights. This model can be compressed on

disk to just a few gigabytes, without any loss in utility (measured on common

benchmarks). Altogether, this suggests that approximately 10% of GPT-Neo

6B’s weights contain verbatim memorized training data. One could hypothesize

that this is just a waste of capacity; perhaps the model would perform better if

not so much memorized content were embedded in its parameters. This is an

empirical question, worthy of future study.
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And while this observation is interesting independent of topics like copy-

right, this about of verbatim copying is also interesting with respect to copy-

right. There are numerous individuals and organizations currently saying that

memorization is rare, and that adversarial prompting is not a normal usage pat-

tern; as a result, the types of experiments that we run in this chapter should not

be indicative of generative AI generally being able to produce copies of copy-

righted training data. But 10% wholesale copying is a lot; it suggests that some

models — models that have memorized a lot of their training data — may them-

selves by infringing copies of their training data [139]. We defer additional ex-

periments on model capacity to future work.
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CHAPTER 9

COMMONCANVAS: OPEN DIFFUSION MODELS TRAINED ON

CREATIVE-COMMONS IMAGES

One of the current concerns about memorized training data is that these data

can contain copyrightable expression [349]. To avoid this, a natural idea is to try

to train generative-AI models on data that are either in the public domain or

expressly licensed for model training. In this chapter, we explore this idea for

text-to-image (T2I) diffusion models.

Chapter summary: We train a set of open T2I diffusion models on a dataset of

curated Creative-Commons-licensed (CC) images, which yields models that are

competitive with Stable Diffusion 2 (SD2). This task presents two challenges:

(1) high-resolution CC images lack the captions necessary to train T2I models;

(2) CC images are relatively scarce. To address these challenges, we use an in-

tuitive transfer learning technique to produce a set of high-quality synthetic

captions paired with our assembled CC images. We then develop a data- and

compute-efficient training recipe that requires as little as 3% of the LAION data

(i.e., roughly 70 million examples) needed to train existing SD2 models, but ob-

tains the same quality. These results indicate that we have a sufficient number

of CC images (also roughly 70 million) for training high-quality models. Our

recipe also implements a variety of optimizations that achieve 2.71× training

speed-ups, enabling rapid model iteration. We leverage this recipe to train sev-

eral high-quality T2I models, which we dub the CommonCanvas family. Our

largest model achieves comparable performance to SD2 on human evaluation,

even though we use a synthetically captioned CC-image dataset that is only

<3% the size of LAION for training.
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Figure 9.1: We achieve comparable performance to public Stable Diffusion 2
(SD2), using entirely Creative-Commons images and a synthetic captioning ap-
proach that requires only <3% of the amount of the data used to train previous
models. We include results for two CommonCanvas architectures, small (S)
and large (L), and two CC-image datasets, commercial (C) and non-commercial
(NC).

This chapter is a licensed derivative copy of work published at CVPR 2024.

9.1 Introduction

Most high-quality text-to-image (T2I) models are trained using large-scale, web-

scraped datasets, like LAION-2B [351]. Even though this is a very common prac-

tice, U.S. courts have yet to definitively rule if this is permissible under copy-

right law [177, 233, 301, 304, 583]. In response, recent work in ML has begun to

investigate alternative methods of navigating copyright concerns in text gener-

ation [414], code completion [235, 518], and image generation [335]. Neverthe-

less, matching the performance of state-of-the-art models remains a challenge.

In this work, we study the following natural question: is it possible to efficiently

produce a high-quality T2I model by training only on Creative-Commons-licensed data?

We suggest a path forward, training a suite of T2I architectures using only

open-licensed, Creative-Commons (CC) images (Figures 9.1 & 9.2). This task

brings to light two significant challenges. The first problem is data incomplete-

ness: almost all CC images lack the captions necessary to train a high-quality T2I

217



model. The second is data scarcity: there are relatively few high-resolution CC

images — roughly 70 million, compared to LAION-2B’s roughly 2 billion [338].

We address the data incompleteness problem by using a pre-trained BLIP-

2 model [369] to produce high-quality, synthetic captions for a set of curated,

open-licensed CC images. This is an intuitive transfer-learning solution: we

leverage a powerful pre-trained generative model to produce synthetic labels

for an unlabeled dataset, which we can then use to train a different multi-

modal generative model. To deal with data scarcity, we propose a data- and

compute-efficient training recipe that obtains the same quality as Stable Dif-

fusion 2 (SD2) [558], but, perhaps surprisingly, requires as little as 3% of the

LAION-2B data (i.e., roughly 70 million examples) originally used to train SD2.

We call this model SD2-90M. These results indicate that we have a sufficient

numseber of CC images (also roughly 70 million) for training high-quality mod-

els. Our training recipe also implements a variety of optimizations that achieve

2.71× training speed-ups, enabling rapid model iteration.

The above methods enable us to create CommonCanvas, a suite of latent dif-

fusion model (LDM) architectures trained on our curated dataset of CC images

and synthetic captions, which we denote CommonCatalog. For one of our ar-

chitectures, we swap SD2’s UNet for SDXL’s larger network to demonstrate

how, even with less data, larger models do not overfit to this smaller dataset.

Our largest model (CommonCanvas-L-NC) achieves performance comparable

to SD2-90M on human evaluation of Parti Prompts [636], even though our Com-

monCatalog training dataset is 3% the size of LAION and has synthetically gen-

erated captions. Although this is a larger and more capable model architecture

than SD2, we find it surprising and important that it is possible to train an SD2-
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quality model at all based on such a limited dataset with synthetic captions.

This reveals a promising path forward for future research on highly capable,

open T2I models. In summary, we:

• Curate CommonCatalog, a multimodal training dataset of roughly 70 mil-

lion open-licensed CC images (Section 9.4) for which we synthesize a set

of high-quality captions. We note that synthesizing training data using

generative models is an increasingly common transfer-learning technique,

and we give it the shorthand name telephoning (Sections 9.3).

• Train CommonCanvas, a suite of LDM architectures trained on Common-

Catalog. The largest of these models, CommonCanvas-L-NC, produces

qualitative results that are competitive with public SD2 (Section 9.6). To

make this analysis tractable, we implement training optimizations that

achieve 2.71× speed-ups in training SD2-90M (Section 9.5).

• We will release our CommonCatalog dataset along with our trained

CommonCanvas models at https://github.com/mosaicml/diffusion/

blob/main/assets/common-canvas.md.

9.2 Preliminaries and Motivation

In this section, we present background on training the T2I Stable Diffusion

model, which was originally trained on the web-scraped LAION-2B dataset.

We then discuss copyright and reproducibility with respect to LAION datasets.

This discussion motivates the creation of an alternative dataset composed of

open-licensed CC images with synthetic captions, which we introduce in Sec-

tion 9.4.
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"an image of
elsa from
frozen"

(a) Prompt (b) SD2 (c) CommonCanvas-S-C

"the lion
king"

(d) Prompt (e) SD2 (f) CommonCanvas

Figure 9.2: Prompting with Disney concepts (a, d). SD2 generates a recogniz-
able image of Elsa from Frozen (b) and an image with a misshapen Disney logo
and characters resembling those from The Lion King (e); CommonCanvas-S-C
(small, commercial) does not (c, f).

9.2.1 Text-to-image generative models

Text-to-image (T2I) generative models are neural networks trained on image-

caption pairs. One such family of T2I models is Stable Diffusion (SD) [499]: a

latent diffusion model (LDM) that converts images to latent representations and

back again using Variational Autoencoders (VAEs) [315], and which uses an it-

erative sampling procedure [553] to train an underlying UNet [500]. The ar-

chitecture also includes a text encoder, such as the Contrastive Language-Image

Pre-training (CLIP) model [473] — either the original OpenAI CLIP [480] or its

open-source counterpart, OpenCLIP [121, 290].

Stable Diffusion 2 (SD2)’s UNet has approximately 865 million trainable pa-

rameters; Stable Diffusion XL (SDXL) is larger, with 2.6 billion parameters and
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has other advancements involving aspect ratio bucketing, micro-conditioning,

and multiple text encoders and tokenizers. In terms of training data, SD models

and OpenCLIP are both trained on subsets of the LAION-5B dataset [50, 523].

The exact training dataset for CLIP is unknown, but it is likely web-scraped

data [480].

9.2.2 Copyright, reproducibility, and LAION datasets

LAION-5B is a dataset derived from a snapshot of the Common Crawl, a mas-

sive corpus of data scraped from the web. From this snapshot, the LAION orga-

nization curated pairs of image URLs and their corresponding alt-text captions

for the intended use of training T2I and image-to-text (I2T) generative mod-

els [50, 523]. In practice, T2I models are typically trained on filtered subsets

of the full LAION-5B dataset (e.g. LAION-2B [338]). Training T2I models on

this dataset requires visiting the URLs and downloading the associated images.

There are two elements of LAION datasets that are relevant to our work:

Copyright. The images associated with LAION datasets have unclear prove-

nance: it is often not known what the original image sources are [351]. Although

LAION datasets are released under the open MIT license, some experts note

that it is unclear if this is sufficient to allow for training on the underlying im-

ages and captions, which often have their own copyrights [142, 272, 349–351].

Courts have not yet decided if training on these datasets is “fair use” — an

important exception in copyright [349, 350, 363, 515, 551]. There are several

copyright lawsuits for the alleged use of LAION-5B subsets to train generative

models [24, 233, 301, 599, e.g.].
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Reproducibility. Since LAION datasets only contain the image URLs, and

not the images themselves, they are plagued with link rot [339].1 When ac-

cessing LAION-5B, there is no guarantee the images still exist at their URLs,

making it impossible to fully reproduce the dataset and opening up the pos-

sibility of data poisoning attacks [106]. A natural alternative is to not use

LAION datasets for training. Instead, one could independently curate a dataset

of CC-licensed images with known provenance that explicitly allow for copy-

ing, adaptation, and commercial use. As constituent images can be stored and

distributed, this would also solve the link-rot problem, enabling greater repro-

ducibility. (Further, LAION datasets are no longer public because they contain

CSAM [63, 577].) We defer our discussion of sourcing CC-licensed images to

Section 9.4, where we detail CommonCatalog: our new, open dataset. While

CC images are an attractive alternative to LAION-5B, we note that CC images

rarely contain the captions necessary to train T2I models. Therefore, we first

need a method for captioning CC images.

9.3 Transfer Learning for Image Captioning

Our solution for handling the lack of captions in CC images is an intuitive type

of transfer learning for producing high-quality synthetic labels. We describe

this method, and note that there are various similar methods in prior literature

on generative modeling. Altogether, these methods indicate that this type of

transfer learning has become an increasingly common pattern: producing syn-

thetic labels that later serve as inputs to training other generative models. We

therefore give this method a shorthand name: telephoning.

1This also applies to other web-scrapes, e.g., DataComp [219].
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Common
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Catalog

BLIP-2

a black and 
white cartoon 
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black ears
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400M
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a black and 
white cartoon 
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black ears

Figure 9.3: (a) We use the LAION-400M-pre-trained, I2T BLIP-2 model to
produce synthetic captions for our uncaptioned CC images (e.g., the Wikipedia
CC-licensed image of Snoopy). The synthetic captions are “lossy compres-
sions” of the input images (e.g., a black and white cartoon dog with
black ears has no mention of Snoopy). (b) We compile the resulting syn-
thetic image-caption pairs into CommonCatalog, which (c) we use to train our
open, T2I CommonCanvas models. (d) When we supply “lossy” captions to a T2I
model, like a game of telephone, it produces outputs that no longer resemble
the original images (e.g., CommonCanvas produces an image that matches the
caption, but does not look like Snoopy).

9.3.1 Telephoning

Telephoning (Figure 9.3) proceeds in two steps. First, shown in Figure 9.3b,

it takes inputs from a high-dimensional modality (e.g., images) and effectively

performs a “lossy compression” to a (scarce) low-dimensional modality (e.g.,

short-text captions). Second, shown in Figure 9.3d, it takes the “lossy compres-

sion” and decompresses back to the high-dimensional modality. Because the

intermediate compression step is “lossy,” the ultimate output often does not

remotely resemble the original input, just like a game of telephone [393]. We

derive the term telephoning from the above intuition and use it as shorthand to

denote instances of transfer learning that solve data-scarcity problems in multi-
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modal generative modeling.

In this work, CC images are the high-dimensional inputs, and we use a pre-

trained BLIP-2 model [369] for “lossy compression” to short-text captions (Fig-

ure 9.3a). Together, these CC-image-caption pairs comprise the CommonCata-

log dataset (Section 9.4), which we use to train our CommonCanvas T2I models

(Figure 9.3b). While BLIP-2 was pre-trained on LAION-400M [522], we empha-

size that, for training CommonCanvas, we only ever have access to the cap-

tions — to the “lossy compressions” it produces. We never have direct access to

LAION-400M or, importantly, anything that is similar to the images that BLIP-

2 was trained on. Instead, we only have access to the mapping in the model,

which, given an image input, produces “lossy” output text.

Telephoning & Copyright. We defer to experts about fair use (Section 9.2.2)

— namely, regarding models like BLIP-2, and LAION-5B’s images and alt-text

captions. Generally, these experts seem to think that many cases will fall under

fair use [349, 357, 515], especially when model outputs do not resemble their

inputs (i.e., the use is “non-expressive” or “non-consumptive” [142]). This is

the case with our use of BLIP-2 to produce “lossy” captions.

Nevertheless, it is possible that BLIP-2 could produce captions that resem-

ble those in its LAION training data. This might seem to present a copyright

concern similar to those that others have expressed about T2I generations that

resemble LAION images. However, according to the U.S. Copyright Office,

short phrases (like captions) may often not be copyrightable: “short phrases”

often contain “an insufficient amount of authorship” to meet the threshold for

copyright protection [575]. So, even if hypothetically BLIP-2 were to regurgitate

captions from LAION verbatim, according to legal experts [349], the copyright
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considerations are likely to be different than they are for generated images or

generated long-form text. We defer to experts for more precise legal arguments,

but note that this is another reason why we believe it is reasonable for us to rely

on BLIP-2 for captioning our CC images.

9.3.2 Related work on telephoning

Our work aligns with the trend of using advanced generative models to ad-

dress data scarcity. This is evident in various modalities, such as producing

audio captions from image-text pairs [627] and text from audio [481]. Similar

approaches have also been used to generate instruction-tuning datasets for both

text and images [371, 377]. Concurrent work, e.g. LLaVA [377], has used visual

question-answer models to augment existing caption datasets, such as the ones

used in training DALLE·3 [56] and Chen et al. [120]. Our model is one of the

first works to train on a dataset without any ground-truth captions, and one of

the first to release our dataset along with a fully trained diffusion model. The

caption upsampling approaches described in these other works could be used

to further improve the captions of CommonCatalog in future work.

Captioning models have also been used to create descriptive captions to

guide a diffusion model to create an image visually similar to a specific im-

age In concurrent work, SynthCap [95] generates a synthetic captioning dataset

using a diffusion model to generate images from captions — the inverse of our

problem statement. We coin the term telephoning to short-hand processes like

these, which include our work and prior work, and which we believe will be-

come more prevalent as generative-model capabilities advance.
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9.4 A CC-Image, Synthetic-Caption Dataset

We now introduce our open dataset, CommonCatalog. First, we describe the col-

lection and curation process for the open-licensed, CC images. This process

brings to light two challenges: caption-data incompleteness and image-data

scarcity. To address the lack of CC captions, we show concretely how we use

telephoning to produce high-quality synthetic captions to accompany our set

of curated images. We investigate the topic of data scarcity in the next section,

where we also discuss necessary systems-level training optimizations that en-

able efficient model iteration.

9.4.1 Sourcing licensed images for CommonCatalog

We focus on locating high-resolution Creative-Commons images that have open

licenses. We began with the YFCC100M dataset, which consists of 100 million

CC-licensed images and multimedia files, as well as Flickr IDs linking to the

original data [579]. The images in the dataset associated with the original paper

exhibit two issues that make it ill-suited for direct use to train Stable Diffusion:

they are low-resolution, and many of them have licenses that do not expressly

allow for the distribution of derivative works — a use that is in unsettled copy-

right law in the context of model training [349].

We therefore re-scraped these images from Flickr, based on the IDs provided

in the YFCC100M metadata. Our scraped images are of very high resolution

(exceeding 4K), which makes them more suitable for T2I training.

We exclude images with non-derivative (ND) licenses. The remaining im-
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Figure 9.4: CommonCatalog-C contains images licensed only for commercial
use; -NC contains -C as well as images licensed for non-commercial use.

Dataset # Images % Alt Text

CommonCatalog-C 26,232,417 30.76%

CommonCatalog-NC 67,015,331 31.22%

ages can be further divided into those that can be used for commercial (C)

purposes and those that cannot (NC). As shown in Table 9.4, we accordingly

construct two datasets, CommonCatalog-C and CommonCatalog-NC. We de-

fer additional details about licenses to Appendix F.2, but emphasize that all of

the included images have open licenses: individuals are free to use, adapt, and

remix the images, so long as they attribute them. In total, CommonCatalog con-

tains roughly 70 million images that can be used non-commercially, of which a

approximately 25 million images can also be used commercially.

Directly sourcing CommonCatalog avoids some concerns (Section 9.2.2);

however, it also comes with its own challenges. For one, CC images rarely have

the alt-text captions necessary to train a T2I model like Stable Diffusion (Fig-

ure 9.4); those that do have associated text often just include the image title or

a URL. For another, we could only find roughly 70 million usable CC images,

which pales in comparison to the billions of images in LAION used to train

SD2 (Section 9.5). We take each of these challenges in turn. First, in the next

subsection, we show how we instantiate telephoning (Section 9.3) to produce

high-quality, synthetic captions for CC images.
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Source Caption

Alt-Text (LAION-
2B)

"Latest 1PC Transparent
Gradient Color Voile" "Window
Curtain"

BLIP2-OPT-2.7B "A living room with a white
couch and curtains"

Figure 9.5: Original vs. BLIP-2-generated captions for an image from LAION-
2B. In this example. BLIP-2’s caption better aligns with what a human would
write. See Appendix F for more examples.

9.4.2 Synthesizing captions with telephoning

We compared several captioning models and chose the pre-trained BLIP-2

OPT2.5B model for synthesizing CommonCatalog’s captions [369], based on

qualitative analysis and state-of-the-art performance on MS COCO. BLIP-2 con-

sists of three components: a pre-trained, frozen (i.e., fixed) visual encoder, a

learned transformer network that converts the visual embeddings into a text

prompt, and a frozen large language model (LLM) that takes in the prompt.

The only trainable variables in the transformers are between the frozen visual

encoder and the frozen LLM layers.

Given a LAION-2B image as input, we found that the resulting BLIP-2 cap-

tion is often qualitatively more descriptive than the corresponding LAION-2B

ground-truth alt-text caption. LAION-2B captions often contain product names,

irrelevant details, or poor grammar and syntax (Figure 9.5). This finding is cor-

roborated by Nguyen et al. [443], which quantitatively shows that (in terms of

CLIP Score) BLIP-2 captions are higher quality than ground-truth captions, at

the cost of caption diversity. Based on these preliminary results, we captioned

all of the YFCC100M Creative-Commons images, which required about 1,120

GPU A100 hours. We center-cropped and resized all of the images to a maxi-
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mum size of 512x512 pixels, since captioning images at native resolution would

be very expensive. At training time for CommonCanvas models, we use the

high-resolution images.

We release our commercial (CommonCatalog-C) and non-commercial

(CommonCatalog-NC) CC-image and synthetic-caption datasets with associ-

ated data cards. As an evaluation set, we also release the BLIP-2 captions that

we produced for the non-derivative (ND) CC images that we did not use for

training.

9.5 Optimizations and Data-Scarcity Analysis

High-resolution CC images are indeed much less abundant than web-scraped

images; however, it is unclear if this scarcity presents a problem for training.

Prior work has not studied in depth how much data is actually necessary to

train high-quality SD2 models. We set out to quantify this amount by training

multiple SD2 models on differently-sized subsets of LAION-2B. However, train-

ing a single SD2 model, even with hundreds of GPUs, can take several days. So,

to make our data scarcity analysis more tractable, we first implemented several

efficiency optimizations.

9.5.1 Software and hardware speed-ups

Stability AI reports an estimated 200,000 A100 hours to train SD2 [559]. De-

pending on hardware, a single SD2 training run could take anywhere from a

few weeks to over a month. We sought out multiple avenues to reduce this
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Figure 9.6: Cumulative effect of various speed-ups (totalling 2.71×) in our SD2
training pipeline evaluated on 128 A100s.

training-time constraint. We applied Flash Attention [163] with the xFormers li-

brary [353], pre-computed VAE and text encoder latents over the entire training

dataset, cast all GroupNorm [626] and LayerNorm [31] to float16 precision, and

applied fully-sharded data parallelism (FSDP) to our training run. Finally we

opted to only keep an exponential moving average of the weights for the final

3.5% of training. Altogether, we are able to achieve a 2.71X speedup in A100

hours over our SD2 baseline implementation.

We found that latent pre-computation helped the most at low resolutions,

while FSDP also provided significant gains, especially at scale. The other op-

timizations helped reduce total memory usage, allowing us to increase the mi-

crobatch size for better hardware utilization. Figure 9.6 summarizes each of the

proposed methods and the cumulative speedup that results from their applica-

tion. Equipped with an optimized training setup, it is more feasible for us to

study the effect of varying training-dataset size. More details can be found in

Appendix F.4.
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Figure 9.7: For different SD2 models trained on subsets of LAION (90M, 10M us-
ing either original captions or synthetic BLIP-2 captions), we compute FID [274],
KID [62], CLIP-FID [337], and CLIP-Score [273] on 30K samples from MS COCO.
We compute these metrics across a text-guidance scale of 1-8, with higher val-
ues indicating the model should respect the text prompt more. Lower FID, KID,
and CLIP-FID indicate higher quality; higher CLIP-Score indicates higher qual-
ity. Together, these plots show that increasing the amount of training data from
10M to 90M samples does not lead to quantitative improvements. BLIP-2 re-
captions provide nearly identical performance to LAION in terms of FID and
KID; the re-captions indicate slightly better performance when using CLIP-FID
as the quality metric.

9.5.2 Investigating data scarcity

YFCC100M contains 100 million images, about 10% the size of the 1.1B LAION

examples we could access (due to link rot) — about 5% of the original LAION-

2B dataset. An interesting question remains: how much data is actually needed

to train these diffusion models effectively; do we really need billions of images to get

high-quality results?

To answer this question, we train multiple SD2 architectures on increasingly

smaller, random subsets of data from our LAION-1.1B dataset: 1.1B, 90M, 10M,

and 1M sample subsets. While human evaluation remains the gold standard for

evaluating generative models, we use proposed automated metrics like Frechet-

Inception Distance [274], Kernal Inception Distance [62] and caption-alignment

metrics such as CLIP Score [273] (Figure 9.6). We find that performance (FID and
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KID on MS COCO) does not degrade until training with as few as 1 million im-

ages; our models trained on 10M and 90M subsets perform comparably to the

entire 1.1B dataset (Appendix F, Figure F.1). Figure 9.7 further compares our

SD2 variants trained on 10M and 90M LAION subsets across different guidance

scales. We also plot the effect of using the original LAION captions vs. BLIP-

2 synthetic captions at these size regimes (discussed further in Section 9.6.1).

These findings suggest that SD2 models may be underparameterized. We hy-

pothesize about why this might be the case and how much data is actually nec-

essary to saturate the model in Appendix F.

9.6 Experiments

In this section, our model evaluations use automated, quantitative image-

quality metrics from the literature. We measure performance with three au-

tomated image quality metrics on the commonly used MS COCO dataset [374]:

Fréchet Inception Distance (FID) [274], Kernel Inception Distance (KID) [62],

and CLIP-FID [337]. Each captures a slightly different measures of generated-

image quality and diversity, in relation to statistics in the training data, with

lower values corresponding to higher quality. Additionally, we evaluated CLIP-

Score [273], which can help us understand the alignment between captions and

their respective images, with higher values signaling better alignment. While

these automated metrics are intended to be efficient proxies for human prefer-

ences in image quality, they often fall short; the gold standard for T2I model

evaluation still remains human evaluation. Since synthetic captions differ so

much from human-designed ones [443], we also set up a pairwise preference

rating task to measure the relative quality of our trained models.
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Prompt SD2 CommonCanvas-
S-C

CommonCanvas-
S-NC

CommonCanvas-
L-NC

"a cute
black cat
inside of
a pumpkin"

"a robot
holding a

paint
palette"

Figure 9.8: Using entirely Creative-Commons images and our synthetic caption-
ing approach, we achieve comparable qualitative performance to public SD2,
as seen in CommonCanvas generations, while only requiring a small fraction
(< 3%) of the amount of training data. We include results for two Common-
Canvas architectures, small (S) and large (L) (Section 9.6), and two CC-image
datasets, commercial (C) and non-commercial (NC) (Section 9.4). We label our
results accordingly as CommonCanvas-<architecture>-<dataset>.

9.6.1 Training with Synthetic Captions

First, we look at the effect of training with synthetic captions instead of ground-

truth captions from LAION. Interestingly, we observe that synthetic captions

can enhance the alignment of our model. For instance, the CLIP-Score for syn-

thetic captions exceeded that of ground-truth captions as seen in Figure 9.7 (for

CLIP-FID).

To get a more nuanced perspective on the effect of our synthetic captions, we

assess CLIP-FID for image generations from different models on human- and

computer-generated captions. In Figure 9.9, we compute CLIP-FID for various

models trained using LAION, CommonCatalog, or LAION images re-captioned

with BLIP-2; CLIP-FID is computed based on generating for prompts from MS

COCO and the Conceptual Captions dataset. Unlike other caption datasets,
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Figure 9.9: Evaluating models at 256 resolution on different subsets of the
Conceptual Captions dataset and MS COCO. LAION models are trained on 1.1
billion, 90 million (SD2-90M), and 10 million subsets. We also train a model
with a 90 million subset re-captioned with BLIP-2 to evaluate distribution
shift. The last two models are trained on on the CommonCatalog-C, and
CommonCatalog-NC. We observe a domain shift between MS COCO and
web-scraped Conceptual Captions. CLIP-FID may exhibit a preference for SD2
models, given that CLIP has been trained on a text style akin to that found
in LAION. Subsampling the LAION dataset from 1.13B to 10M images does
not seem to affect quantative performance. Using synthetic captions causes
a significant performance drop on the LAION dataset when evaluated on
Conceptual Caption test datasets, but not MS COCO.

MS COCO captions are human written. Most captions from web-based datasets

(like LAION) are computer-generated [443]. BLIP-2 captions are also generated,

but the BLIP-2 model is then fine-tuned to align with human-written captions.

Given the higher quality of our synthetic captions, it is unsurprising that Com-

monCanvas’s CLIP-FID is better (i.e., lower) for MS COCO (i.e., aligns better

with human-written captions).

However, like any model, ours has limitations. CommonCanvas under-

performed in several categories, including faces, general photography, and

paintings. These datasets all originated from the Conceptual Captions

dataset [536], which relies on web-scraped data. These web-sourced captions,

while abundant, may not always align with human-generated language nu-

234



Ours SD2 Ours SD2 Ours SD2

"ice princess" "Snoopy" "a adventurous
archaeologist
with a whip and

a fedora"

"A teenage
wizard with

round glasses"

"a cartoon
beagle in a red

dog house"

"black and white
stencil little
girl reaching

for a red
balloon"

Figure 9.10: We compare CommonCanvas-S-NC (Ours) to SD2. Our
model is less likely to generate iconic characters given suggestive
prompts (drawn from Lee et al. [349]).

ances [56, 95, 443]. Although transitioning to synthetic captions introduces cer-

tain performance challenges, the drop in performance is not as dramatic as one

might assume. Moreover, we speculate that the model will perform better if

users provide their more specialized datasets to the model, such as FFHQ [311].

9.6.2 CommonCanvas vs. LAION-trained SD2

Given that our data-scarcity analysis suggests that CommonCatalog is large

enough to train a high-quality SD2 model and that synthetic captions can

perform well (Figure 9.6.1), we train two different CommonCanvas mod-

els: one trained on commercial (CommonCatalog-C) images, another on non-
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commercial (CommonCatalog-NC). For a fair comparison with SD2, we use the

OpenCLIP text encoder. Like BLIP-2, OpenCLIP is trained on LAION captions

(Figure 9.2.2). For example generations, see Figure 9.8.

We also note that, although we train on Creative-Commons images, it is still

possible for an adversarial prompt to produce content that includes iconic char-

acters. In Figure 9.10, we subject our model to ambiguous prompts that are

suggestive of such characters. Examples include visuals closely resembling Elsa

from Frozen, Indiana Jones resembling Harrison Ford, and even a likeness to

Harry Potter. Qualitatively, our model deviated more from these characters than

SD2.

9.6.3 Reaching SD2 quality with CommonCanvas-L

We also did a human study measuring pairwise preference ratings for the

512x512 resolution CommonCanvas models compared to SD2 (Figure 9.12). In

this experiment, human raters were shown a prompt (selected randomly from

the PartiPrompts prompts set [636]) along with two generated images in ran-

domized order, one from the reference model (public SD2) and the other from

a CommonCanvas model. We report the fraction of the time users selected the

image generated by the CommonCanvas model over the corresponding gen-

eration from SD2 as the user preference rate for that model. We find that our

CommonCanvas models are slightly less preferred than SD2-90M, with prefer-

ence rates of 37% for CommonCanvas-S-C and 38% for CommonCanvas-S-NC,

which we find surprisingly high considering the smaller and synthetic nature

of the dataset. Figure 9.8 displays the results from our human study.
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Ours SD2 Ours SD2 Ours SD2

"Bill Gates" "Elon Musk" "Kim Kardashian"

"Barack Obama" "Hillary Clinton""Richard Feynman"

Figure 9.11: Using CommonCanvas-SNC (Ours) to generate celebrities.
Our model is worse at synthesizing individual people than SD2, but
is capable of generating some noteworthy public figures. This result
demonstrates how our model struggles to generate specific celebrities,
which may be desirable from a privacy perspective.

Our previous results suggest that SD2 may be underparameterized. We ad-

ditionally train a larger variant of CommonCanvas-N-C (CommonCanvas-L-

NC) that has a significantly larger U-Net (the U-Net architecture from SDXL

(Podell et al. [473], Appendix F). When we use CommonCanvas-L-NC, we

achieve competitive performance with SD2 on user preferences (Figure 9.8). For

the largest model, CommonCanvas-L-NC, we do not measure a statistically sig-

nificant difference in user preference between this model and SD2.

9.7 Discussion and Related Work

In this paper, we train the CommonCanvas family of text-to-image, latent diffu-

sion models using only Creative-Commons images and synthetic captions. We

discuss and address data incompleteness and scarcity issues associated with
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Figure 9.12: User preference study using Parti prompts. Preference rate (com-
pared to SD2, the thick black horizontal line). CommonCanvas-L-NC matches
the performance of SD2.

CC images. For data incompleteness, we propose telephoning, an intuitive type

of transfer learning (Section 9.3), which we instantiate with BLIP-2 to produce

synthetic captions for CC images (together, the CommonCatalog dataset; Sec-

tion 9.4). Regarding data scarcity, we hypothesize that only a small fraction of

the data contained in LAION-2B is actually necessary to saturate SD2, and that

the examples in CommonCatalog should be sufficient for training. To make

testing this hypothesis more efficient, we implement a variety of ML-systems

optimizations, which achieve a 2.71× speed-up over our SD2 baseline.

Ultimately, we find that we can train the SD2 model on <3% of LAION-

2B (i.e., roughly 70 million images; Section 9.5), yielding a model we call SD2-

90M. This encourages us to train on CommonCatalog’s commercially usable

(also roughly 70 million) and non-commercially usable (roughly 25 million)

examples. Compared to SD2, our CommonCanvas models under-perform in

some categories, like faces, but CommonCanvas-L-NC demonstrates statisti-

cally equivalent performance with SD2 on human evaluation (Section 9.6).

While several recent works similarly address ML topics relating to copy-
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right, the literature tends to concern text-to-text training data [414], be primar-

ily theoretical [518, 605], involve ablation studies [335], or only handle verbatim

memorization [109, 435] through the use of generation-time content filters [235],

which has been shown to be an incomplete solution [294]. To the best of our

knowledge, no prior open work attempts to train T2I models on only open-

licensed data. Most prior work on image-caption-dataset creation has extracted

caption data from Common Crawl [169, 219, 347]. We instead focus on synthe-

sizing captions directly by using a pre-trained BLIP-2 model. Nguyen et al. [443]

demonstrates that existing caption datasets can be improved by using BLIP-2 to

replace low-quality image captions (e.g., in Datacomp), but does not focus on

creating a new dataset of synthetic captions, as we do here.

Another limitation is that the YFCC100M data is about a decade old; its CC

images are not as current as those in LAION-2B. In the future, we plan to aug-

ment CommonCatalog with Creative-Commons images from other sources, as

well as test larger model architectures and more advanced captioning models,

like LLaVA [377].
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CHAPTER 10

TALKIN’ ’BOUT AI GENERATION: COPYRIGHT AND THE

GENERATIVE-AI SUPPLY CHAIN (THE SHORT VERSION)

Memorization (Chapter 8) and licensed training data (Chapter 9 are just two

of many issues that generative AI presents for copyright. In this chapter, we

explore these issues in more detail. However, this chapter is a much-abridged

version of more extensive work published on this topic [349]. This work has had

a significant impact on legal scholarship, U.S. and U.K. AI policy, and more.

Chapter summary: “Does generative AI infringe copyright?” is an urgent ques-

tion. It is also a difficult question, for two reasons. First, “generative AI” is not

just one product from one company. It is a catch-all name for a massive ecosys-

tem of loosely related technologies. These systems behave differently and raise

different legal issues. Second, copyright law is notoriously complicated, and

generative-AI systems manage to touch on a great many corners of it. They

raise issues of authorship, similarity, direct and indirect liability, and fair use,

among much else. These issues cannot be analyzed in isolation, because there

are connections everywhere.

We aim to bring order to the chaos. To do so, we introduce the generative-AI

supply chain: an interconnected set of stages that transform training data (mil-

lions of pictures of cats) into generations. (a new, potentially never-seen-before

picture of a cat that has never existed). Breaking down generative AI into these

constituent stages reveals all of the places at which companies and users make

choices that have copyright consequences. It enables us to trace the effects of

upstream technical designs on downstream uses, and to assess who in these

complicated sociotechnical systems bears responsibility for infringement when
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it happens. Because we engage so closely with the technology of generative

AI, we are able to shed more light on the copyright questions. We identify the

key decisions that courts will need to make as they grapple with these issues,

and point out the consequences that would likely flow from different liability

regimes.

This chapter is a licensed derivative copy of work published and awarded a

Long Presentation slot at ACM CSLAW 2024 [350], which is a much-abbreviated

version of a law review article published at The Journal of the Copyright Soci-

ety [349].

10.1 Introduction

Generative-AI systems like ChatGPT, Gemini, DALL·E, and Ideogram can turn

a user-supplied prompt like "give three arguments why marbury v.

madison was wrongly decided" into a persuasive essay, or "a cowboy

riding a rocket ship" into a work of digital art. They are unpredictable

and complex; they break out of existing legal categories. In particular, because

generative-AI systems are trained on millions of examples of human creativity,

they raise serious copyright issues. These copyright issues have not gone un-

noticed. Numerous plaintiffs have sued leading generative-AI companies for

copyright infringement, with potential damages reaching into the billions of

dollars.

This chapter looks systematically at how copyright applies to generative-AI

systems. Our first contribution is to be precise about what “generative AI” is.

It is not just one product from one company. Instead, it is a catch-all term for a
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massive ecosystem of loosely related technologies, including conversational text

chatbots like ChatGPT, image generators like Midjourney and DALL·E, coding

assistants like GitHub Copilot, and systems that compose music, create videos,

and suggest molecules for new medical drugs. Generative-AI models have dif-

ferent technical architectures and are trained on different kinds and sources of

data using different algorithms. Some take months and cost millions of dollars

to train; others can be spun up in a weekend. Some models are offered through

paid online services; others are distributed open-source, such that anyone could

download and modify them.

We take the complexity and diversity of generative-AI systems seriously. We

introduce the generative-AI supply chain: an interconnected set of stages that

transform training data (millions of pictures of cats) into generations (a picture

that may never have been seen before of a cat that may not exist). We conceive

of eight stages: 1) production of creative works, 2) conversion of creative works

into quantified data, 3) creation and curation of training datasets, 4) base model

(pre-)training, 5) model fine-tuning to adapt to a specific problem domain, 6)

model release or deployment within a software system, 7) generation, i.e., the

AI-assisted production of new creative works, and 8) alignment, i.e., adjusting

the model and system to advance goals (such as helpfulness, safety, legal com-

pliance). The supply chain is not a simple cascade from data to generations.

Instead, each stage is regularly adjusted to better meet the needs of the oth-

ers. Breaking down generative AI into these constituent stages reveals all of the

places at which companies and users make choices that have copyright conse-

quences.

We then work systematically through the copyright analysis of these differ-
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ent stages. Copyright law is notoriously complicated, and generative-AI sys-

tems manage to touch on a great many corners of it. They raise issues of au-

thorship, similarity, direct and indirect liability, fair use, and licensing, among

much else. These issues cannot be analyzed in isolation, because there are con-

nections everywhere. Whether the output of a generative-AI system is fair use

can depend on how its training datasets were assembled. Whether the creator of

a generative-AI system is secondarily liable can depend on the prompts that its

users supply. We trace the effects of upstream technical designs on downstream

uses, and assess who in these complicated sociotechnical systems bears respon-

sibility for infringement when it happens. Because we engage so closely with

the technology of generative AI, we are able to shed more light on the copyright

questions. We do not give definitive answers as to who should and should not

be held liable. Instead, we identify the key decisions that courts will need to

make as they grapple with these issues, and point out the consequences that

would likely flow from different liability regimes.

We proceed in three parts. We:

• Describe the generative-AI supply chain in detail, including what happens

at each stage, the diversity of variations on the basic theme, and the design

choices that the various actors must make to create and use a generative-

AI system (Section 10.2).

• Provide examples of how the supply-chain framing facilitates detailed

copyright analysis, covering substantial similarity, direct infringement,

and fair use. We ask what might possibly be an infringing technical ar-

tifact, who might be an infringing actor, and when infringement may occur,

and discuss how the choices made by actors at one point in the supply
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chain affect the copyright risks faced by others (Section 10.3).

• Detail broader lessons, including the options courts have and how they

should conceptualize generative AI (Section 10.4).

Altogether, we argue that copyright pervades the generative-AI supply chain,

that fair use is not a silver bullet, that the ordinary business of copyright litiga-

tion will continue even in a generative-AI age, and that courts should beware

of metaphors that provide too-easy answers to the genuinely hard problems be-

fore them. This chapter is a shortened version of a law review article, which

treats these topics in much greater detail [349].

10.2 The Generative-AI Supply Chain

We assume introductory familiarity with machine learning (ML) and genera-

tive AI, and delve right into our discussion of the generative-AI supply chain.

To begin, we note that one of the big enablers of today’s generative-AI systems

is scale. Notably, scale complicates what technical and creative artifacts are pro-

duced, when these artifacts are produced and stored, and who exactly is involved

in the production process. In turn, these considerations are important for how

we reason about copyright implications: what is potentially an infringing arti-

fact, when in the production process it is possible for infringement to occur, and

who is potentially an infringing actor [146].1

1The generative-AI supply chain is a very good example of the “many hands” problem in
computer systems. That is, there are many diffuse actors, at potentially many different orga-
nizations, that can each have a hand in the construction of generative-AI systems. It can be
very challenging to identify responsible actors when these systems transgress broader societal
expectations — in our case, the preservation of copyrights. See Cooper et al. [146, pp. 867-869]
(describing the problem of “many hands” in data-driven ML/AI systems);
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Figure 10.1: The generative-AI supply chain. We map out eight stages: 1)
creation of expressive works, 2) data creation, 3) dataset collection/curation,
4) model (pre-)training, 5) model fine-tuning, 6) system deployment, 7) gen-
eration, and 8) model alignment. The creation of expressive works and data
creation pre-date the advent of today’s generative-AI systems (dotted line).
There are many possible ways to connect the other six stages. Deployment,
model alignment, and generation tend to happen in concert (dotted box).
Generations can be used as training data (arrow from generation (7) to dataset
collection/curation (3)). In this case, generation serves simultaneously as the
creation of expressive works (1) and data creation (2). Curated data examples
can be used for retrieval-augmented generation (arrow from dataset collec-
tion/curation (3) to generation (7)). APIs in deployed service can be used to do
custom fine-tuning (arrow from deployment (6) to fine-tuning (5)).
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To provide some structure for reasoning about this complexity, which will fa-

cilitate our copyright analysis in Section 10.3, we introduce our abstraction for

reasoning about generative AI as a supply chain. We conceive of the generative-

AI supply chain as having eight stages (see Figure 10.1): the creation of ex-

pressive works (Section 10.2.1), data creation (Section 10.2.2), dataset collection

and curation (Section 10.2.3), model (pre-)training (Section 10.2.4), model fine-

tuning (Section 10.2.5), system deployment (Section 10.2.6), generation (Sec-

tion 10.2.7), and model alignment (Section 10.2.8). Each stage gathers inputs

from prior stage(s) and hands off outputs to subsequent stage(s), which we in-

dicate with (sometimes bidirectional) arrows.

The first two stages, the creation of expressive works and data creation, pre-

date the advent of generative-AI systems. Nevertheless, they are indispensable

parts of the production of generative-AI content, which is why we begin our

discussion of the supply chain with these processes. The following six stages re-

flect processes that are new for generative-AI systems. The connections between

these supply-chain stages are complicated. In some cases, one stage clearly pre-

cedes another (e.g., model pre-training necessarily precedes model fine-tuning),

but, for other cases, there are many different possible ways stages can interact,

and they may involve different actors. We highlight some of this complexity in

the following subsections.

10.2.1 The Creation of Expressive Works

Artists, writers, coders, and other creators produce expressive works. Gener-

ative-AI systems do, too;2 but state-of-the-art systems are only able to do so
2We discuss this in more detail below with respect to generation (Section 10.2.7).
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because their models have been trained on data derived from pre-existing cre-

ative works.3 It is worth remembering that, historically, the production of most

creative works has had nothing to do with ML.4 Painters have composed can-

vases, writers have penned articles, etc. without considering how their works

might be taken up by automated processes. Nevertheless, these works can be

transformed into quantified data objects that can serve as inputs for ML. They

can be easily posted on the Internet and circulated widely, making them accessi-

ble for the development of generative-AI systems. As a result, authors and their

works are a part of the generative-AI supply chain, whether they would like to

be or not (Figure 10.1, stage 1).

10.2.2 Data Creation

Original expressive works are distinct from their datafied counterparts.5 Data

examples are constructed to be computer-readable, such as the JPEG encoding

of a photograph. For the most part, the transformation of creative content to

data formats predates generative AI (Figure 10.1, stage 2), but all state-of-the-art

generative-AI systems depend on it. They rely on data that coheres with their

underlying models’ respective modalities: text-to-text generation models are

trained on digitized text, text-to-image models are trained on both text and im-
3A data example is not the same as the expressive work. Additionally, some models are

trained on synthetic data, typically generated by other generative-AI models [236, e.g.]. How-
ever, training predominantly on synthetic data is not reflective of current common practices in
today’s generative-AI systems. Further, there are concerns that training on synthetic data can
seriously compromise model quality. See generally Shumailov et al. [539] (detailing “model
collapse” in different generative models).

4It appears increasingly likely that some content will be created specifically for model train-
ing. For example, hiring photographers to take photographs specifically for model training.
Companies like Scale AI already create content (in the form of labels and feedback) specifically
for the purpose of training models [516].

5Of course, data examples can still be copies of original works, and thus still infringe intel-
lectual property rights.
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ages, text-to-music models are trained on text and audio files, and so on. This is

an important point for our purposes because works that have been transformed

into data have been fixed in a tangible medium of expression, and hence are sub-

ject to copyright.6 In turn, generative-AI systems are often are trained on data

that include copyrighted expression. The GitHub Copilot system involves mod-

els trained on copyrighted code,7 ChatGPT’s underlying models are trained on

text scraped from the web, Stability AI’s Stable Diffusion is trained on text and

images, and so on. For the most part, it is the copyright owners of these datafied

individual works who are the potential plaintiffs in a copyright infringement

suit against actors at other stages of the supply chain (Section 10.3).

10.2.3 Dataset Collection and Curation

The training process for cutting-edge generative-AI models requires vast quan-

tities of data. Dataset creators often meet this need by scraping the Internet.8

This process involves numerous curatorial choices, including filtering out ma-

terial that creators do not want to include, such as “toxic speech” [351].9 Dataset

creators are also necessarily curators.10

6We discuss fixation in Section 10.3.1. An exception is training data produced by generative-
AI systems, as such data currently have been found to not be copyrightable. See Thaler v. Perl-
mutter [574]. We discuss using generations as training data in Section 10.2.7.

7Until recently, Copilot was built on top of OpenAI’s Codex model.
8This is not the only way to collect large amounts of data. See Lee et al. [351] (discussing

other ways datasets may come to be).
9See generally Lee et al. [351] (discussing dataset creation and curation choices, including

toxic content filtering).
10This is why we choose to place creation and curation as the same stage in the pipeline.

Note, however, that creation and curation do not always have to happen together, and may
involve different sets of actors. It is also possible for curation to happen after the start of model
training, in response to metrics that are observed during the training process. That is, curation
could follow (and then also precede further) model (pre-)training (Figure 10.1, stage 4), or model
fine-tuning (Figure 10.1, stage 5).
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With respect to the generative-AI supply chain, there are several points

worth highlighting in dataset collection and curation processes (Figure 10.1,

stage 3). First, while dataset creation and curation can be carried out by the

same entities that train generative-AI models, it is common for them to be split

across different actors. The Stable Diffusion model, for example, is trained on

images from datasets curated by the non-profit organization LAION.11 It is nec-

essary, therefore, to consider the liability of dataset creators separately from the

liability of model trainers.

Second, dataset curation will frequently involve “the collection and assem-

bling of preexisting materials or of data that are selected, coordinated, or ar-

ranged in such a way that the resulting work as a whole constitutes an origi-

nal work of authorship” [152]. Thus, training datasets can themselves be copy-

righted; copying of the dataset as a whole without permission could constitute

infringement, separate and apart from infringement on the underlying works.12

Third, while a few training datasets include metadata on the provenance of

their constitutive data examples, many do not. Provenance makes it easier to an-

swer questions about the sources a model was trained on, which can be relevant

to an infringement analysis. It also bears on the ease with which specific mate-

rial can be located, and if necessary removed, from a dataset. However, the use

of web-scraping to collect generative-AI training datasets makes provenance

difficult to track [351]. Even if a dataset creator releases the dataset itself under a

license, this does not guarantee that the works in the dataset are appropriately li-

11Technically, LAION presents the dataset as a collection the URLs of the images. Model
trainers visit each URL to collect images for training.

12In practice, however, it appears that most uses of training datasets are licensed — either
through a bilateral negotiation or by means of an open-source license offered to the world by
the dataset compiler.
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censed,13 as is currently up for debate with the LAION-5B dataset [24, 50, 523].14

10.2.4 Model (Pre-)Training

Following the collection and curation of training datasets, it is possible to train

a generative-AI model. A model trainer15 (Figure 10.1, stage 4) selects a train-

ing dataset, a model architecture (i.e., a set of initialized model parameters), a

training algorithm, and a seed value for the random choices made during the

training.16 The process of transforming these inputs into a trained model is ex-

pensive. It requires a substantial investment of multiple resources: time, data

storage, and compute. For example, BLOOM (a 176-billion-parameter open-

13Indeed, the creators would have to check that they have abided by each data example’s
respective license. Some example pairs could potentially have multiple licenses – e.g., an image
and its associated caption could have their own copyrights and licenses.

14LAION-5B, a large image-caption dataset, was released as under Creative Commons CC-BY
4.0. LAION-5B released a dataset of text captions and URLs to images, instead of the images
themselves [50, 523]. It is unclear if the LAION team had the rights to license the images within.
Notably, the website introducing the LAION dataset provides a feature called “pwatermark,”
which is a prediction of how likely the image is to contain a watermark. The LAION team esti-
mates that the 6.1% of the dataset Laion2B-en contains watermarked images. Another example
comes from the complaint in Tremblay v. OpenAI, Inc. [583], which alleges that ChatGPT’s under-
lying model(s) were trained on datasets that do not license the books data that they contain. The
complaint alleges that the training data included books from infringing “shadow libraries” like
Library Genesis. See Complaint at Tremblay v. OpenAI, Inc. [583, p. 34] But this claim is based
on circumstantial evidence, because the datasets it was trained on have not been made public.
Text from books have been a key player in other dataset-related complaints. For example, The
Pile data was originally released under the MIT license [59]. The Pile was core to the complaint
in Kadrey v. Meta Platforms [304], since the Pile claimed to contain 108GB of the dataset Books3
(which itself contains content from Bibliotek, a popular torrent interface). The original down-
load URL for The Pile (https://the-eye.eu/public/AI/pile/) is no longer resolving (as
of September 2023). LAION has also been taken down from popular hosting services, following
a report documenting the presence of CSAM at associated image URLs.

15We distinguish between the person or organization that trains from those that create the
model architecture, as they may not be the same.

16ML uses tools from probability and statistics, which reason about randomness. However,
computers are not able to produce truly random numbers. Instead, algorithms exist for pro-
ducing a sequence of pseudo-random numbers. A random seed is an input to a pseudo-random
number generator, which enables the reproduction of such a sequence. The trainer also selects
hyperparameters [145], which we elide for simplicity.
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source model from HuggingFace) was trained for 3.5 months, on 1.6 terabytes

of text, using 384 GPUs [51, 624]; it cost an estimated $2-5 million.17 As another

point of reference, MosaicML has trained a GPT-3-quality model for less than

$0.5 million.18 Altogether, the dollar cost can range from six to eight figures.19

The output of the training process is typically called a pre-trained model

or base model.20 A base model has many possible futures. It could sit idly in

memory, collecting figurative dust.21 The model could be uploaded to a public

17Training costs are often not reported. Even when training cost is reported, development
costs (including labor) are often omitted, despite being a critical (and often most expensive)
part of overall model development.

18The original cost to train GPT-3 is unpublished, though, based on its size, is likely higher
than $0.5 million. MosaicML reports to have trained a GPT-3-quality model. This means the
model performs to a similar standard as GPT-3 does. Nevertheless, MosaicML’s model is sub-
stantively different from GPT-3. For one, MosaicML’s model is much smaller — 30 billion
parameters compared with the original GPT-3 model’s 175 billion. Additionally, MosaicML
trained their model on more data, shifting some of the development cost toward data collection
and away from model training. It is worth noting that GPT-3 was originally released two years
before MosaicML’s model was trained, and thus the MosaicML training process likely incorpo-
rated additional technological improvements. See generally Venigalla and Li [597] (regarding
MosaicML’s model). See generally Brown et al. [92] (for the size of GPT-3).

19Further, the training process is not completely automated; training often requires people to
monitor and tweak the model. For example, model trainers typically run evaluation metrics on
the model while it is being trained, in order to assess the progress of training. Google’s Ten-
sorBoard [572] and software from Weights & Biases [617] are two tools for running evaluation
metrics and monitoring during training. Depending on these metrics (which attempt to elicit
how “useful” or “good” the model is, but are not comprehensive [351]) model trainers may
pause the training process to manually revise the training algorithm (e.g., change the hyper-
parameters) or the dataset, which we indicate with bidirectional arrows at Figure 10.1, stages
3-4. Human intervention in response to metrics necessarily makes model training an iterative
process.

20Others use the term “foundation model.” The term “foundation” can be easily misun-
derstood. It should not be interpreted to connote that “foundation models” contain technical
developments that make them fundamentally different from models produced in the nearly-
a-decade of related prior work. The term itself has been met with controversy within the
ML community, which can be seen expressed on programming forums and in conversations,
e.g., we refer to a Twitter thread (and its associated offshoots) that involves renowned re-
searchers and some of the Stanford authors that coined the term “foundation models.” (See
https://twitter.com/tdietterich/status/1558256704696905728).

21This reveals the murky line between what exactly is a program and what exactly is data in
ML, more generally. The set of parameters can be viewed as a data structure containing vectors
of numbers that, on its own, does not do anything. However, we could load that data struc-
ture into memory and apply some relatively lightweight linear algebra operations to produce
a generation. In this respect, we could also consider the model to be a program (and, indeed,
an algorithm). The model, if given a prompt input, can also be executed like a program. Note
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server,22 allowing others to download it and use it however they want.23 The

model could be integrated into a system and deployed as a public-facing appli-

cation (Section 10.2.6), which others could use directly to produce generations

(Section 10.2.7). Or, the model could be further modified by the initial model

trainer, by another actor at the same organization, or, if made publicly avail-

able, a different actor from a different organization. That is, another actor could

take the model parameters and use them as the input to do additional training

with new or modified data. This possibility of future further training of a base

model is why this stage of the supply chain is most often referred to as pre-

training, and why a base model is similarly often called a pre-trained model.

Such additional training of the base model is called fine-tuning.

10.2.5 Model Fine-Tuning

Base models trained on large-scale, web-scraped datasets are not typically op-

timized to apply specialized domains of knowledge. For example, an English

text-to-text base model may be able to capture general English-language seman-

tics, but not able to reliably apply detailed scientific information about molecu-

lar biology.

This is where fine-tuning comes in (Figure 10.1, stage 5). Fine-tuning is the

process of modifying a preexisting model and making it better along some di-

that the term “model” is overloaded; it can be used to refer to the model parameters (vectors
of numbers) or to the model as a combination of software and the model parameters, which
together can be executed like a program.

22For example, HuggingFace hosts a repository of over 300,000 open-sourced models [286].
23They could fine-tune the model (Section 10.2.5), embed the model in a system that they

deploy for others to use (Section 10.2.6), produce generations (Section 10.2.7), align the model
(Section 10.2.8), or do some subset of these other stages of the supply chain. From this example,
we can see how the supply chain is in fact iterative, which we illustrate in Figure 10.1.

252



mension of interest. This process often involves training on additional data that

is more aligned with the specific goals.24 If we think of training as transforming

data into a model, fine-tuning transforms a model into another model. Fine-

tuning essentially involves just running more training. However, fine-tuning

and pre-training may use different inputs, which ultimately makes the trajecto-

ries and outputs of their respective training processes very different.25 To add

more precision to our previous statement: fine-tuning transforms a model into

another model, while incorporating more data.

Forks in the supply chain. Two important observations follow from our de-

scription of fine-tuning as (effectively) just performing more training. For one,

a model trainer does not have to fine-tune at all. Prior to fine-tuning, there is a

fork in the generative-AI supply chain with respect to the possible futures of the

base model after pre-training (stage 4): One could take the output base model

from pre-training, and use this model directly as the input for system deploy-

ment (stage 6), generation (stage 7), or model alignment (stage 8). Alternatively,

it is possible to perform multiple separate passes of fine-tuning — to take an

already-fine-tuned model, and use it as the input for another run of fine-tuning

on another dataset.26

For each possibility, there can be different actors involved. Sometimes, the

creator of a model also fine-tunes it. Google’s Codey models (for code gener-

ation) are fine-tuned versions of Google’s PaLM 2 model [242]. In other cases,

24And thus the reason for the bidirectional arrow between stages 3 and 5 in Figure 10.1. Sim-
ilar to pre-training, monitoring metrics during fine-tuning may lead to further dataset curation
(Section 10.2.4).

25There are other relevant factors in training, including choice of hyperparameters and choice
of hardware. These, too, can change between pre-training and fine-tuning. We again elide these
details for simplicity.

26In this respect, it is important to note that a model is a “base” or “fine-tuned” model only
in relation to other models. These terms do not capture inherent technical features of a model;
instead, they describe different processes by which a model can be created.
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when a model’s weights are publicly released (as Meta has done with its Llama

family of models) [441, 581, 582], others can take the model and independently

fine-tune them for particular applications. A Llama fine-tuner could release

their model publicly, which in turn could be fine-tuned by another party.27 To

use a copyright analogy, a fine-tuned model is a derivative of the model from

which it was fine-tuned; a repeatedly fine-tuned model is a derivative of the

(chain of) fine-tuned model(s) from which it was fine-tuned.

It is helpful to make the base-/fine-tuned model distinction because differ-

ent parties may have different knowledge of, control over, and intentions to-

ward choices like which data is used for training and how the resulting trained

model will, in turn, be put to use. A base-model creator, for example, may

attempt to train the model to avoid generating copyright-infringing material.

However, if that model is publicly released, someone else may attempt to fine-

tune the model to remove these anti-infringement guardrails. A full copyright

analysis may require treating them differently and analyzing their conduct in

relation to each other (Section 10.3.4).

10.2.6 Model Release and System Deployment

It is possible to release a model or deploy it as part of a larger software sys-

tem, use the model to produce generations (Section 10.2.7), or to take the

27To give a concrete example of the many actors in the generative-AI supply chain, consider
Vicuna. LMSYS Org fine-tuned Meta’s Llama model on the crowd-sourced ShareGPT dataset
to produce Vicuna [534, 571]. ShareGPT is a crowd-sourced dataset composed of conversa-
tional logs of user interactions with ChatGPT. It contains both content created by users and by
the generative-AI model embedded in ChatGPT (either GPT-3.5 or GPT-4, depending on the
user) [534]. Vicuna has also released their model publicly, affording a potentially infinite host of
actors the ability to fine-tune the model on additional data. See Raffel [485, slide 15] (for a figure
showing many fine-tuned models building on one base model).
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trained model and further alter or refine it via model alignment techniques

(Section 10.2.8). In brief, there is a complicated interrelationship between the

deployment, generation, and alignment stages. They can happen in different

orders, in different combinations, and at different times for different generative-

AI systems. For purely expository purposes, we present them one at a time,

starting with model release and system deployment (Figure 10.1, stage 6).

A model is open-source released when its model parameters are uploaded to

a server or platform (like HuggingFace [286]), from which others can download

it.28 Released models, which include Meta’s Llama family of models [441, 581,

582] and Stable Diffusion [499] give others direct access to their parameters.

Developers can write their own code to produce generations, or alter the model

through fine-tuning or model alignment (Section 10.2.8).

In contrast, closed-source models are not directly available to external users.

They are typically embedded in large, complex software systems, which are

deployed to both internal and external users through software services. For ex-

ample, a model could be hosted by a company (e.g., OpenAI, Stability AI, or

Google). It could be used internally to support various services (e.g., Google

has integrated an internally-developed LLM into Google Search), or released as

a hosted service that gives external users access to generative-AI functionality.

External-facing services can be deployed in a variety of forms, and do not

typically include the ability to change the model’s parameters. They can be

28Meta first asked interested parties to request Llama’s model parameters, rather than up-
loading them publicly on the web. However, Llama’s model parameters were quickly leaked
on the website 4chan [600]. This incident shows how challenging it can be to control access
to models once released. Llama also includes a use policy in the Llama 2 Community License
that outlines prohibited uses of the model. Of course, it is impossible to enforce prohibited
uses when releasing model parameters. This is also why many model trainers choose to release
models through hosted services. See Llama 2 [13] (for the Llama 2 Community License).
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browser-based user applications (e.g., ChatGPT, Midjourney, DreamStudio), or

public (but not necessarily free) APIs for developers (e.g., GPT models, Co-

here).29 Some model trainers provide a combination of release and deployment

options. For example, DreamStudio is a web-based user interface [181] built on

top of services hosted by Stability AI [14]; the DreamStudio application gives

external users access to a generative-AI system that contains the open-source

Stable Diffusion model [499], which Stability AI also makes available for direct

download.30

This is a familiar spectrum from Internet law, from cloud-hosted services

at one end to fully open-source software at the other, with closed-source

apps in between. These deployment methods offer varying degrees of cus-

tomization and control on the part of the deployer and the user. For ex-

ample, a generative-AI system deployed as a service will often modify the

user-supplied prompt before inputting it to the model. Several applica-

tions (e.g., ChatGPT, Gemini, and Sydney), add additional instructions (“ap-

plication prompts”) to the user’s input to create a compound prompt [452,

645].31 The additional instructions change the behavior of the model’s out-

put on a user prompt.32 For example, compare the following two ap-

plication prompts: "I want you to act as an English translator,

29Another deployment option is a command-line interface (CLI), which takes a user-supplied
prompt as input (via a code terminal) and directly returns the resulting generation as output.
https://ollama.ai/ (the download link of the Ollama CLI, which is a wrapper program
around various Llama-family LLMs).

30It is possible that models released and deployed in multiple ways might not all be exactly
the same; they could have different versions of model parameters. This may be made explicit to
users, as with ChatGPT, or may not be communicated to them, and thus unclear or unknown.
See generally OpenAI [450] (regarding both GPT-3.5 and GPT-4 model integration into the Chat-
GPT web application).

31See generally Zhang and Ippolito [645] (which discovers proprietary system prompts); Ope-
nAI [452] (announcing a ChatGPT feature that allows users to provide their own additional
prompts, which get appended to their future inputs to create compound prompts).

32This kind of prompt transformation is another technique for steering the behavior of a
model.
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spelling corrector and improver..." and "I want you to act

as a poet. You will create poems that evoke emotions and

have the power to stir people’s soul..." [17].33

Typically, model trainers and owners maintain the most control over models

deployed through hosted services and the least over models released as model

parameters [600]. By embedding a model within a larger system, they can im-

bue it with additional behaviors [144]. For example, APIs and web applications

allow deployers to filters a model’s inputs or outputs. For example, ChatGPT

will often respond with some version of: “I’m really sorry, but I cannot assist

you with that request,” when its “safety” filters are tripped.34 GitHub Copilot

expressly states that it uses “filters to block offensive words in the prompts and

avoid producing suggestions in sensitive contexts” [234]. Additionally, some

services include output filters to avoid generating anything that looks too simi-

lar to a training example [235].35 Unfortunately, output filtering is an imperfect

process.(See Section 10.3.3).36

33See OpenAI [17] (These prompts and more can be found on this site); DAIR.AI [162] (This
handbook provides an introduction to creating prompts for large language models); Ope-
nAI [452].

34These filters may detect undesired inputs and prevent the model from generating an out-
put, or detect undesired outputs and prevent the system from displaying the generation. In
both cases, the model parameters would not be changed. This need not be the case, the model
parameters may also be directly modified through alignment to respond to undesired inputs in
a more desirable way. Of course, though, for ChatGPT, we do not know exactly how filters are
implemented.

35See https://news.ycombinator.com/item?id=33226515 (for related discussion on
the Hacker News forum).

36Each mechanism for making model functionality widely available has different pricing
structures that can ultimately impact the quality of the model. While the open-source com-
munity works hard to create and release models that compete with the best closed-source mod-
els, current open-source models are mostly trained on open-sourced data and are often lower
quality. The best open-sourced models are very good, but still not as good as closed-source pro-
prietary models. For example, Technology Innovation Institute in Abu Dhabi recently released
the model, Falcon 180B (a 180 billion parameter model), which they claim is better than Meta’s
Llama 2 but still behind GPT-4 [293]. Additionally, differences between open- and closed-source
datasets can lead resulting trained models to vary in quality. For example, Min et al. [414] uses
public domain and permissively licensed text to train a language model, and demonstrates a
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10.2.7 Generation

Generative-AI models produce output generations in response to input

prompts.37 While a few users produce generations from open-source models

by writing code to interact with the model parameters to execute the generation

process,38 most users a interact with models only indirectly, through an API,

web service, or application.

Users can affect generations in a few ways. First, there is the prompt

itself. Some prompts, like "a big dog", are simple and generic. Oth-

ers, such as "a big dog facing left wearing a spacesuit in a

bleak lunar landscape with the earth rising as an oil

painting in the style of Paul Cezanne", are more detailed. Second,

there is the choice of which deployed system to use (which embeds an implicit

choice of model). For example, a user that wants to perform text-to-image

generation on a browser-based interface needs to select between Ideogram,

DALL·E-2, Midjourney, and other publicly available text-to-image applications

that could perform this task. A user typically selects an application with the

outputs partially in mind, so that one choice or another can indicate an attitude

towards the possibility of infringement. Users may also revise their prompt

to attempt to create generations that more closely align with their goals. And,

third, there is randomness in each generation.39 It is typical, for example, for

degradation in quality in domains that are not well represented in the data. Additionally, data
in the public domain can be unrepresentative of certain demographic groups [364].

37See Section 10.2.4 (noting, however, that models do not have to be used to produce genera-
tions).

38See Section 10.2.4 (discussing how the term “model” is overloaded, and can refer to model
parameters being embedded in a program that executes (typically linear algebra) operations to
to perform generation. )

39For generative models, there are many reasonable outputs for the input. There are also other
sources of randomness in generation that are implementation-specific, such as the choice of de-
coding strategy for language models. See Riedl [495] (for an accessible discussion of decoding).
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image applications to produce several candidate generations. DALL·E-2, Mid-

journey, and Ideogram all do this.

As we will see, characterizing the relationship between the user and the

chosen deployed system is one of the critical choice points in a copyright-in-

fringement analysis. There are at least three ways the relationship could be

described:40

• The user actively drives the generation through choice of prompt, and the

system passively responds. In this view, the user is potentially a direct

infringer, but the application is like a web host, ISP, or other neutral tech-

nological provider.

• The system is active and the user passive. In this view, the user is like

a viewer of an infringing broadcast, or the unwitting buyer of a pirated

copy of a book. Primary copyright responsibility lies with the deployed

system, and possibly with others further upstream in the generative-AI

supply chain.

• The user and system are active partners in generating infringing outputs.

In this view, the user is like a patron who commissions a copy of a paint-

ing; the system is like the artist who executes it. They have a shared goal

of creating an infringing work.

We will argue that there is no universally correct characterization. Which of

these three is the best fit for a particular act of generation will depend on the

system, the prompt, how the system is marketed, and how users can interact

40We focus on deployed systems — and their API and web-based interfaces — because there
are more opportunities for the deployer to control the model. But, of course, the user could have
written some code to produce generations using released open-source model parameters.
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with the system’s interfaces.41

Forks in the supply chain There is a loop from generation back to the begin-

ning of the supply chain. While not the most common contemporary practice, it

is possible to use generations as training data for generative-AI models.42 In this

case, generation serves simultaneously as the creation of expressive works (i.e.,

stage 1) and data creation (i.e., stage 2) and generations can become inputs to

dataset collection and curation processes (i.e., stage 3), which we indicate with

an arrow in Figure 10.1. As we discuss in Section 10.3, this potential circularity

also has implications for copyright.43

Alternatively, for the process of generation, some generative-AI systems in-

teract with external deployed services, as is the case with ChatGPT plugins [451].

Such interactions between external services and generation further complicate

the generative-AI supply chain that we depict in Figure 10.1. In particular, by

41These three options highlight additional observations about prompts. Thus far, we
have primarily discussed generations as expressive works, but prompts could also be ex-
pressive works. The expressive example we gave above was: "a big dog facing left
wearing a spacesuit in a bleak lunar landscape with the earth rising
in the background as an oil painting in the style of Paul Cezanne
high-resolution aesthetic trending on artstation". Sufficiently expressive
prompts written by the direct user of a service could be subject to copyright. Context windows
are so large, it is even possible for the user to prompt with an entire expressive work. As we
discuss below in our copyright analysis, it is of course possible for this expressive work to
have also been authored by another individual. Prompts could also be produced by generative
AI, but this does not have the same authorship considerations. For example, Anthropic’s
team discussed using the entire text of The Great Gatsby as a prompt to demonstrate the long
context window of their language model, Claude [27]. While The Great Gatsby is now in the
public domain, it is easy to imagine another book entered as the prompt, or a copyrighted
image as the prompt in an image-to-image system. Or copyrighted audio as input to an
audio-to-audio model, etc. User-supplied prompts may be stored on system-deployers’ servers
for non-transient periods of time, and may even serve training data for a future model. Such
prompts may also be used in model alignment (Section 10.2.8).

42Using model outputs as training data for future models has been a common practice in
other settings. For instance, back-translation, the process of using a machine-translation model
to generate additional training data (by translating data from one language to another) is a
common technique [531].

43There are also concerns that this practice can have negative effects on model quality [539].
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potentially integrating with other systems, the generation stage could implicate

an entirely separate, unspecified number of supply chains consisting of entirely

different organizations and actors. This, too, raises important copyright impli-

cations (what if news articles or short stories are integrated by the plugin?).

10.2.8 Model Alignment

The generative-AI supply chain does not stop with generation. As discussed

above, model trainers try to improve models during both pre-training and fine-

tuning. For pre-training, they monitor evaluation metrics, and may pause or

restart the process to alter the datasets and algorithm used (Section 10.2.4); for

fine-tuning, they continue training the base model with data that is specifically

relevant for a particular task (Section 10.2.5). Both of these base model modi-

fications are coarse: They make adjustments to the dataset and algorithm, and

do not explicitly incorporate information into the model about whether specific

generations are “good” or “bad,” according to user preferences.44

There is a whole area of research, called model alignment, that attempts

to meet this need [382].45 The overarching aim of model alignment is to align

model outputs with specific generation preferences (see Figure 10.1, stage 8).

Currently, the most popular alignment technique is called reinforcement learn-

ing with human feedback (RLHF) [126, 455]. As the name suggests, RLHF

combines collected human feedback data with a (reinforcement learning) algo-

rithm in order to update the model. Human feedback data can take a variety of
44Of course, words like “good” and “bad” can have multiple valences, and resist the kind of

quantification on which ML depends. See Lee et al. [351] (discussing the challenges of defining
“good” and “bad” in the context of model behavior).

45See OpenAI [382] (for an introduction to InstructGPT, a model that is aligned with human
feedback).
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forms, which include user ratings of generations. For example, such ratings can

be collected by including thumbs-up and thumbs-down buttons in the appli-

cation user interface, which are intended to query feedback about the system’s

output generation. In turn, the reinforcement learning algorithm uses these rat-

ings to adjust the model — to encourage more “thumbs-up” generations and

fewer “thumbs-down” ones.46

Future training and alignment on the model may include both the inputted

prompt and the generation in addition to the feedback provided. As discussed

in the prior section, user-supplied prompts may include copyrighted content

created by either the user themselves or by another party. Most generative-

AI companies begin model alignment prior to deployment or release (Sec-

tion 10.2.6). In this respect, model alignment complements other techniques,

like input-prompt and output-generation filtering (Section 10.2.7).47

46In the reinforcement learning setting, data is not labeled as explicitly as it is in discrimina-
tive setting, e.g., our example of an image classifier, where each training data image has a label
of either cat or dog. Instead, generations may be labeled “good” or “bad” based on human
feedback, and the reinforcement learning algorithm updates the model in response to that feed-
back. In RLHF, feedback is generated by a person interacting with the system; however, RL can
also use feedback automatically generated by an algorithm specification [32].

47Before making models publicly available, these companies contract with firms, like Scale
AI [516], that simulate the user feedback process. These firms typically employ people to la-
bel generations as “good” or “bad,” according to guidance from the generative-AI company. In
general, the process of model alignment is a critical part of the supply chain. It serves as a mech-
anism for steering models away from generating potentially harmful outputs (See Cole [135],
describing a book on mushroom foraging built from generations, which mistakenly indicate
that toxic mushrooms are safe to eat) and toward the policies of the company or organization
that deployed the model. See Google [394], OpenAI [454], Ganguli et al. [220] (documenting
safety considerations, alignment, and RLHF at Google, OpenAI, and Anthropic).
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10.3 Copyright and the Supply Chain

The hornbook statement of United States copyright doctrine is that original

works of authorship are protected by copyright when they are fixed in a tan-

gible medium of expression. A defendant directly infringes when they engage

in conduct implicating one of several enumerated exclusive rights (reproducing,

publicly distributing, etc.), with a work of their own that is substantially similar

to a copyrighted work because it was copied from that work. Other parties may

be held secondarily liable for conduct that bears a sufficiently close nexus to the

infringement under one of several theories. Otherwise infringing conduct is le-

gal when it is protected by one of several defenses, including the DMCA Section

512 safe harbors, fair use, or an express or implied license.

In this section, we first provide some brief background on what kinds of

works copyright applies to (Section 10.3.1). We then apply aspects of the above

orthodox, uncontested statement of copyright law to the generative-AI supply

chain. We address issues of rights (Section 10.3.2), infringement (Sections 10.3.3

& 10.3.4), and fair use (Section 10.3.5). We defer discussion of safe harbors,

licenses, paracopyright liability, and remedies to the longer version of our arti-

cle [349]. Our goal is to be careful and systematic, not to say anything dramati-

cally new.

10.3.1 What is copyrightable?

Copyright protects “(1) original works of authorship (2) fixed in any tangible

medium of expression” [149].48 “Original, as the term is used in copyright,
4817 U.S.C. § 102(a) (numbering added).
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means only that the work was independently created by the author (as opposed

to copied from other works), and that it possesses at least some minimal degree

of creativity” [202, p. 345] Fixation is satisfied when the work is embodied in

a tangible object in a way that is “sufficiently permanent or stable to permit it

to be perceived, reproduced, or otherwise communicated for a period of more

than transitory duration” [152].49

We start with fixation. Unfixed works have no interaction with the gen-

erative-AI supply chain. A work must be fixed to be used as training data.

Truly ephemeral creations, like unobserved dances and songs that are never

recorded, will never be captured in a way that can be used as an input to a

training algorithm. Datasets, models, applications, prompts, and generations

are all fixed in computers and storage devices. Once it is fixed, however, any

kind of original expression can be used as an input for generative AI.

The originality requirement distinguishes material that was created by a hu-

man author from facts that “do not owe their origin to an act of authorship” [202,

p. 347]. In addition, some types of material are never copyrightable, including

any “idea, procedure, process, system, method of operation, concept, [or] prin-

ciple”50 In practice, this means that the copyright in some works (e.g., product

photographs) will be “thinner” and protect fewer aspects of the works than the

“thicker” copyrights in others (e.g, abstract art), because the “range of creative

choices that can be made in producing the works is narrow” [494, p. 1120]. In

particular, any copyright in computer software — which is treated as a “literary

work” for copyright purposes — typically excludes a great deal of functional

material, such as coding conventions required by the choice of programming

4917 U.S.C. § 101 (definition of “fixed”).)
5017 U.S.C. § 102(b).
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language [514]. As a result, some individual training examples are uncopy-

rightable. (For example, birdsong-recognition AIs are trained on recordings of

birds [305, 434].51) But other items are copyrightable, and those copyrights will

be held by a variety of authors.

Training datasets will include different amounts and proportions of copy-

righted material. A dataset of birdsong recordings will be almost entirely

copyright-free, but a dataset of illustrations will contain numerous copy-

righted works. Further, datasets themselves may be copyrightable as compila-

tions [148],52 “formed by the collection and assembling of preexisting materials

or of data” [152].53 A compilation is copyrightable as such when it features a

sufficiently original “selection or arrangement” [202, p. 348]. Originality in se-

lection is choosing what to include in the dataset; originality in arrangement is

choosing how to organize it.

Generations raise a doctrinal question that has been debated for decades:

who, if anyone, owns the copyright in the output of a computer program [512]?

Although some have argued that the program itself should be regarded as the

author, computer authorship is squarely foreclosed by U.S. copyright law [246].

So far, the courts have held firm to this line for AI generations. Thaler [574] up-

held the Copyright Office’s refusal to register copyright in an image allegedly

“autonomously created by a computer algorithm running on a machine.” The

Copyright Office had held that the image lacked human authorship, and the

court agreed.54 The author of a generation — if anyone — is some human con-

nected to the generation. The four immediately relevant possibilities are (1) au-

51See Kahl et al. [305]. Animals are not recognized as “authors” for copyright purposes. See
Naruto [434].

5217 U.S.C. § 103(a).
5317 U.S.C. § 101 (definition of “compilation”).
54That is, programs, like animals, are not “authors” within the meaning of the Copyright Act.
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thor(s) whose works the model was trained on, (2) some entity in the generative-

AI supply chain (e.g., the model trainer or fine-tuner; application developer), (3)

the user who prompted a service for the specific generation, or (4) no one. As

between these four possibilities, there is no one-size-fits-all answer. All four

arise in actual generative-AI applications.

10.3.2 The Exclusive Rights

Copyright includes five relevant exclusive rights: reproduction, adaptation,

public distribution, public performance, and public display.55 Every stage in the

generative-AI supply chain requires a reproduction and thus potentially impli-

cates copyright. Because the remedies for infringement of a work are the same,

regardless of whether the defendant violated one exclusive right or several, the

precise dividing lines are often unimportant. We examine the adaptation right,

and defer additional discussion to other work.

The adaptation right gives the copyright owner the exclusive right to “to

prepare derivative works based upon the copyrighted work.”56 A derivative

work combines the authorship in an existing (or “underlying”) work with new

authorship. In a compilation (Section 10.3.1), the underlying works are present

in substantially unmodified form, whereas in a derivative work the underly-

ing work is “recast, transformed, or adapted.”57The adaptation right makes

clear that copyright extends beyond literal similarity to incorporate changes

of form, genre, and content such as translations, sequels, and film adapta-

tions [230, 231, 513].
5517 U.S.C. § 106
5617 U.S.C. § 106(2)
5717 U.S.C. § 101 (definition of “derivative work).
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A training dataset is probably not a derivative work of any of the works in

it; it is more appropriately classified as a compilation “formed by the collection

and assembling of preexisting materials” [152]. To the extent that a model is

similar to a work it was trained on, it is a derivative work because it is “based

on” its training data. (Section 10.3.3). Similarly, a prompt could be a reproduc-

tion or derivative of an existing work (as when a diffusion model is prompted

with an image to infill) [27]. And generations are frequently derivative works

of works in the training data or prompts, again subject to similarity.

10.3.3 Substantial Similarity

Substantial similarity is a qualitative, factual, and frustrating question. Two

works are substantially similar when “the ordinary observer, unless he set out

to detect the disparities, would be disposed to overlook them, and regard their

aesthetic appeal as the same” [469, p. 489]. A common test is a “holistic, sub-

jective comparison of the works to determine whether they are substantially

similar in total concept and feel” [494, p. 1118]. This is not a standard that

can be reduced to a simple formula that can easily be applied across different

works and genres.58 We discuss base models and generations below, and defer

discussion of data, datasets, fine-tuned models, aligned models, and deployed

services to other work.
58But see Scheffler et al. [518] (describing a principled computational basis for comparing

works)
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Pre-Trained/Base Models

A model is different in kind from the copyrightable works it was trained on.

No viewer would say that the model has the same “total concept and feel” as

a painting; no reader would say that it is substantially similar to a blog post;

and so on. That said, the Copyright Act does not require that copies be directly

human-intelligible to infringe. A Blu-Ray is not directly intelligible by humans,

either, but it counts as a “copy” of the movie on it. Indeed, all digital copies

are unintelligible. Instead, they are objects “from which the work can be per-

ceived, reproduced, or otherwise communicated . . . with the aid of a machine or

device” [152]. Thus, even if a model is uninterpretable, it might still be possible

to “perceive[]” or “reproduce[]” a copyrighted work embedded in its param-

eters through suitable prompting. Indeed, there is substantial evidence that

many models have memorized copyrighted materials [104, 109].59 For example,

Carlini et al. [104] shows how Stable Diffusion has memorized photographs.

A model might memorize more works or fewer [104, 105]. But at least some

models memorize at least some works closely enough to pass the substantial-

similarity test. On this view, a model is a substantially similar copy of a work

when the model is capable of generating the work.60 Note that this is direct in-

fringement, not secondary (Section 10.3.4). The theory is not that the generation

is an infringing copy, and that the model is a tool in causing that infringement

in the way that a tape-duplicating machine might be a tool in making infringing

59See Carlini et al. [109] (GPT-2 memorizes training data); Carlini et al. [104] (Stable Diffusion
and Imagen memorize images); Chang et al. [116] (suggestive evidence that GPT-4 memorizes
training data).

60This is a sticky technical problem. Research has shown that memorization is not easily iden-
tifiable, and thus the amount of memorization in a model is not always or easily quantifiable. In
particular, the choice of memorization identification technique and available information (e.g.,
knowledge of the training dataset, context window, etc.) affect the amount of memorization
that can be identified. See, e.g., Carlini et al.[105].
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(a) "an adventurous archae-
ologist with a whip and a
fedora"

(b) "ice princess"

Figure 10.2: Generated by the authors using Midjourney.

cassettes [1]. Rather, the theory is that the model itself is an infringing copy,

regardless of whether that particular generation is ever made.61

Generations

Some generations are nearly identical to a work in the model’s training data

(i.e., memorized). They are substantialy similar to that work. Other generations

are very dissimilar from every work in the training data. There is no substantial

similarity, because infringement is assessed on a work-by-work basis. Although

it is in some sense based on all of the works in the training dataset, it does not

infringe on any of them.62 The hardest case is when an output is similar to a

61Alert readers will note the similarity to the debate over whether the mere act of mak-
ing a work available without a download infringes the distribution right. See London-Sire
Records [379]; see generally Menell [404].

62While it may be straightforward to pose the question: “is the given generation substantially
similar to work 1,” it is not at all straightforward to answer. Training datasets are massive.
Manually comparing the generation to every single work in the dataset is infeasible; it would
simply take too long. While automated methods could help identify works in the training set
that are likely to be similar to the generation, there is no automated metric that can definitively
say if two works are substantially similar. See generally Scheffler et al. [518] (which proposes
one possibility for a metric for identifying substantial similarity)). Even with automated meth-
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work in the training data in some ways, but dissimilar from it in other ways.

This case is likely to arise in practice precisely because it lies in between the

two extremes of memorized generations and original generations. Somewhere

between them lies the murky frontier between infringing and non-infringing.

It is hard to make sweeping statements because of the factual intensity and

aesthetic subjectivity of similarity judgments.63 Whether a particular generation

is substantially similar or not is ultimately a jury question requiring assessment

of audiences’ subjective responses to the works. Generative AI will produce

cases requiring this lay assessment; it is impossible to anticipate in advance how

lay juries will react to all of the possible variations. So, we will assume that lay

audiences would say that some generations will infringe, but that it will not be

possible to perfectly predict which ones.64

Even if complete answers are impossible, there are some interesting ques-

tions worth considering. As Matthew Sag observes [510], certain characters are

so common in training datasets that models have “a latent concept [of them]

that is readily identifiable and easily extracted.” For example, prompting Mid-

journey and Stable Diffusion with "snoopy" produces recognizable images of

Snoopy the cartoon beagle. Characters are a special case in copyright; some

cases relax the rule that infringement is measured on a work-by-work basis, in-

stead measuring the similarity of the defendant’s character to one who appears

ods, checking every generation that a system produces against every other work in the training
dataset to evaluate similarity is extremely computationally expensive.

63To quote Learned Hand on the idea-expression dichotomy, “Nobody has ever been able to
fix that boundary, and nobody ever can” [444, p. 121].

64Notably, providing guarantees that any given generated work might not potentially infringe
copyright is impossible if the training data contains copyrighted data. This is simply because
provable guarantees require formal definitions, and there are no widely accepted formal defini-
tions of substantial similarity. But see Scheffler et al. [518] (providing a possible starting point).
Instead, current ML techniques focus on reducing the likelihood that generations from a model
will closely resemble any of the model’s training data.
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in multiple works owned by the plaintiff.65 But the “Snoopy effect” is not con-

fined to characters. Some works are simply so prevalent in training datasets

that models memorize them. As an uncopyrighted example, Van Gogh’s Starry

Night is easy to replicate using Midjourney; Sag’s paper includes a replication

of Banksy’s Girl with Balloon. This looks like substantial similarity.

A variation of the Snoopy effect arises when a model learns an artist’s recog-

nizable style. ChatGPT can be prompted to write rhyming technical directions

in the style of Dr. Seuss; DALL·E-2 can be prompted to generate photorealistic

portraits of nonexistent people in the style of Dorothea Lange [113]. As with

characters, these outputs have similarities that span a body of source works,

even if they are not close to any one source work. The proper doctrinal treat-

ment of style is a difficult question [552]. The Snoopy effect can also be trig-

gered even without explicit prompting. The archaeologist example generated

in Figure 10.2a features a dark-haired male character with stubble, wearing a

brown jacket and white shirt, with a pouch slung across his shoulder. These are

features associated with Indiana Jones, but neither the features nor "indiana

jones" appear in the prompt. Some caselaw holds that these types of similar-

ities are enough for infringement when the character is iconic enough [412].66

Other copyright doctrines, however, may limit infringement in Snoopy-

effect cases. One of them is scènes à faire: creative elements that are common

in a genre cannot serve as the basis of infringement. For example, [610, p. 50]

explains that “drunks, prostitutes, vermin and derelict cars would appear in

65E.g., DC Comics v. Towle [164]; see generally Sag [510] (discussing caselaw and scholarship)
66See Metro-Goldwyn-Mayer v. American Honda Motor Co. [412] (car commercial featuring “a

handsome hero who, along with a beautiful woman, lead a grotesque villain on a high-speed
chase, the male appears calm and unruffled, there are hints of romance between the male and
female, and the protagonists escape with the aid of intelligence and gadgetry” infringes on
James Bond character).
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any realistic work about the work of policemen in the South Bronx.” Similarly,

prompting Midjourney with "ice princess" produces portraits in shades of

blue and white with flowing hair and ice crystals. (Figure 10.2b) Similarities to

Elsa from Frozen arise simply because these are standard tropes of wintry glam-

our. Some of them may now be tropes because of the Frozen movies, but they are

still uncopyrightable ideas, rather than protectable expression.67

To close this section, we note that not all similarity is infringing. Some sim-

ilarities arise for innocent reasons. The defendant and the plaintiff might both

have copied from a common predecessor work, and resemble each other be-

cause they both resemble the work they were based on. The similarities might

consist entirely of accurate depictions of the same preexisting thing, like Grand

Central Station at midday, and resemble each other because Grand Central Sta-

tion resembles itself. The similarities might be purely coincidental. The plaintiff

might even have copied from the defendant!

Copyright law therefore requires that the plaintiff prove that the defendant

copied from their work, rather than basing it on some other source or creating

it anew, an inquiry known as “copying in fact.” This is a factual question. In

some cases, there is direct evidence: e.g., the defendant admits copying or there

is video of the defendant using tracing paper to copy a drawing. But in many

cases, there are two kinds of indirect evidence: proof that the defendant had ac-

cess to the plaintiff’s work, and examples of “probative” similarities in the works

themselves. Access shows that copying was possible, and similarities can rebut

alternative innocent theories.68

67See Nichols [444, p. 121] (“Though the plaintiff discovered the vein, she could not keep it to
herself; so defined, the theme was too generalized an abstraction from what she wrote. It was
only a part of her ‘ideas.’ ”)

68See generally Skidmore [544] (discussing proof of copying in fact); Latman [345] (distinguish-
ing “probative” similarities that prove copying in fact from substantive similarities that consti-
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10.3.4 Direct Infringement

We next discuss direct infringement and generations. We defer other supply-

chain stages and analysis of indirect infringement to other work. Direct copy-

right liability has no mental element: it is “strict liability.” All that is required

is that they intentionally made the infringing copy. George Harrison’s 1970

“My Sweet Lord” has the same melody and harmonic structure as the Chiffon’s

1962 “He’s so Fine”; the court held that “his subconscious knew it already had

worked in a song his conscious mind did not remember,” and found him liable

for infringement [5, p. 180].

But direct copyright does have an element of “volitional conduct” [156]. Its

purpose is to decide whether a defendant should be analyzed as a direct or indi-

rect infringer.69 Some courts have described the test in terms of causation: “who

made this copy?”70 The direct infringer is the party whose actions toward a

specific item of content most proximately caused the infringing activity; anyone

else is (potentially) an indirect infringer. Thus, for example, a service that can

be used to upload and download infringing content that a user chooses does

not engage in volitional conduct [467], but a service that curates a hand-picked

selection of infringing content for users to download does [101].

The simplest case is where the same actor supplies both the model and the

prompt.71 Here, the subconscious-copying doctrine is a surprisingly good fit for

AI generation. The model’s internals are like the contents of George Harrison’s

brain: creatively effective, but not fully amenable to inspection. If I prompt

tute improper appropriation).
69See Aereo [23, 2512-13] at 2512-13 (Scalia, J., dissenting)
70See Cartoon Network [111, p. 130]; see also Perfect 10, Inc. v. Giganews, Inc. [467].
71Such as a text-to-image model developer using the model to create example prompt/gener-

ation pairs to display on their website.
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an image model with "ice princess", I have set in motion a process that

may draw on copyrighted works in the same way that George Harrison drew

on other works he had heard. If that process generates Elsa, the resulting in-

fringement is on me the same way that the infringement of “He’s So Fine” was

on Harrison. I could have taken greater care to check whether the image I was

generating resembled a copyrighted work – just as George Harrison could have

thought harder or asked more people whether the tune sounded familiar.

Matters are more complicated for generation services. Here, the question is

whether the user and/or the provider should be treated as a direct infringer.

There are at least three plausible answers, depending on the facts. First, the user

of the service might be a direct infringer. If a user enters a prompt for "elsa

and anna from frozen", the provider resembles a copy shop that provides

a general-purpose tool and let users choose what to do with it [467]. Second,

the service provider might be a direct infringer. If a user types in "heroic

princesses" and the model generates a picture of Elsa and Anna, the user has

acted innocently and it is the model that has narrowed down the space of possi-

ble outputs to one that happens to be infringing. Third, both the user of the ser-

vice and service provider might be treated as direct infringers. Suppose the user

inputs "frozen 3 screenplay" to a service that has been trained on thou-

sands of Hollywood screenplays. Both the user and the service have the neces-

sary volition to create a work that is substantially similar to the Frozen movies.

It seems unlikely, however, that a court would treat both service and user

as indirect infringers. This would violate the doctrinal requirement that there

be a direct infringer for indirect liability to attach, and it would leave both po-

tentially responsible parties free of liability. The choice between the other three
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cases is partly factual, and partly policy-driven. It is factual because there are

clear paradigm cases in which the user of the service makes the choice for in-

fringement, the service provider makes the choice for infringement, and the

two conspire together to infringe. But it is policy-driven because, between these

three poles, the identification of the direct infringer depends on which analogies

one finds persuasive, and what one thinks copyright’s goals are.72

10.3.5 Fair Use

Many stages of the generative-AI supply chain involve prima facie infringing

reproductions, so copyright’s all-purpose defense, fair use, will play a major

role in making generative AI possible at all [150] Others have discussed the fair-

use issues in detail [272, 429, 510, 551]. It is highly case-specific, so we will focus

on only a few salient points. We discuss generations, taking each of the four

fair-use factors in turn, and defer other stages to other work.

Factor One (“the purpose and character of the use . . . ” [150]73): A use is trans-

formative when “the quoted matter is used as raw material, transformed in

the creation of new information, new aesthetics, new insights and understand-

ings” [363, p. 1111]. The modification, remixing, and abstraction of input works

literally involves exactly this kind of transformation. Some AI skeptics might

deny that AI-generated material can be expressive. But as long as audiences

find “new information, new aesthetics, new insights and understandings” in
72It is worth briefly noting that plugins could additionally pull in content from external

sources, such as a news website, that gets included in a generation. Recall that this data is
not included in training the model; instead, it is fed into the model at generation time to try to
improve the quality of generations with more up-to-date information [451] Hypothetically, this
content could get included verbatim in generations, leading to infringement issues in generation
separate from those discussed above.

7317 U.S.C. § 107(1).
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these generations, the goals of transformative use will be served.74 Other gen-

erations will not be transformative. When a model outputs a memorized work,

here is no transformation in content (Section 10.3.3). Other changes can also be

non-transformative, e.g., memorized examples that are noisier than the source

image. The noise is not new expression conveying new aesthetics. It is just

noise. The rest of the first factor does not point one direction or the other. Gen-

erations can be put to commercial use (e.g., backgrounds for a music video) and

to noncommercial use (e.g., illustrating an academic article on generative AI).

Some outputs will be put to favored purposes like education and news report-

ing, while other outputs will be put to run-of-the-mill entertainment purposes.75

Factor Two (“the nature of the copyrighted work” [150]76): This factor depends

on the model in question. Some training data will be informational; some will

be expressive. Most training data will have been “published” within the mean-

ing of copyright law; otherwise, it would not be available as training data at all.

A very small fraction of training data may be “unpublished” within the mean-

ing of copyright law — i.e., it has been shared “(1) . . . only to a select group (2)

for a limited purpose and (3) with no right of further distribution by the recipi-

ents” [464, S. 6.31] — and included through express breach of confidence. Here,

this factor will favor the plaintiff.

Factor Three (“the amount and substantiality of the portion used . . . ” [150]77):

This factor, like substantial similarity, will not systematically favor either side.

74See Cariou [103, p. 707] (focusing audience perceptions of works rather than author’s inten-
tions in assessing transformative use); see generally Heymann [275] (assessing transformative
use from audience perspective); Liu [378] (discussing audience interests in copyright).

75See 17 U.S.C. § 107 [150] (favoring “purposes such as criticism, comment, news reporting,
teaching (including multiple copies for classroom use), scholarship, or research”)

7617 U.S.C. § 107(2)
7717 U.S.C. § 107(3)
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Some generations will closely resemble the works they were copied from; others

will copy only small portions of the works.78 Even for works that are transfor-

mative, it still matters whether the generation copies more than necessary. A

“painting of a car driving in a snowstorm in the style of Frida Kahlo” might

copy just Kahlo’s brushwork or floral motifs, or it might also imitate the entire

composition of one of her self-portraits.

Factor Four (“the effect of the use upon the potential market for . . . the copy-

righted work.”79): The outputs of a non-generative AI do not compete in the

market for a copyrighted work. These outputs could reduce the demand for the

copyrighted work. For example, an AI-powered recommendation system might

analyze the frames of a movie and assign it a low rating for visual interest. But

the rating does not substitute for the movie in the market for movies. Viewers

consume the rating to learn about movies, not to enjoy the expression in the

rating. Any harm to the copyright owner is not fourth-factor harm [99]. The

outputs of a generative-AI system, however, can substitute for a copyrighted

work under the fourth factor. Consider the following variations on a theme:

• Instead of paying to obtain a copy of “The Old Sugarman Place” episode of

Bojack Horseman, a user prompts a generative-AI system to generate "’The

Old Sugarman Place’". It generates a close duplicate — essentially a

pirated edition at a lower price. This is a paradigmatic fourth-factor harm.

• The user prompts a generative-AI system to generate "’The Old

Sugarman Place’", and the system generates a non-exact copy with sig-

nificant changes to the dialogue and animation. This episode, “The New

78See Associated Press v. Meltwater U.S. Holdings, Inc. [29] (rejecting fair use defense brought by
news-monitoring service that reproduced substantial excerpts from articles for its customers)

7917 U.S.C. § 107(4)
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Sugarman Place,” is also a direct competitor for this user’s business. It

might be a better or worse competitor, depending on how closely “The New

Sugarman Place” matches “The Old Sugarman Place.” But this is still factor-

four harm.

• The user prompts a generative-AI system to generate a new episode of Bo-

jack Horseman. The generation does not necessarily compete with “The Old

Sugarman Place” itself.80 Instead, it competes with commissioning the writ-

ers, animators, and voice cast to create new episodes, or with paying for a

license to make new episodes.81 This is also factor-four harm to the market

for licenses and authorized derivatives. For example, in Krofft [540] McDon-

ald’s created advertisements in the unsettling style of the children’s show

H.R. Pufnstuff.

• An individual prompts a generative-AI system to produce a generation in a

broad style, e.g., "animated sitcom about depression". The output

is a video with dialogue and animation that do not look much like Bojack.

The output does not directly compete with “The Old Sugarman Place,” or

with any particular work or particular author. Instead, it competes with

animated television in general. If the generative-AI system had not been

available, the individual might have paid to watch Bojack or Dr. Katz or

some other show. Many authors might view this as undercutting the mar-

ket for their work. Here, the fourth factor is not even relevant, because the

new video is not substantially similar to any existing work. If a human cre-

ative team made a new animated sitcom about depression, they would be

celebrated for their creativity not sued for infringement.

80Perhaps the user has already watched all of the existing episodes.
81For another example, imagine that the user of a service prompts a text-to-image system to

create a portrait of them in the style of a particular living artist; the generation is a substitute for
commissioning the artist to paint one.
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• An individual prompts a generative-AI system to produce a generation in

a broad style, e.g. "animated sitcom about depression". The out-

put, however, is “The Old Sugarman Place.” The difference between this

and the first case is that the user does not know about the work that the gen-

eration substitutes for. This is a factor-four harm. The generative-AI system

has diverted the individual from potentially learning about and paying to

watch “The Old Sugarman Place.”

To summarize, factors one, three, and four can point strongly in favor of fair use

or strongly against, depending on the context, and factor two does not consis-

tently point in either direction. We conclude that some generations will be fair

uses and others will not.

10.4 Which Way from Here?

The generative-AI supply chain is extremely complex. So is copyright law.

Putting the two of them together multiplies the intricacy. Two unsettling con-

clusions follow. First, because of the complexity of the supply chain, it is not

possible to make accurate sweeping statements about the copyright legality of

generative AI. Too much depends on the details of specific systems. All the

pieces matter, from the curatorial choices in the training dataset, to the train-

ing algorithm, to the deployment environment, to the prompt supplied by the

user. Courts will have to work through these details in numerous lawsuits and

develop doctrines to distinguish among different systems and uses. Second, be-

cause of the complexity of copyright law, there is enormous play in the joints.

Substantial similarity, fair use, and other doctrinal areas all have open-ended
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tests that can reach different results depending on the facts a court emphasizes

and the conclusions it draws. This complexity gives courts the flexibility to deal

with variations in the supply chain. Paradoxically, it also gives courts the free-

dom to reach any of several different plausible conclusions about a generative-

AI system. We explore some of the ways that courts might use their discretion

to apply copyright law to generative AI (Section 10.4.1), and then discuss some

of the considerations that courts should keep in mind (Section 10.4.2).

10.4.1 Possible Outcomes

There are a few boxes that courts may find it appealing to sort generative-AI

systems into.

No Liability

First, courts might hold that neither services nor users are liable for copyright in-

fringement. Under a combination of no substantial similarity and fair use, any-

thing produced by a generative-AI system would be categorically legal. Mod-

els and services would also be legal because intermediate nonexpressive fair

use would shield them. Training datasets would also usually be legal as well

(except perhaps in cases of blatant infringement like Books3) [304, 319, 493].

They would be fair-use inputs to noninfringing downstream stages of the sup-

ply chain.

This regime is clear and simple. It would also be unstable. While this out-

come might make sense for some generative-AI systems, it seems both unwork-
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able for systems trained specifically to emulate the styles of particular creators,

and retrieval systems that reproduce matching works exactly [73]. If all genera-

tive AI were categorically legal, then developers might start adding generative

components to other systems in order to launder copyrighted works through

them. The endpoint could be the effective collapse of copyright. Assuming that

this is not an outcome that courts would willingly preside over, then, a blanket

no-liability regime seems unlikely. Instead, courts would be more likely to find

at least some infringement — so the question becomes where to draw the line.

Liability for Generations Only

Second, courts could draw a line between services and users. In this regime,

only generations would be treated as infringing.82 In this world, generative-AI

systems would be creative tools like Photoshop.83 The user would be respon-

sible for making sure that anything they create with the tools is noninfringing,

but the tools would be shielded under something like a strong Sony rule, assem-

bled out of a combination of no substantial similarity, no indirect infringement,

and/or fair use. This result might be unfair to users whose infringements re-

sulted from systems producing generations that reproduce material in the un-

derlying model’s training dataset, through no choice or fault of their own. But

this is arguably the same kind of situation that some courts currently counte-

nance when they hold that users can be liable for embedding images from In-

stagram even though Instagram is not liable for hosting those images [541].

The main difficulty with this regime would be policing against systems de-
82Here, we use the term “user” broadly. A user could be a customer using a web application

to produce a generation, a developer using an API to produce a generation in their own code, a
developer using an API to produce a generation for a company, etc.

83Sometimes literally so. See Adobe [11].
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signed specifically for infringement. Something like the Grokster [411] rule, care-

fully followed, might suffice. The providers of a service that was geared to pro-

duce infringing outputs could be held liable. So could the publishers or deploy-

ers of a model that had been trained or fine-tuned to optimize its effectiveness

at infringement. So could the curator of a dataset that included only infring-

ing works, or was intentionally organized to meet the needs of a model known

to be intentionally trained for infringement. At every stage, a party would be

held responsible only for its own actions directed towards increasing the use of

a system for infringement.

Notice and Removal

Courts could treat generative-AI services as generally legal, but require them

to respond to knowledge of specific infringements under a Napster-like rule [2].

One plausible route to this regime would be to treat infringing generations as

creating direct liability for users and only indirect liability for service providers.

Another would use fair use to shield service providers as long as they took

reasonable overall precautions, including responding when they had sufficient

knowledge of infringement. And a third would be to find liability but craft

an injunction that only required services to act against infringement they were

aware of.84

84Regardless of which of these doctrinal routes a court took, there would be an inevitable
gravitational force pulling the provider’s duties towards the duties of a service provider under
Section 512(c) or (d). This is not because Section 512 applies to generative-AI services. It largely
does not — analysis that we defer to other work. Instead, the Section 512 doctrines may be a
convergence point because courts have now had two decades of experience — which means
two decades of precedents — with the Section 512 safe harbors. These precedents have come to
set expectations — among copyright owners, in the technology industry, in the copyright bar,
and in the judiciary — for what legally “responsible” behavior by an online intermediary looks
like. A generative-AI service operator that does not appear to be making a good-faith effort to
achieve something like this system may strike a court as intending to induce infringement, not
making a good-faith effort to comply with an injunction, etc.
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If courts end up recreating a notice-and-takedown regime, they would likely

settle on familiar elements from the DMCA notice-and-takedown provision of

Section 512: a way for copyright owners to give notice of infringement, block

infringing generations on notice, block infringing generations on actual knowl-

edge, block infringing generations on red-flag knowledge, avoid having a busi-

ness model that directly ties income to infringement, and terminate the abilities

of repeat infringers to continue making generations.

This is a very difficult technical problem. It would be much harder for a

generative-AI system to implement than it is for a hosting platform to imple-

ment Section 512 compliance. The reason is that a notice directed to a hosting

provider under Section 512(c) must include “Identification of the material that

is claimed to be infringing . . . and information reasonably sufficient to permit

the service provider to locate the material” [153].85 A valid notice is a roadmap;

it tells the hosting provider exactly what to take down to comply. That mate-

rial already exists, and the hosting provider can compare it to the copyrighted

work to verify that they are substantially similar. But a notice to a generative-AI

system is a notice against future generations, which may be different from each

other and resemble the copyrighted work in different ways. Filtering for this

kind of much more inexact match is much harder technically.86 Further, there

is no simple analogue for takedown in generative-AI models. Removing the

85U.S.C. § 512(c)(3)(A)(iii).
86That said, matching material against a catalog of copyrighted works is a problem that has

been very approximately solved by major social networks, which use perceptual hashing to
prevent the upload of various kinds of identified content. Generative-AI companies could at
least add similar perceptual-hash-driven filtering to the outputs of their models, but clearly this
would only solve part of the problem [294, 352]. The challenges of implementing removal for
models are even harder. A service can add filters on the input and output sides — monitoring
prompts and scanning outputs. It can also fine-tune or align the model, or provide it with an
overall prompt that instructs the model to respond in ways that reduce its propensity to infringe.
Further, a model by itself does not implement these controls. The model cannot control how it
is prompted or what the user does with the output. The model cannot stop anyone from fine-
tuning it to remove its guardrails.
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influence of a particular example on a model is an active and unsolved area of

research [79, 405].87

Infringing Models

A fourth possibility is that some or all generative-AI services are illegal because

models themselves infringe. This outcome is an existential threat to model train-

ers and service providers; it makes their operations per se copyright infringe-

ment. It is also the outcome being sought by the class-action plaintiffs in high-

profile lawsuits against OpenAI, Stability AI, and some of their partners. In

this regime, the most important component of copyright law would become li-

censing. Models could only be trained on data that had been licensed from the

copyright owners; the terms under which those models and their generations

could be used would have to be negotiated as part of the licensing agreement.88

10.4.2 Lessons

Having discussed what courts and policymakers could do, we now consider

what they should do. In keeping with our bottom line — the generative-AI supply

chain is too complicated to make sweeping rules prematurely — we offer a few general

observations about the overall shape of copyright and generative AI that courts

and policymakers should keep in mind as they proceed.

87Absent the ability to do so, the safest bet is to retrain the model from scratch. Due to the
time and expense required to retrain a model, it will often be infeasible to retrain it simply to
remove infringing works, and completely unworkable to retrain on each new notice. We defer
further discussion of how courts could deal with this difficulty to other work.

88Each model would have a fully licensed training dataset, and the question of infringement
would not arise except in cases where there were infringing works in the dataset itself or some
other failure of quality control somewhere along the supply chain.
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First, copyright touches every part of the generative-AI supply chain. Every stage

from training data to alignment can make use of copyrighted works. Generative

AI raises many other legal issues: Can a generative-AI system commit defama-

tion [37, 91, 224, 270, 603]? Can a generative-AI system do legal work [123]

and should they be allowed to [396]? But these issues pertain to outputs of a

generative-AI system–copyright pervades every step of the process.

Second, copyright concerns cannot be localized to a single link in the supply

chain. Decisions made by one actor can affect the copyright liability of another

actor far away in the supply chain. Whether an output looks like Snoopy or like

a generic beagle depends on what images were collected in a dataset, which

model architecture and training algorithms are used, how trained models are

fine-tuned and aligned, how models are embedded in deployed services, what

the user prompts with, etc. Every single one of these steps could be under the

control of a different person.

Third, design choices matter. There are obvious choices about copyright, like

whether to train on unlicensed data (which can affect downstream risks), and

how to respond to notices that a system is producing infringing outputs (which

can affect upstream risks). But subtler architectural choices matter, too. Differ-

ent settings on a training algorithm can affect how much the resulting model

will memorize specific works. Different deployment environments can affect

whether users have enough control over a prompt to steer a system towards

infringing outputs. Copyright law will have to engage with these choices — as

will AI policy.

Fourth, fair use is not a silver bullet. For a time, it seemed that training and

using AI models would often constitute fair use. In such a world, AI devel-
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opment is generally a low-risk activity, at least from a copyright perspective.

Yes, training datasets and models and systems may all include large quantities

of copyrighted works — but they will never be shown to users. Generative AI

scrambles this assumption. The serious possibility that some generations will

infringe means that the fair-use analysis at every previous stage of the supply

chain is up for grabs again.

Fifth, the ordinary business of copyright law still matters. Courts will need to

make old-fashioned, retail judgments about individual works — e.g., how much

does this image resemble Elsa in particular, rather than generic tropes of fantasy

princesses? Courts must leave themselves room to continue making these retail

judgments on a case-by-case basis, responding to the specific facts before them,

just as they always have. Perhaps eventually as society comes to understand

what uses generative AI can be put to and with what consequences, it will re-

consider the very fundamentals of copyright law. But until that day, we must

live with the copyright system we have. And that system cannot function unless

courts are able to say that some generative-AI systems and generations infringe,

and others do not.

Sixth, analogies can be misleading. There are plenty of analogies for generative

AI ready to hand. A generative-AI model or system is like a search engine, or

like a website, or like a library, or like an author, or like any number of other

people and things that copyright has a well-developed framework for dealing

with. These analogies are useful, but we wish to warn against treating any of

them as definitive. As we have seen, generative AI is and can consist of many

things. It is also literally a generative technology: it can be put to an amazingly

wide variety of uses [648]. And one of the things about generative technologies
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is that they cause convergence [433]. precisely because they can emulate many

other technologies, they blur the boundaries between things that were formerly

distinct. Generative AI can be like a search engine, and also like a website, a

library, an author, and so on. Prematurely accepting one of these analogies to

the exclusion of the others would mean ignoring numerous relevant similarities

— precisely the opposite of what good analogical reasoning is supposed to do.

10.5 Conclusion

Our conclusion is simple. “Does generative AI infringe copyright?” is not a

question that has a yes-or-no answer. There is currently no blanket rule that

determines which participants in the generative-AI supply chain are copyright

infringers. The underlying systems are too diverse to be treated identically,

and copyright law has too many open decision points to provide clear answers.

Copyright is not the only, or the best, or the most important way of confronting

the policy challenges that generative AI poses. But copyright is here, and it is

asking good questions about how generative-AI systems are created, how they

work, how they are used, and how they are updated. These questions deserve

good answers, or failing that, the best answers our copyright system is equipped

to give.
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CHAPTER 11

CONCLUSION

This dissertation puts forth a vision for a new research field that studies

problems at the intersection of machine learning, law, and policy. At its cen-

ter are questions that concern the challenges for taking reliability seriously

across machine learning: the importance of careful, meaningful metric design,

methodologies for making sure that we can measure these metrics efficiently

and dependably at scale, and successful communication with legal scholars and

policymakers about what measurements can (and cannot) tell us about the capa-

bilities and risks of ML systems. In service of this vision, this dissertation covers

research contributions in three different, yet cross-cutting, themes: sources of ar-

bitrariness in machine learning (Part I), taming randomness in scalable, reliable

ML algorithms (Part II), and evaluating generative-AI systems (Part III).

In Part I, we describe different ways that non-determinism can bring about

arbitrary outcomes in ML experiments. We quantify and mitigate two particu-

lar sources of machine-learning-related arbitrariness: (1) arbitrariness that can

result in conclusions from non-deterministic, human-made decisions in experi-

ments that involve hyperparameter optimization (Chapter 2), and (2) arbitrari-

ness that can result in social prediction contexts when we do not account for

variance in possible learned decision rules, due to randomness in the training

process (Chapter 3).

Arbitrariness is especially relevant in the law. One of the goals of legal rules

is to remove arbitrariness in decision-making, so that the law is predictable,

consistent, and fair — qualities that are essential for due process [218, 570].

We make important, novel connections between non-determinism-induced ar-
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bitrariness in ML and arbitrariness in the law. Our work in this area shows

why ML-related arbitrariness is meaningfully different from other types of ar-

bitrariness that the law considers, which has important consequences for how

law- and policymakers should reason about and regulate the deployment of ML

systems in public contexts.

In Part II, we detail algorithmic contributions in scalable uncertainty estima-

tion and distributed optimization. This research contends with improving scal-

ability without sacrificing reliability. For the former, reliability involves guar-

anteeing that our Bayesian inference algorithms converge to the true posterior

distribution, so that we can get accurate estimates of model uncertainty (Chap-

ter 5). For the latter, we prove that there are better-than-random example or-

ders for SGD-based distributed optimization; our algorithm converges provably

faster than random example ordering, and also exhibits better generalization in

practice (Chapter 6).

Both of these chapters harness randomness in sampling and optimization,

respectively, to construct more scalable/efficient, reliable algorithms. In com-

puting, scalabilty/efficiency and reliability are often in trade-off; it is challeng-

ing to achieve greater scalability or efficiency without sacrificing reliability. In

both of these chapters, we leverage low-level technical details about sampling

and optimization, respectively, so that we can relax these trade-offs.

We then discuss how analogous trade-offs are very common in law and

policy contexts. Policymakers trade-off between reliability and scalability/effi-

ciency all the time, in domains as complex as federal risk assessment and health

policy. Understanding these trade-offs is often sufficient for making sense of

underlying implementation decisions, which impact overall algorithm and sys-
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tem behavior. As a result, we make the case that such trade-offs are a useful

level of abstraction for communicating with policymakers and other non-expert

stakeholders about the capabilities and risks of ML systems (Chapter 7).

Part III also involves algorithms in scalable machine learning, but makes its

central contributions in evaluating generative-AI system. We put forth method-

ology for feasible measurement of memorization at contemporary-LLM scale.

Since we do not know the training datasets of most state-of-the-art LLMs, we

develop a proxy for a training dataset that we use to validate memorization.

In doing so, we reveal interesting patterns in memorization across open and

semi-closed models [435]. A variant of our attack, which gets the aligned Chat-

GPT to diverge from its chatbot-style outputs, shows that ChatGPT memorizes

orders of magnitude more than was previously known, and much more than

any other model that we tested. This work represents the first successful, large-

scale memorization attack on an aligned, deployed, closed production system

(Chapter 8).

One of the key concerns around regurgitating memorized training data is

that these generations can contain verbatim copies of content that is possibly

under copyright. Such copyright concerns suggest a natural alternative: train-

ing generative-AI models on public domain or explicitly licensed curated data.

We explore this in depth for text-to-image latent diffusion models: we curate a

training dataset of Creative Commons licensed images, for which we produce

synthetic captions, and we use this image-caption dataset to train variants of

the Stable Diffusion 2 architecture. This work involves a variety of ML-systems

contributions, as well as a starting place for showing the benefits and limitations

of training on licensed data (Chapter 9).
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Both of these chapters provide a great intuition for why generative AI

presents significant challenges for U.S. copyright law. However, since their

main contributions are in machine learning, they do not go into detail about

their relationship with copyright. We conclude this part by closing this loop.

We present an abridged version of our landmark article on copyright and the

generative-AI supply chain, which defines a rich framework for reasoning pre-

cisely about the many ways that copyright law presents significant issues for

generative AI, and how generative AI, in turn, presents novel, significant issues

for copyright law (Chapter 10).

By making contributions in these three interrelated themes, this dissertation

demonstrates that research on reliable measurement for ML is intrinsically tied

with research in law and policy. While these are different disciplines, they are

actually two complementary sides of the same research vision. They serve the

same goals of trying to rigorously define what it means to be “reliable” and how

to implement reliability in practice. This requires rigorous knowledge about the

capabilities and risk of ML models (and the systems in which they are embed-

ded). Developing such knowledge depends on fundamental algorithmic and

methodological contributions in machine learning. It also requires meaningful

engagement with concrete law and policy questions about what we want ML

systems to do in the world.

There is a virtuous cycle between these two sides: research on reliable mea-

surement for machine learning has direct implications for law and policy, and

work in law and policy raises novel questions to tackle concerning how to de-

fine and conduct reliable measurement for machine learning. I have been very

fortunate throughout my Ph.D. to be able to engage deeply with both sides of
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this research vision — to ask and answer questions that requires developing

insights in machine learning, law, and policy.

This dissertation provides a tour of some of scholarship that has developed

these insights. However, it does not discuss the work I have done to directly

engage with policymakers in practice. Most of this work has occurred through

an organization called The Center for Generative AI, Law, and Policy Research

(The GenLaw Center), which I co-founded with my co-authors, Katherine Lee

and James Grimmelmann. This organization originated through an ICML ’23

workshop that we co-organized, and has grown into and incubated a new re-

search community and field. We have had a significant impact on the trajectory

of some Ph.D. students’ doctoral work, and have an ongoing impact on U.S. AI

policy.

Most recently, we held a workshop in Washington, D.C., which we co-

organized with Carnegie Mellon University, the Georgetown Law Center, and

the Center for Democracy and Technology. This workshop centered on educat-

ing policymakers about generative-AI evaluations, and what we can and cannot

measure about generative-AI systems — in other words, the good, the bad, and

the hype. The work that we are doing through The GenLaw Center — both our

policy outreach and the research we are conducting — is exactly in line with

some of the action items called for in President Biden’s executive order [576],

among other policy mandates.

The great news is, we have already been doing this work together for a while.

We have been making, and continue to make, fundamental contributions in re-

search and practice at the intersection of machine learning, law, and policy. It

is a bit surreal to see some of the work in this dissertation become nationally,
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or even internationally relevant. But this also means it is an especially excit-

ing time to continue my research vision, beyond the introduction that has been

presented in these chapters.
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APPENDIX B

APPENDIX FOR HYPERPARAMETER DECEPTION

Term Explanation Example

HPO Acronym for hyperparameter optimization
J , K Used as examples of arbitrary optimizers
P Arbitrary atomic proposition
p, q, ϕ Used as arbitrary or (when specified) specific logical formulas p = “Non-adaptive optimizers have higher

test accuracy than adaptive optimizers.”
HP(s) Acronym for hyperparameter(s)
ℓ ∈ L, Log (Definition 1); log set Figure B.4; Log for running HPO using SGD
T The total time it took to run HPO to produce a log ℓ
I A set of integers Typically the 64-bit integers
r Random seed; r ∈ I
G Pseudo-random number generator; G(r); G : I → I∞

PRNG Acronym for pseudo-random number generator; G
H HPO procedure (Definition 2) SGD, VGG-16 grid search experiment
H∗ A randomized algorithm used in H Random search
c ∈ C Hyper-HP configuration; of set of allowable such configura-

tions for H∗

powers-of-2 grid spacing; configurations
the demon has access to

λ ∈ Λ;
λ∗

HP config. used to run an HPO pass; of allowable HP configs.,
determined by c; λ∗ is the output HP config. that performs the
best

α = 1 in Wilson; allowable α values, e.g.
[.001, .01, 1]

A;
Aλ

Training algorithm; parameterized by HPs λ SGD; SGD with α = 1

M;
Mλ

Model; parameterized by HPs λ VGG16

X A dataset CIFAR-10
α Learning rate Figure B.1, α = 1
ϵ Adam-specific HP Figure B.1, we set ϵ = 1012

EHPO Epistemic HPO (Definition 3) Our defended random search in Section 2.5
H Set of HPO procedures H
P Set of concluded logical formulas; p ∈ P
F A function that maps a set of HPO logs L to a set of logical

formulas P
F∗ (skeptical belief function); Fn (naive be-
lief function)

□ Modal logic operator for “necessary” □p reads “It is necessary that p
♢ Modal logic operator for “possible” ♢p reads “It is possible that p
⊢ Indicates a theorem of propositional logic ⊢ Q→ □Q (necessitation)
♢t EHPO modal operator (Section 2.4.2; Definition 5)
B Belief modal operator B∗ (skeptical belief); Bn (naive belief)
σ ∈ Σ A randomized strategy function that specifies EHPO actions;

set of all such strategies (Section 2.4.2, Definition 4)
σ(L) Distribution over concrete actions for log set
σ[L] The logs output from running σ on L
τσ(L) Total time spent executing σ[L]
|= Denotes “models” L |= ♢t p: Lmodel that p is possible in t
γ Renyi-∞-divergence constant upper bound (Theorem 1)
K, R Numbers of independent random search trials (Section 2.5)
κ Subsampling size (Algorithm 1) We set κ = 11 (Section 2.5)
M Subsampling budget (Algorithm 1) We set M = 10000 (Section 2.5)
δ Skeptical reasoner conclusion threshold (Algorithm 1) See Table 2.1
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B.1 Definitions Reference

Hyper-hyperparameters (hyper-HPs) are HPO-procedure-input values, such as

the spacing between different points in the grid for grid search and the dis-

tributions to sample from in random search.

Definition 1. A log ℓ records all the choices and measurements made during an HPO

run, including the total time T it took to run. It has all necessary information to make

the HPO run reproducible.

Definition 2. An HPO procedure H is a tuple (H∗,C,Λ,A,M,G, X) where H∗ is a

randomized algorithm, C is a set of allowable hyper-HPs (i.e., allowable configurations

for H∗), Λ is a set of allowable HPs (i.e., of HP sets λ), A is a training algorithm (e.g.

SGD),M is a model (e.g. VGG16), G is a PRNG, and X is some dataset (usually split

into train and validation sets). When run, H∗ takes as input a hyper-HP configuration

c ∈ C and a random seed r ∈ I, then proceeds to run Aλ (onMλ using G(r) and data1

from X) some number of times for different HPs λ ∈ Λ. Finally, H∗ outputs a tuple

(λ∗, ℓ), where λ∗ is the HP configuration chosen by HPO and ℓ is the log documenting

the run.

Definition 3. An epistemic hyperparameter optimization procedure (EHPO) is a

tuple (H ,F ) whereH is a set of HPO procedures H (Definition 2) and F is a function

that maps a set of HPO logs L (Definition 1) to a set of logical formulas P, i.e. F (L) =

P. An execution of EHPO involves running each H ∈ H some number of times (each

run produces a log ℓ) and then evaluating F on the set of logs L produced in order to

output the conclusions F (L) we draw from all of the HPO runs.
1Definition 2 does not preclude cross-validation, as this can be part of H∗. The input dataset

X can be split in various ways, as a function of the random seed r.

301



Definition 4. A randomized strategy σ is a function that specifies which action the

demon will take. GivenL, its current set of logs, σ(L) gives a distribution over concrete

actions, where each action is either 1) running a new H with its choice of hyper-HPs

c and seed r 2) erasing some logs, or 3) returning. We let Σ denote the set of all such

strategies.

Definition 5. Let σ[L] denote the logs output from executing strategy σ on logs L,

and let τσ(L) denote the total time spent during execution. τσ(L) is equivalent to the

sum of the times T it took each HPO procedure H ∈ H executed in strategy σ to run.

Note that both σ[L] and τσ(L) are random variables, as a function of the randomness

of selecting G and the actions sampled from σ(L). For any formula p and any t ∈ R>0,

we say L |= ♢t p, i.e. “L models that it is possible p in time t,” if

there exists a strategy σ ∈ Σ, such that P(σ[L] |= p) = 1 and E[τσ(L)] ≤ t.

Definition 6. For any formula p, we say L |= Bp, “L models our belief in p”, if

p ∈ F (L).

Definition 7. Suppose that we are given a naive EHPO procedure ({H},Fn), in which

H is random search and is the only HPO in our EHPO, and Fn is a “naive” belief

function associated with a naive reasoner Bn. For any K,R ∈ N, we define the “(K,R)-

defended” belief function F∗ for a skeptical reasoner B∗ as the following conclusion-

drawing procedure. First, F∗ only makes conclusion set P∗ from a single log ℓ̂ with

K ∗R trials; otherwise, it concludes nothing, outputting ∅. Second, F∗ splits the single ℓ̂

into R logs ℓ1, ℓ2, . . . , ℓR, each containing K independent-random-search trials.2 Finally,

F∗ outputs the intersection of what the naive reasoner would have output on each log ℓi,

F∗({ℓ̂}) = P∗ ≡ Fn({ℓ1}) ∩ Fn({ℓ2}) ∩ · · · ∩ Fn({ℓR}).

Equivalently, {ℓ̂} |= B∗p only if {ℓi} |= Bn p for all i.
2This is not generally allowable. F∗ can do this because random-search logs contain inter-

changeable trials.
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B.2 Section 2.2 Appendix: Notes on the Preliminaries

The code for running these experiments can be found at https://github.

com/pasta41/deception.

B.2.1 Empirical Deception Illustration using Wilson et al.[623]

Why we chose Wilson et al. [623]

We elaborate on why we specifically chose Wilson et al. [623] as our running

example of hyperparameter deception. There are four main reasons why we

thought this was the right example to focus on for an illustration:

First, the experiment involves optimizers known across ML (e.g. SGD,

Adam), a model frequently used for benchmark tasks (VGG16) and a

commonly-used benchmark dataset (CIFAR-10). Unlike other examples of hy-

perparameter deception, one does not need highly-specialized domain knowl-

edge to understand the issue [176, 387]. Second, the paper is exceptionally well-

cited and known in the literature, so many folks in the community are familiar

with its results. Third, we were certain that we could demonstrate hyperparam-

eter deception before we ran our experiments; we observe that Adam’s update

rule basically simulates Heavy Ball when its ϵ parameter is set high enough.

So, we were confident that we could (at the very least) get Adam to perform

as well as Heavy Ball via changing hyper-HPs, which would demonstrate hy-

perparameter deception. We then found further support for this observation in

concurrent work [543], which cited earlier work [122] that also observes this.

Fourth, the claim in Wilson et al. [623] is fairly broad. They make a claim about
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adaptive vs. non-adaptive optimizers, more generally. If the claim had been

narrower – about small ϵ values for numerical stability, then perhaps hyperpa-

rameter deception would not have occurred. In general, we note that narrower

claims could help avoid deception.

B.2.2 Expanded empirical results

We elaborate on the results we present in Section 2.2.

Experimental setup

We replicate and run a variant of Wilson et al. [623]’s VGG16 experiment on

CIFAR-10, using SGD, Heavy Ball, and Adam as the optimizers.

We launch each run on a local machine configured with a 4-core 2.6GHz Inter

(R) Xeon(R) CPU, 8GB memory and an NIVIDIA GTX 2080Ti GPU. Following

the exact configuration from Wilson et al. [623], we set the mini-batch size to be

128, the momentum constant to be 0.9 and the weight decay to be 0.0005. The

learning rate is scheduled to follow a linear rule: The learning rate is decayed by

a factor of 10 every 25 epochs. The total number of epochs is set to be 250. For

the CIFAR-10 dataset, we apply random horizontal flipping and normalization.

Note that Wilson et al. [623] does not apply random cropping on CIFAR-10; thus

we omit this step to be consistent with their approach. We adopt the standard

cross entropy loss. For each HPO setting, we run 5 times and average the results

and include error bars two standard deviations above and below the mean.
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Figure B.1: Full test accuracy results of VGG-16 on CIFAR-10 for SGD and
Heavy Ball learning rate (α) HPO. Error bars indicate two standard deviations
above and below the mean. Each HPO setting is measured with five replicates.
We achieve similar performance as Wilson et al. [623].
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Figure B.2: Tuning over learning rate for different small values of ϵ. On the left,
we show a wide range of learning rates tested. On the right, we zoom in on
the portion of results where the best test accuracy occurs. These results reflect
what Wilson et al. [623] showed, but with tuning over ϵ (small values). Each
HP setting is used to train VGG-16 on CIFAR-10 five times, and the error bars
represent two standard deviations above and below the mean test accuracy.

Associated results and logs

In line with our notion of a log (Definition 1), we provide data tables (Figures

B.4, B.5, and B.6) that correspond with our results graphed in the Figures B.1,

B.2, B.3.
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show test accuracy on CIFAR-10 as a function of different learning rates α for
the different large ϵ values. Error bars show two standard deviations above and
below mean test accuracy for five replicates for each HP setting.
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Figure B.4: Heatmap logs of test accuracy of VGG-16 on CIFAR-10 for SGD and
Heavy Ball for each initial learning rate and random seed. These logs corre-
spond to the results graphed in Figure B.1.

306



5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.04 77.53 77.66 78.16 77.81
83.58 83.87 83.62 84.85 83.89
90.16 89.65 89.97 89.39 90.35
90.23 90.09 90.22 90.23 90.69
90.71 90.03 90.16 90.11 90.17
73.25 75.23 70.16 69.55 67.94

epsilon = 1e-04
5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.99 78.03 77.64 77.76 77.91
83.80 83.85 83.65 84.15 83.80
89.55 90.08 89.45 89.73 89.46
90.41 90.09 90.22 90.28 90.17
89.60 89.68 89.85 89.86 90.12
70.79 76.68 69.19 73.55 72.53

epsilon = 1e-05

5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.16 78.42 77.97 78.53 77.64
83.77 83.53 83.66 83.66 83.99
89.23 89.49 89.69 89.55 89.68
90.49 90.51 90.45 90.24 90.46
89.46 89.50 89.44 89.79 89.71
76.97 77.11 75.14 75.85 76.89

epsilon = 1e-06
5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.64 77.88 77.55 78.13 78.06
83.92 83.76 83.26 83.81 83.93
89.59 89.56 89.59 89.51 89.79
90.42 89.81 90.53 90.33 90.25
90.03 89.67 90.10 89.79 89.61
77.46 78.49 76.98 75.16 78.26

epsilon = 1e-07

5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.27 78.10 77.89 78.55 77.94
83.51 83.75 83.89 83.80 84.03
89.85 89.46 89.78 89.50 89.83
90.24 90.33 90.34 90.37 90.33
90.01 89.91 90.27 89.55 89.73
78.21 78.19 75.73 78.37 78.14

epsilon = 1e-08
5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.31 78.51 77.66 78.52 78.07
78.73 84.11 83.35 83.62 83.25
89.42 89.40 89.68 89.66 89.52
90.56 90.14 90.55 90.39 90.37
90.25 89.62 89.73 89.86 90.22
78.62 78.06 77.40 77.84 78.11

epsilon = 1e-09

1 2 3 4 5
Random Seed

5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.63 77.89 78.13 78.08 78.02
83.51 83.58 83.86 83.67 83.88
89.93 89.45 89.30 89.87 89.63
90.25 90.10 90.49 90.38 90.28
90.03 89.68 90.12 89.88 89.86
78.20 78.86 78.13 78.76 77.92

epsilon = 1e-10

1 2 3 4 5
Random Seed

5e-05
1e-04
3e-04
5e-04
1e-03
5e-03In

iti
al

 L
ea

rn
in

g 
Ra

te 78.18 78.09 78.08 77.99 78.15
84.15 83.73 83.88 83.67 83.65
89.62 89.64 89.66 89.19 89.64
90.40 90.27 90.66 90.61 90.30
89.96 89.90 89.93 89.75 89.77
78.73 78.18 78.39 77.72 77.91

epsilon = 1e-11

Figure B.5: Heatmap logs of test accuracy of VGG-16 on CIFAR-10 for Adam for
each initial learning rate and random seed for different small values of Adam’s
ϵ HP. These results correspond to those graphed in Figure B.2.
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Figure B.6: Heatmap logs of test accuracy of VGG-16 on CIFAR-10 for Adam
for each initial learning rate and random seed for different values of Adam’s
ϵ using our expanded search space. These logs reflect the results graphed in
Figure B.3.
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Figure B.7: Demonstrating the possibility of drawing inconsistent conclusions
from HPO (what we shorthand hyperparameter deception) LSTM on Wikitext-2
using Nesterov and Heavy Ball as the optimizers. Each box plot represents
a log. In (a), we use the grid α = 1, 5, 10, 15, 20, 25, 30, 35, 40, from which we
can reasonably conclude that Nesterov outperforms HB. In (b), we use the grid
α = 10, 20, 30, 40, from which we can reasonably conclude that HB outperforms
Nesterov.

B.2.3 Empirical Deception Illustration using Merity et al. [408]

In addition to the computer vision experiments of Wilson et al. [623], we also

show a separate line of experiments from NLP: training an LSTM on Wikitext-2

using Nesterov and Heavy Ball as the optimizers. We illustrate deception (i.e.,

the possibility of drawing inconsistent conclusions) using two different sets of

hyper-HPs to configure HPO grids for tuning the learning rate. We run ten

replicates for each optimizer / grid combination (a total of 40 runs). We run

these experiments using the same hardware as described in Appendix B.2.2.
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B.3 Section 2.3 Appendix: Epistemic Hyperparameter Opti-

mization

B.3.1 Additional concrete interpretations of EHPO

For concision, in the main text we focus on examples of EHPO procedures that

compare the performance of different optimizers. However, it is worth noting

that our definition of EHPO (Definition 3) is more expansive than this setting.

For example, it is possible to run EHPO to compare different models (perhaps,

though not necessarily, keeping the optimizer fixed), to draw conclusions about

the relative performance of different models on different learning tasks.

B.3.2 Descartes’ Evil Demon Thought Experiment

Our formalization was inspired by Descartes’ evil genius/demon thought ex-

periment. This experiment more generally relates to his use of systematic doubt

in The Meditations more broadly. It is this doubt/skepticism (and its relationship

to possibility) that we find useful for the framing of an imaginary, worst-case ad-

versary. In particular, we draw on the following quote, from which we came up

with the term hyperparameter deception:

I will suppose...an evil genius, supremely powerful and clever, who has

directed his entire effort at deceiving me. I will regard the heavens, the

air, the earth, colors, shapes, sounds, and all external things as nothing

but the bedeviling hoaxes of my dreams, with which he lays snares for my
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credulity...even if it is not within my power to know anything true, it cer-

tainly is within my power to take care resolutely to withhold my assent to

what is false, lest this deceiver, however powerful, however clever he may

be, have any effect on me. – Descartes

Figure B.8: How the authors imagine the EHPO-running demon

For more on the long (and rich) history of the use of imaginary demons and

devils as adversaries — notably a different conception of an adversary than the

potential real threats posed in computer security research — we refer the reader

to Canales [100].

B.4 Section 2.4 Appendix: Modal Logic Formalization

B.4.1 Further Background on Modal Logic

We first provide the necessary background on modal logic, which will inform

the proofs in this appendix (Appendix B.4.1). We then describe our possibility

logic—a logic for representing the possible results of the evil demon running
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EHPO—and prove that it is a valid modal logic (Appendix B.4.2). We then

present a primer on modal belief logic (Appendix B.4.2), and suggest a proof

for the validity of combining our modal possibility logic with modal belief logic

(Appendix B.4.2).

Axioms from Kripke Semantics

Kripke semantics in modal logic inherits all of the the axioms from propositional

logic, which assigns values T and F to each atom p, and adds two operators, one

for representing necessity (□) and one for possibility (♢).

• □p reads “It is necessary that p”.

• ♢p reads “It is possible that p”.

The ♢ operator is just syntactic sugar, as it can be represented in terms of ¬

and □:

♢p ≡ ¬□¬p (B.1)

which can be read as:

“It is possible that p” is equivalent to “It is not necessary that not p.”

The complete set of rules is as follows:

• Every atom p is a sentence.

• If D is a sentence, then
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– ¬D is a sentence.

– □D is a sentence.

– ♢D is a sentence.

• If D and E are sentences, then

– D ∧ E is a sentence.

– D ∨ E is a sentence.

– D→ E is a sentence.

– D↔ E is a sentence

• □(D → E)→ (□D → □E) (Distribution)

• D → □D (Necessitation)

Possible Worlds Semantics

Modal logic introduces a notion of possible worlds. Broadly speaking, a possible

world represents the state of how the world is or potentially could be [118, 225].

Informally, □D means that D is true at every world (Equation B.2); ♢D means

that D is true at some world (Equation B.3).

Possible worlds give a different semantics from more familiar propositional

logic. In the latter, we assign truth values {T, F} to propositional variables p ∈ P,

from which we can construct and evaluate sentences D ∈ D in a truth table. In

the former, we introduce a set of possible worlds,W, for which each w ∈ W has

own truth value for each p. This means that the value of each p can differ across

different worlds w. Modal logic introduces the idea of valuation function,

V : (W×D)→ {T, F}

313



to assign truth values to logical sentences at different worlds. This in turn allows

us to express the formulas, axioms, and inference rules of propositional logic in

terms ofV. For example,

V(w,¬D) = T ↔V(w,D) = F

There are other rules that each correspond to a traditional truth-table sen-

tence evaluation, but conditioned on the world in which the evaluation occurs.

We omit these for brevity and refer the reader to Challas [118].

We do include the valuation rules for the □ and ♢ operators that modal logic

introduces (Equations B.2 & B.3). To do so, we need to introduce one more

concept: The accessibility relation, R. R provides a frame of reference for one

particular possible world to access other possible worlds; it is a way from mov-

ing from world to world. So, for an informal example, Rw1w2 means that w2 is

possible relative to w1, i.e. we can reach w2 from w1. Such a relation allows for

a world to be possible relative potentially to some worlds but not others. More

formally,

R ⊆ W ×W

Overall, the important point is that we have a collection of worlds W, an

accessibility relation R, and a valuation function V, which together defines a

Kripke model, which captures this system:

M = ⟨W,R,V⟩

Finally, we can give the valuation function rules for □ and ♢:

V(w,□D) = T ↔ ∀w′, (Rww′ →V(w′,D) = T ) (B.2)
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V(w,♢D) = T ↔ ∃w′, (Rww′ ∧V(w′,D) = T ) (B.3)

Informally, for □D to be true in a world, it must be true in every possible

world that is reachable by that world. For ♢D to be true in a world, it must be

true in some possible world that is reachable by that world.

B.4.2 Our Multimodal Logic Formulation

A Logic for Reasoning about the Conclusion of EHPO

As in Section 2.4, we can define the well-formed formulas of our indexed modal

logic3 recursively in Backus-Naur form, where t is any real number and P is any

atomic proposition

κ B P | ¬κ | κ ∧ κ | ♢tκ (B.4)

where κ is a well-formed formula.

As we note in Section 2.4, where we first present this form of defining modal-

logic, □ is syntactic sugar, with □p ≡ ¬♢¬p (which remains true for our indexed

modal logic). Similarly, “or” has p ∨ q ≡ ¬(¬p ∧ ¬q) and “implies” has p →

q ≡ ¬p ∨ q, which is why we do not include them for brevity in this recursive

definition.

We explicitly define the relevant semantics for ♢t for reasoning about the de-

mon’s behavior in running EHPO. For clarity, we replicate that definition of the

3For an example of another indexed modal logic concerning probability, please refer to
Heifetz and Mongin [267].
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semantics of expressing the possible outcomes of EHPO conducted in bounded

time (Definitions 4 & 5, respectively) below:

Definition. A randomized strategy σ is a function that specifies which action the

demon will take. GivenL, its current set of logs, σ(L) gives a distribution over concrete

actions, where each action is either 1) running a new H with its choice of hyper-HPs

c and seed r 2) erasing some logs, or 3) returning. We let Σ denote the set of all such

strategies.

We can now define what the demon can reliably bring about, in terms of

executing a strategy in bounded time:

Definition. Let σ[L] denote the logs output from executing strategy σ on logs L, and

let τσ(L) denote the total time spent during execution. τσ(L) is equivalent to the sum of

the times T it took each HPO procedure H ∈ H executed in strategy σ to run. Note that

both σ[L] and τσ(L) are random variables, as a function of the randomness of selecting

G and the actions sampled from σ(L). For any formula p and any t ∈ R>0, we say

L |= ♢t p, i.e. “L models that it is possible p in time t,” if

there exists a strategy σ ∈ Σ, such that P(σ[L] |= p) = 1 and E[τσ(L)] ≤ t.

A Possible Worlds Interpretation

Drawing on the possible worlds semantics that modal logic provides (Section

B.4.1), we can define specific possible worlds semantics for our logic for ex-

pressing the actions of the demon in EHPO from above.

Definition 8. A possible world represents the set of logs L the demon has produced

at time τσ(L) (i.e., after concluding running EHPO) and the set of formulas P that are

modeled from L via F .
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Therefore, different possible worlds represent the states that could have existed

if the evil demon had executed different strategies (Definition 4). In other words,

if it had performed EHPO with different learning algorithms, different HPO

procedures, different hyper-hyperparameter settings, different amounts of time

(less than the total upper bound), different learning tasks, different models, etc...

to produce a different set of logs L and corresponding set of conclusions P.

In this formulation, the demon has knowledge of all possible worlds; it is

trying to fool us about the relative performance of algorithms by showing as an

intentionally deceptive world. Informally, moving from world to world (via an

accessibility relation) corresponds to the demon running more passes of HPO to

produce more logs to include in L.

Syntax and Semantics for the Logic Modeling the Demon Running the EHPO

We provide proofs and intuitions of the axioms of our EHPO logic in this sec-

tion, based on a correspondence with un-indexed modal logic.

We remind the reader that the following are the axioms of our indexed modal

logic:

⊢ (p→ q)→ (♢t p→ ♢tq) (necessitation + distribution)

p→ ♢t p (reflexivity)

♢t♢s p→ ♢t+s p (transitivity)

♢s□t p→ □t p (symmetry),

♢t(p ∧ q)→ (♢t p ∧ ♢tq) (distribution over ∧ )
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In short, to summarize these semantics—the demon has knowledge of all pos-

sible hyper-hyperparameters, and it can pick whichever ones it wants to run

EHPO within a bounded time budget t to realize the outcomes it wants: ♢t p

means it can realize p.

We inherit distribution and necessitation from un-indexed modal logic; they

are axiomatic based on Kripke semantics. We provide greater intuition and

proofs below.

Notes on necessitation for □t:

Necessitation for our indexed necessary operator can be written as follows:

⊢ p→ □i p

As we note in Section 2.4, ⊢ just means here that p is a theorem of proposi-

tional logic. So, if p is a theorem, then so is □t p. By theorem we just mean that

p is provable by our axioms (these being the only assumptions we can use); so

whenever p fits this definition, we can say □t p.

For our semantics, this just means that when p is a theorem, it is necessary

that p in time t.

Distribution for □t:

□t(p→ q)→ (□t p→ □tq)

We provide three ways to verify distribution over implication for □t. From

this, we will prove distribution over implication for ♢t

A. The first follows from an argument about the semantics of possible worlds
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from the Kripke model of our system (Sections B.4.1 & B.4.2).

i. It is fair to reason that distribution is self-evident given the definitions

of implication (→, formed from ¬ and ∨ in our syntax for well-formed

formulas for our EPHO logic, given at (B.4) and necessity (□t, formed

from ¬ and ♢t in our syntax for well-formed formulas for our EHPO

logic, given at (B.4)).

ii. Similarly, we can further support this via our semantics of possible

worlds.

We can understand □t p to mean, informally, that it an adversary does

adopt a strategy σ that is guaranteed to cause the desired conclusion

p to be the case while take at most time t in expectation. Formally, as

an “necessary” analog to the semantics of ♢t given in Definition 5:

For any formula p, we say L |= □t p if and only if

∀σ ∈ Σ, P(σ[L] |= p) = 1 ∧ E[τσ(L)] ≤ t.

Given p→ q is true in all accessible worlds (i.e, the definition of nec-

essary), then we can say that q is true in all accessible worlds when-

ever p is true in all accessible worlds. As in i. above, this just follows

/ is axiomatic from the definitions of necessity and implication for

Kripke semantics.

B. We can also prove distribution by contradiction.

i. Suppose that the distribution axiom does not hold. That is, the hy-

pothesis

□t(p→ q)
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is true and the conclusion

□t p→ □tq

is false.

ii. By similar reasoning, from above □t p → □tq being false, we can say

that □t p is true and □tq is false.

iii. We can use Modal Axiom M (reflexivity, proven in the next section) to

say □t p→ p. Since □t p is true, we can use modus ponens to determine

that p is true.

iv. We can also say

□t(p→ q)→ (p→ q) (By Modal Axiom M (reflexivity))

v. Since we □t(p → q) is true from above, we can conclude via modus

ponens that p→ q must also be true.

vi. We concluded above that p is true, so we can again use modus ponens

and the fact that p→ q is true to conclude that q is true.

vii. By necessitation, we can then also say q→ □tq, and conclude that □tq

is true. This is a contradiction, as above we said that □t is false.

viii. Therefore, by contradiction, □t(p→ q)→ (□t p→ □tq) is proved.

C. We can separately take an intuitionistic approach to verify the distribution

axiom [30, 57]:

i. Let b be an actual proof of p → q so that we can say a.b is a proof of

□t(p→ q).

ii. Let d be an actual proof of p so that we can say c.d is a proof of □t p.
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iii. From i. and ii., b(d) is an actual proof of q, i.e. b (an actual proof of

p→ q) is supplied d (an actual proof of p), and therefore can conclude

q via an actual proof.

iv. From iii., we can say this results in a proof of □tq, i.e. e.[b(d)].

v. The above i.-iv. describes a function, f : a.b → f(a.b). In other words,

given any proof a.b (i.e., of □t(p → q)) we can return function f(a.b),

which turns any proof c.d (i.e., of □t p) into a proof e.[b(d)] (i.e., of

□tq).

vi. f(a.b) is thus a proof of □t p→ □tq.

vii. From i.-vi., we gone from a.b (a proof of □t(p → q)) to a proof of

□t p → □tq, i.e. have intuitionistically shown that □t(p → q) →

(□t p→ □tq)

Distribution and ♢t: We provide the following axiom in our logic:

⊢ (p→ q)→ (♢t p→ ♢tq) (necessitation and distribution)

and we now demonstrate it to be valid.

⊢ (p→ q)→ □t(p→ q) (necessitation)

→ □t(¬q→ ¬p) (modus tollens)

→ (□t¬q→ □t¬p) (distribution)

→ (¬□t¬p→ ¬□t¬q) (modus tollens)

→ (♢t p→ ♢tq) (♢ta ≡ ¬□t¬a)

This concludes our proof, for how the axioms are jointly stated.
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Further, we could also say

(p→ q)→ ♢t(p→ q) (Modal axiom M (reflexivity))

And therefore also derive distribution over implication for possibility:

♢t(p→ q)→ (♢t p→ ♢tq)

Modal Axiom M: Reflexivity

p→ ♢t p

This axiom follows from how we have defined the semantics of our indexed

modal logic (Definition 5). It follows from the fact that the demon could choose

to do nothing.

We can provide a bit more color to the above as follows:

We can also derive this rule from necessitation, defined above (and from the

general intuition / semantics of modal logic that necessity implies possibility).

First, we can say that necessity implies possibility. We can see this a) from a

possible worlds perspective and b) directly from our axioms. From a possible

worlds perspective, this follows from the definition of the operators. Necessity

means that there is truth at every accessible possible world, while possibility

means there is truth at some accessible possible world, which puts that possible

truth in time t as a subset of necessary truth in time t. From the axioms, we
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verify

□t p→ ♢t p (Theorem to verify, which also corresponds to Modal Axiom D (serial))

¬□t p ∨ ♢t p (Applying p→ q is equiv. ¬p ∨ q)

♢t¬p ∨ ♢t p (By modal conversion, ¬□t p→ ♢t¬p)

(Which for our semantics is tautological)

That is, in time t it is possible that p or it is possible that p, which allows

for us also to not conclude anything (in the case that the demon chooses to do

nothing).

We can then say,

(□t p→ p)→ ♢t p (By necessitation and □t p→ ♢t p)

p→ ♢t p (By concluding p from necessitation)

Another way to understand this axiom is again in terms of possible worlds.

We can say in our system that every world is possible in relation to itself. This

corresponds to the accessibility relation Rww. As such, an equivalent way to

model reflexivity is in terms of the following:

□t p→ p

That is, if □t p holds in world w, then p also holds in world w, as is the case

for Rww. We can see this by proving □t p → p by contradiction. Assuming this

were false, we would need to construct a world w in which □t p is true and p is

false. If □t p is true at world w, then by definition p is true at every world that

w accesses. For our purposes, this holds, as □t p means that it is necessary for
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p to be the case in time t; any world that we access from this world w (i.e. by

say increasing time, running more HPO) would require p to hold. Since Rww

means that w accesses itself, that means that p must also be true at w, yielding

the contradiction.

Modal Axiom 4: Transitivity

♢t♢s p→ ♢t+s p (B.5)

We can similarly understand transitivity to be valid intuitively from the be-

havior of the demon and in relation to the semantics of our possible worlds. We

do an abbreviated treatment (in relation to what we say for reflexivity above)

for brevity.

In terms of the demon, we note that in our semantics ♢t p means that it is

possible for the demon to bring about conclusion p via its choices in time t.

Similarly, we could say the same for ♢s p; this means it is possible for the demon

to bring about conclusion p in time s. If it is possible in time t that it is possible

in time s to bring about p, this is equivalent in our semantics to saying that it is

possible in time t + s to bring about conclusion p.

We can understand this rule (perhaps more clearly) in terms of possible

worlds and accessibility relations.

For worlds wn,

∀w1,∀w2,∀w3,Rw1w2 ∧ Rw2w3 → Rw1w3

In other words, this accessibility relation indicates that if w1 accesses w2 and

if w2 accesses w3, then w1 accesses w3.
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For understanding this in terms of relative possibility, we could frame this

as, if w3 is possible relative to w2 and if w2 is possible relative to w1, then w3 is

possible relative to w1. For our semantics of the demon, this means that in some

time if in some time b we can get to some possible world w3 from when we’re in

w2 and in time a we can get to some possible world w2 when we’re in w1, then in

time a + b we can get to w3 from w1

This axiom is akin to us regarding a string of exclusively possible or exclu-

sively necessary modal operators as just one possible or necessary modal oper-

ator, respectively; we regard then regard sum of times as the amount of time it

takes to bring about p (again, being necessary or possible, respectively).

Modal Axiom 5: Symmetry

♢s□t p→ □t p (B.6)

We can similarly understand that our modal logic is symmetric; this is valid

intuitively from the behavior of the demon. We further abbreviate our treatment

for brevity. In terms of the demon, we note that in our semantics ♢s p means that

it is possible for the demon to bring about conclusion p via its choices in time

s. We can also say □t p means that it is necessary for the demon to bring about

p in time t. If it is possible in time s that it is necessary in time s to bring about

p, this is equivalent in our semantics to saying that it is necessary in time t to

bring about conclusion p. In other words, we can disregard would could have

possibly happened in time s from the demon’s behavior and only regard what

was necessary in time t for the demon to do in order to bring about p.

As another example, consider our reduction of ♢t¬♢t p to ¬♢t p in our proof

for deriving a defended reasoner in Section 2.5. While the intuitive English
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reading (“It’s possible that it’s not possible that p”) does not seem equivalent

to this reduction (“It’s not possible that p), it is in fact valid for our semantics.

Think of this in terms of the demon. If p cannot be brought about in time t in

expectation (where t is a reasonable upper bound on compute time), then that’s

the end of it; it doesn’t matter which operators come before it (any number of

♢t or □t). Adding possibility or necessity before that condition doesn’t change

that fact that it, for that upper bound t, it is not possible to bring about p.

This axiom is akin to us just regarding the rightmost modal operator when

we have a mix of modal operators applied iteratively; we can disregard what

was possible or necessary in the time prior to the rightmost operator, and say

that what we can say about a sentence p (whether it is possible or necessary)

just relates to how much time the last operator required to bring about p.

Derived axioms

We can similarly derive other axioms of our indexed modal logic, form the

axioms above. Notably,

□t distributes over ∧
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□t(p ∧ q)→ (□t p ∧□tq) (□t distributes over ∧)

Inner proof 1

p ∧ q

p

(p ∧ q)→ p

□t((p ∧ q)→ p) (Necessitation)

□t(p ∧ q)→ □t p (Distribution)

□t p (By assuming the hypothesis)

Inner proof 2

p ∧ q

q

(p ∧ q)→ q

□t((p ∧ q)→ q) (Necessitation)

□t(p ∧ q)→ □tq (Distribution)

□tq (By assuming the hypothesis)

□t p ∧□tq (By inner proof 1, inner proof 2, assuming the hypothesis)

We can show a similar result for ♢t and ∧, omitted for brevity.

♢t distributes over ∨
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♢t(p ∨ q)→ (♢t p ∨ ♢tq) (♢ distributes over ∨)

¬□t¬(p ∨ q)→ (♢t p ∨ ♢tq) (♢ta ≡ ¬□t¬a)

¬□t(¬p ∧ ¬q)→ (♢t p ∨ ♢tq) (¬(a ∨ b) ≡ (¬a ∧ ¬b))

¬(□t¬p ∧□t¬q)→ (♢t p ∨ ♢tq) (□t distributes over ∧)

(¬□t¬p ∨ ¬□t¬q)→ (♢t p ∨ ♢tq) (¬(a ∧ b) ≡ (¬a ∨ ¬b))

(♢t p ∨ ♢tq)→ (♢t p ∨ ♢tq) (♢ta ≡ ¬□t¬a)

We can show a similar result for □t and ∨, omitted for brevity.

Syntax and Semantics for the Logic of our Belief in EHPO Conclusions

The logic of belief is a type of modal logic, called doxastic logic [277], where the

modal operator B is used to express belief4 Different types of reasoners can be

defined using axioms that involve B [550].

We can formulate the doxastic logic of belief in Backus-Naur form:

For any atomic proposition P, we define recursively a well-formed formula

ϕ as

ϕ B P | ¬ϕ | ϕ ∧ ϕ | Bϕ (B.7)

where B means “It is believed that ϕ”. We interpret this recursively where

p is the base case, meaning that ϕ is p if it is an atom, ¬ϕ is well-formed if ϕ is

4Computer scientists do not tend to distinguish between the logic of knowledge (epistemic)
and the logic of belief (doxastic) [527].
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well-formed. We can also define ∨,→, and↔ from ¬ and ∧, as in propositional

logic.

As stated in the belief logic portion of Section 2.4, we model a consistent

Type 1 reasoner [550], which has access to all of propositional logic, has their

beliefs logical closed under modus ponens, and does not derive contradictions.

In other words, we have the following axioms:

¬(Bp ∧ B¬p) ≡ Bp→ ¬B¬p

which is the consistency axiom,

⊢ p→ Bp

which is akin to Necessitation above in Section B.4.1 and means that we believe

all tautologies, and

B(p→ q)→ (Bp→ Bq)

which means that belief distributes over implication. This notably does not in-

clude

Bp→ p

which essentially means that we do not allow for believing p to entail con-

cluding p. This corresponds to us actually wanting to run hyperparameter op-

timization before we conclude anything to be true. We do not just want to con-

clude something to be true based only on a priori information. This is akin to

picking folkore parameters and concluding they are optimal without running

hyperparameter optimization.
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Combining Logics

It is a well known result that we can combine modal logics to make a multi-

modal logic [525]. In particular, we refer the reader to results on fusion [578].

For a brief intuition, we are able to combine our EHPO logic with belief

logic since we are operating over the same set of possible worlds. The results

of running EHPO produce a particular possible world, to which we apply our

logic of belief in order to reason about the conclusions drawn in that world.

Our Combined, Multimodal Logic and Expressing Hyperparameter Decep-

tion

We develop the following multimodal logic, which we also state in Section 2.4:

ψ B P | ¬ψ | ψ ∧ ψ | ♢tψ | Bψ

Axioms

We give this multimodal logic semantics to express our t-non-deceptiveness ax-

iom, which we repeat below for completeness:

For any formula p,

¬ (♢tBp ∧ ♢tB¬p)

We can similarly express the t-non-deceptiveness axiom:

For any formula p,

♢tBp→ ¬♢tB¬p
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We can also express a t-deceptiveness-axiom:

For any formula p,

♢tBp ∧ ♢tB¬p

To reiterate, multimodal just means that we have multiple different modes of

reasoning, in this case our ♢t semantics for the demon doing EHPO and our

consistent Type 1 reasoner operator B.

Given a reasonable maximum time budget t, we say that EHPO is t-non-

deceptive if it satisfies all of axioms above. Moreover, based on this notion of

t-non-deceptiveness, we can express what it means to have a defense to being

deceived.

Some notes on strength of belief and belief update

There are potentially interesting connections between our work on defending

against hyperparameter deception and belief update [204]. Notably, one could

view our notion of skeptical belief as related to work done on ”strength of be-

lief” and belief update, or dynamic doxastic logic [326, 527, 592]. Instead of

picking an EHPO runtime a priori and then running a defended EHPO and at the

end evaluating whether or not we believe the conclusions we draw, we could

iteratively update and test our belief and terminate if a certain belief threshold

is met. In such quantitative theories of belief change, the degree of acceptance

of a sentence is represented by a numerical value. Those numerical values can

be updated in light of new information (so-called “soft” information updates)

[36, 591]. Exploring this is out of scope for our work here, but could be an inter-

esting future research direction for how to reason about empirical results that
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imply inconsistent conclusions.

B.5 Section 2.5 Appendix: Notes on Defenses

B.5.1 Proving a defended reasoners

Suppose that we have been drawing conclusions using some “naive” belief op-

erator Bn (based on a conclusion function Fn) that satisfies the axioms of Sec-

tion 2.4.3. We want to use Bn to construct a new operator B∗, which is guaran-

teed to be deception-free. One straightforward way to do this is to define the

belief operator B∗ such that for any statement p,

B∗p ≡ Bn p ∧ ¬♢tBn¬p.

That is, we conclude p only if both our naive reasoner would have concluded

p, and it is impossible for an adversary to get it to conclude ¬p in time t. This

enables us to show t-non-deceptiveness, following directly from the axioms in a

proof by contradiction: Suppose B∗ can be deceived, i.e. ♢tB∗p∧♢tB∗¬p is True:

Rule

♢tB∗p ≡ ♢t (Bn p ∧ ¬♢tBn¬p) Applying ♢t to the definition of B∗p (2.1)

→ ♢t (¬♢tBn¬p) Reducing a conjunction to either of its terms: (a ∧ b)→ b

→ ¬♢tBn¬p Symmetry; dropping all but the right-most operator: ♢t(♢ta)→ ♢ta

We provide more detail on these transformations than we do in the main text.

The first application is simple; we just put parentheses around our definition of

B∗, and apply ♢t to it. The second step is also simple. We apply a change to
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whats inside the parentheses, i.e. just the definition of B∗. Because this is a

conjunction, in order for it to be true, both components have to be true. So, we

can reduce the conjunction to just it’s second term.

The part that is more unfamiliar is the application of Modal Axiom 5 (Sym-

metry) to reduce the number of ♢t operators. We provide this example above in

Section B.4, where we explain why Modal Axiom 5 holds for our EHPO logic

semantics. We reiterate here for clarity:

While the intuitive English reading (“It’s possible that it’s not possible that

p”) does not seem equivalent to this reduction (“It’s not possible that p), it is in

fact valid for our semantics. Think of this in terms of the demon. If p cannot

be brought about in time t in expectation (where t is a reasonable upper bound

on compute time), then that’s the end of it; it doesn’t matter which operators

come before it (any number of ♢t or □t). Adding possibility or necessity before

that condition doesn’t change that fact that it, for that upper bound t, it is not

possible to bring about p.

We then pause to apply our axioms to the right side of the conjunction,

♢tB∗¬p :

Rule

♢tB∗¬p ≡ ♢t (Bn¬p ∧ ¬♢tBn p) Applying ♢t to the definition of B∗¬p (1)

→ ♢tBn¬p ∧ ♢t¬♢tBn p Distributing ♢t over ∧: ♢t(a ∧ b)→ (♢ta ∧ ♢tb)

→ ♢tBn¬p Reducing a conjunction to either of its terms: (a ∧ b)→ a

This transformation is much like the one above. We similarly apply ♢t to the

definition of B∗.
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We then distribute ♢t over the definition, which holds for our logic since pos-

sibility distributes over and. We prove this for our logic in Section B.4, and pro-

vide an intuitive explanation here. If it is possible in time t to bring about a par-

ticular formula, then it must also be possible to bring about the sub-conditions

that compose that formula in time t. If this were not the case, then we would

not be able to satisfy bringing about the whole formula in time t.

Lastly, as in the first example, we reduce the conjunction to one of its terms

(this time taking the first, rather than the second).

We now bring both sides of the conjunction back together: ♢tB∗p∧♢tB∗¬p ≡

¬♢tBn¬p∧♢tBn¬p. The right-hand side is of the form¬a∧a, which must be False.

This contradicts our initial assumption thatB∗ is t-deceptive (i.e., ♢tB∗p∧♢tB∗¬p

is True). Therefore, B∗ is t-non-deceptive.

B.5.2 Theoretically Validating Defenses to Hyperparameter

Deception

We prove Theorem 1:

Theorem 1. Suppose that the set of allowable hyper-HPs C of H is constrained, such

that any two allowable random-search distributions µ and ν have Renyi-∞-divergence

at most a constant, i.e. D∞(µ∥ν) ≤ γ. The (K,R)-defended random-search EHPO of

Definition 7 is guaranteed to be t-non-deceptive if we set R ≥
√

t exp(γK)/K = O(
√

t).

Suppose we are considering HPO via random search [54], in which the set

of allowable hyper-hyperparameters contains tuples (µ,M), where µ is a distri-

bution over all possible hyperparameter sets Λ and M is the number of different
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hyperparameter configuration trials to run. This set S is the Cartesian product

of the set of allowable distributions D (µ ∈ D) and M.

Suppose that for any two allowable distributions µ, ν ∈ D and any event A (a

measurable subset of Λ), µ(A) ≤ eγ · ν(A) (i.e., the Renyi ∞-divergence between

any pair of distributions is at most γ). This bounds how much the choice of

hyper-hyperparameter can affect the hyperparameters in HPO.

We also suppose we start from a naive reasoner (expressed via the operator

Bn), which draws conclusions based on a log with K trials. For this scenario, we

are only concerned with the reasoner’s conclusions from K-trial logs. We there-

fore assume w.l.o.g. that the reasoner draws no conclusions unless presented

with exactly one log with exactly K trials.

For some constant R ∈ N, we construct a new reasoner B∗ that does the fol-

lowing: It draws conclusions only from a single log with exactly KR trials (oth-

erwise it concludes nothing). To evaluate a proposition p, it splits the log into R

groups of K trials each, evaluates Bn on p on each of those R groups, and then

concludes p only if Bn also concluded p on all R groups.

Now consider a particular (arbitrary) proposition p. Since B∗ draws conclu-

sions based on only a single log, any strategy σ for the demon is equivalent to

one that maintains at most one log at all times (the “best” log it found so far for

its purposes, as it can discard the rest).

Let Q be the supremum, taken over all allowable distributions µ, of the prob-

ability that running a group of K random search trials using that distribution

will result in a log that would convince the Bn of p. Similarly, let Q¬ be the

supremum, taken over all allowable distributions ν, of the probability that run-
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ning a group of K trials using that distribution will result in a log that would

convince Bn of ¬p.

Observe that Q is the probability of an event in a product distribution of K

independent random variables each distributed according to µ, and similarly

for Q¬, and the corresponding events are disjoint. By independent additivity

of the Renyi divergence, the Renyi ∞-divergence between these corresponding

product measures will be γK. It follows that

1 − Q ≥ exp(−γK)Q¬

and

1 − Q¬ ≥ exp(−γK)Q

From here it’s fairly easy to conclude that

Q + Q¬ ≤
2

1 + exp(−γK)
.

Now, an EHPO procedure using random search with KR trials will convince

B∗ of p with probability QR, since all R independently sampled groups of K trials

must “hit” and each hit happens with probability Q. Thus, the expected time it

will take the fastest strategy to convince us of p is Q−R · KR. Similarly, the fastest

strategy to convince us of ¬p takes expected time Q−R
¬ · KR.

Suppose now, by way of contradiction, that the t-non-deceptiveness axiom

is violated, and there are strategies that can achieve both of these in time at most

t. That is,

Q−R · KR ≤ t and Q−R
¬ · KR ≤ t.

From here, it’s fairly easy to conclude that

Q + Q¬ ≥ 2
(KR

t

)1/R

.
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Combining this with our conclusion above gives(KR
t

)1/R

≤
1

1 + exp(−γK)
.

It’s clear that we can cause this to be violated by setting R to be large enough.

Observe that
1

1 + exp(−γK)
≤ exp

(
− exp(−γK)

)
,

so (KR
t

)1/R

≤ exp
(
− exp(−γK)

)
.

Taking the root of both sides gives(KR
t

) 1
R exp(−γK)

≤
1
e
.

To simplify this expression, let β denote

β = R exp(−γK).

So that (
βK

t exp(−γK)

)1/β

≤
1
e
.

Finally, we set R such that

β =

√
t exp(−γK)

K
.

To give (
1
β

)1/β

≤
1
e
.

But this is impossible, as the minimum of xx occurs above 1/e. This setting of R

gives

R = β exp(γK) =

√
t exp(γK)

K
= O(

√
t).

This shows that, for this task, if we run our constructed EHPO with R = O(
√

t)

assigned in this way, it will be guaranteed to be t-non-deceptive.
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B.5.3 Defense Experiments

In this section we provide more information about the implementation of

a random-search-based defense to hyperparameter deception in Wilson et

al. [623], which we discuss in Section 2.5.

Our Implemented Defense Algorithm

The defense we implement in our experiments is a bit different than what we

describe in our theoretical results in Section 2.5. In particular, in practice it is

easier to implement subsampling rather than resampling.

Protocol of Selecting Hyper-HPs. As partially illustrated in Figure 2.1 and

elaborated on in Appendix B.2, Wilson et al. [623]’s choice of hyper-HPs does

not capture the space where Adam effectively simulates Heavy Ball. In Wilson

et al. [623]i, Adam-specific HPs like numerical variable ϵ = 10−8 [314] are treated

as constants, leading to a biased HP-search space.

In contrast, we select the hyper-HPs of ϵ following a dynamic searching pro-

tocol:

Inspired by Choi et al. [122], we start from a wide range ϵ ∈ [10−12, 1012] as a

wide search space. We iteratively select powers-of-10 grids that are uniformly

spaced in the logarithmic scale of the current range. For instance, the selected

grids for the prior range would be {10−12, 10−11, · · · , 1011, 1012}. We perform a

single run on each grid selected, and shrink the range towards grids where the

best performance are achieved. The shrinkage follows the policy of either ×10

to the lower boundary or ×0.1 to the upper boundary. For example, for the prior
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range, we found the best performance is achieved on grid 1011, so we multiply

the lower boundary 10−12 with 10 and shift the range to ϵ ∈ [10−11, 1012]. Our

protocol terminates with ϵ ∈ [1010, 1012] as the final hyper-HPs that we use for

our defended random search EHPO.

Scaling Learning Rate η. Note that directly applying the hyper-HP of ϵ ∈

[1010, 1012] to Adam would lead to extremely slow convergence, since essentially

large ϵ indicates a small effective learning rate η. Similar to Choi et al. [122], we

explore a shifted hyper-HPs for the η, scaled proportionally with ϵ. Specifically,

note that a large ϵ would make the update of Adam approach the update rule in

the Heavy Ball method; for any randomly selected ϵ ∈ [1010, 1012], we perform

the random search of η/ϵ instead of η itself in the space of [0.5, 0.7], which is the

search space of HB’s learning rate shown in Wilson et al. [623].

Experimental setup

We follow the setup from [623], where the details are specified in Section B.2.2.

Code

The code for running these experiments can be found at https://github.

com/pasta41/deception.

Associated results and logs

In line with our notion of a log, we provide heatmaps of our logs in Figures B.12,

B.13 and that correspond with our results in Section 2.5. We note that the per-
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formance of Heavy Ball for some random seeds is very bad (e.g., 10% test accu-

racy). The performance varies widely – also nearing 92% for different random

seeds. We affirm that this is the search space that yields the best results for

Heavy Ball ( 92%).

The results for Heavy Ball exhibit large variance. This illustrates a strength

of our defensed: it actually helps with robustness against potentially making

the wrong conclusion about Heavy Ball’s performance (more generally), due to

not making conclusions off of a single result (and perhaps using a random seed

for which performance is particularly bad). We make a different claim about

relative algorithm performance than Wilson et al. [623] about Heavy Ball (i.e.,

we do not claim that it is better than Adam); but we do not reach this conclusion

for the wrong reason (i.e., that we got one bad Heavy Ball result for a particular

random seed).
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Figure B.9: Heatmap logs of SGD defended random search. Redder rows indi-
cate higher test accuracy.
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Figure B.10: Heatmap logs of Heavy Ball (HB) defended random search. Redder
rows indicate higher test accuracy.
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Figure B.11: Heatmap logs of Adam defended random search. Redder rows
indicate higher test accuracy.
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Figure B.12: Heatmap logs of test accuracy of VGG-16 on CIFAR-10 for Adam
vs. SGD using our defended random search EHPO. Red indicates higher test
accuracy for the given random seed.
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Figure B.13: Heatmap logs of test accuracy of VGG-16 on CIFAR-10 for Adam
vs. Heavy Ball (HB) using our defended random search EHPO. Red indicates
higher test accuracy for the given random seed.
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B.6 Section 2.6 Appendix: Notes on Conclusion

B.6.1 Additional Practical Takeaways

In our conclusion in Section 2.6, we note the following practical takeaways:

• Researchers should have their own notion of skepticism, appropriate

to their specific task. There is no one-size-fits-all defense solution. Our

results are broad insights about defended EHPO: A defended EHPO is

always possible, but finding an efficient one will depend on the task.

• Researchers should make explicit how they choose hyper-HPs. What is

reasonable is ultimately a function of what the ML community accepts. Be-

ing explicit, rather than eliding hyper-HP choices, is essential for helping

decide what is reasonable. As a heuristic, we recommend setting hyper-

HPs such that they include HPs for which the optimizers’ performance

starts to degrade, as we do above.

• Avoiding hyperparameter deception is just as important as repro-

ducibility. We have shown that reproducibility [80, 249, 271, 470, 542] is

only part of the story for ensuring reliability. While necessary for guarding

against brittle findings, it is not sufficient. We can replicate results—even

statistically significant ones—that suggest conclusions that are altogether

wrong.

We elaborate here that our defended random search EHPO indicates a par-

ticular form of skepticism that may (or may not) be appropriate to different ML

tasks. That is, we suggest a defended EHPO, but do not claim that that EHPO
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is optimal or suited for all tasks. Even though it may not be optimal, the guar-

antees it affords would translate to other tasks (so long as the assumption is

maintained that there is an upper bound on how much the hyper-HPs can con-

trol the HPs). So, while we do not necessarily encourage practitioners to use our

particular defended EHPO, we do not discourage it either. The main take away

is that practitioners should develop their own notion of skepticism (appropriate

to their particular task) and be explicit about the assumptions they rely on when

selecting hyper-HPs. The way one chooses hyper-HPs should be defensible.

When in doubt, as a heuristic we recommend using a search space that in-

cludes where an algorithm’s performance starts to degrade (to be assured that

a maximum, even if a local one, has been found). We refer to our dynamic two-

phase protocol (which we describe in detail in Appendix B.5.3) as an example

of how to do this. We first do a broad (but coarse) search. We used grid search

for that initial sweep. Random search may be a better choice for some tasks.

We were familiar with Wilson et al. [623] (and many have written about it), and

felt confident that grid search would capture the space well based on the results

that others have also reported on this task. We then used this first sweep to de-

termine which hyper-HPs we should use for our second, finer-grained sweep.

We apply our more expensive, defended EHPO for this second sweep, using

the hyper-HPs we selected from the first sweep. In other words, we spent a bit

of time/our compute budget justifying to ourselves that we were picking rea-

sonable hyperparameters – instead of just picking one grid or range for random

search to sample, and hoping that our results would be representative of other

search spaces.

347



B.6.2 Broader Impact

As we suggest in Section 2.5, our work can be considered as related to (but

orthogonal with) with prior studies on reproducibility as advocating for more

robust scientific practices in ML research. In particular, our work complements

prior empirical studies that shine a light on reliability issues in ML—issues that

relate particularly to traditionally underspecified choices in hyperparameter op-

timization [122, 376, 543]. In contrast to this prior work, which illustrates the

issue with experiments, we provide a theoretical contribution that enables ML

practitioners and researchers to defend against unreliable, inconsistent HPO.

We provide a theoretically-backed mechanism to promote and facilitate more

trustworthy norms and practices in ML research.

More broadly, our work can be understood as a mechanism for dealing

with measurement bias—the misalignment between what one intends to mea-

sure and what they are actually measuring—for overall ML algorithm perfor-

mance. While alleviating measurement bias is by no means novel to more ma-

ture branches of science [243], including other fields of computing [431], until

recently it has been under-explored in ML. Beginning in the last couple of years,

measurement bias is now coming under increased scrutiny with respect to the

origins of empirical gains in ML [210, 430]. In current work, it is often diffi-

cult to disentangle whether the concluded measured performance gains are due

to properties of the training algorithm or to fortuitous HP selection. Our for-

malization, rather than allowing HPO choices to potentially obscure empirical

results, provides confidence in the conclusions we can draw about overall algo-

rithm performance.

Our work also highlights how there is a human element, not a just statisti-
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cal one, to bias in ML pipelines: Practitioners make decisions about HPO that

can heavily influence performance (e.g., choice of hyper-hyperparameters). The

human element of biasing solution spaces has been discussed in sociotechni-

cal writing [136, 215, 547], in AI [417], in the context of “p-hacking” or “fishing

expeditions” for results that fit a desired pattern [227], and was also the focus

of Professor Charles Isbell’s NeurIPS 2020 keynote [295]. Formalizing the pro-

cess for how to draw conclusions from HPO, as we do here, has the potential to

alleviate the effects of this type of human bias in ML systems.

Lastly, our insights concerning robustness also extend to growing areas in

ML that use learning to guide hyperparemeter selection, such as meta-learning

and neural architecture search [96, 189, 288, 289, 649]. While the assisting learn-

ing agents in those methods guide choosing hyperparameters for the trained

output model, their own hyperparameters tend to be either manually tuned or

chosen with more traditional HPO strategies, like grid search [647]. In other

words, these processes can exhibit the bias problem discussed above and are

therefore potentially subject to hyperparameter deception, which can be miti-

gated by the work we present here.
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APPENDIX C

APPENDIX FOR ARBITRARINESS AND SOCIAL PREDICTION

The full paper’s appendix is extensive, containing figures for every experi-

ment. We provide an abridged version here, and defer the arXiv version of the

paper for the full set of results.

C.1 Extended Preliminaries

C.1.1 Notes on notation and on our choice of terminology

Terminology. Traditionally, what we term “observed labels” o are often re-

ferred to instead as the “ground truth” or “correct” labels [7, 262, 325, e.g.]. We

avoid this terminology because, as the work on label bias has explained, these

labels are often unreliable or contested [136, 212].

Sets, random variables, and instances. We use bold non-italics letters to de-

note random variables (e.g., x, D), capital block letters to denote sets (e.g., X, Y),

lower case italics letters to denote scalars (e.g., o), bold italics lower case letters

to denote vectors (e.g., x), and bold italics upper case to denote matrices (e.g.,

Dk). For a complete example, x is an arbitrary instance’s feature vector, X is the

set representing the space of instances x (x ∈ X), and x is the random variable

that can take on specific values of x ∈ X. We use this notation consistently, and

thus do not always define all symbols explicitly.
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C.1.2 Constraints on our setup

Our setup, per our definition of the learning process (Definition 8) is deliber-

ately limited to studying the effects of variance due to changes in the underly-

ing training dataset, with such datasets drawn from the same distribution. For

this reason, Definition 8 does not include the data collection process or hyper-

parameter optimization (HPO), which can further introduce non-determinism

to machine learning, and are thus assumed to have been already be completed.

Relatedly, variance-induced error can of course have other sources due to

such non-determinism. For example, stochastic optimization methods, such as

SGD and Adam, can cause fluctuations in test error; as, too, can choices in HPO

configurations [145]. While each of these decision points is worthy of investi-

gation with respect to their impact on fair classification outcomes, we aim to fix

as many sources of randomness as possible in order to highlight the particular

kind of arbitrariness that we describe in Sections 3.1 and 3.3. As such, we use the

Limited-memory BFGS solver and fix our hyperparameters based on the results

of an initial search (Section 3.5), for which we selected a search space through

consulting related work such as Chen et al. [119].

C.1.3 Costs and the classification decision threshold

For reference, we provide a bit more of the basic background regarding the re-

lationship between the classification decision threshold τ and costs of false pos-

itives FP (C01) and false negatives FN (C10). We visualize the loss as follows:
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Table C.1: Confusion matrix for cost-sensitive loss ℓ, adapted from Elkan [188].

ŷ = 0 ŷ = 1

o = 0 TN: 0 FP: C01

o = 1 FN: C10 TP: 0

0-1 loss treats the cost of different types of errors equally C01 = C10 = 1); false

positives and false negatives are quantified as equivalently bad – they are sym-

metric; the case for which C01 , C10 is asymmetric or cost-sensitive.

Altering the asymmetric of costs shifts the classification decision threshold

τ applied to the underlying regressor rDk . We can see this by examining the be-

havior of rDk that we learn. rDk estimates the probability of a each label given

x (since we do not learn using g), i.e., that we develop a good approximation

of the distribution p(y|x). Ideally, rDk will be similar to the Bayes optimal clas-

sifier (for which the classification rule produces classifications y∗ that yield the

smallest weighted sum of the loss, where the weights are the probabilities of a

particular label y = i for a given (x, g), i.e., sums over

p(y = i|x = x) ℓ(i, y′). (C.1)

For binary classification, the terms of (C.1) in the sum for a particular y′ yield

two cases:

• i = y′: By definition, ℓ(i, y′) = 0; therefore, (C.1) = 0.

• i , y′: By definition, ℓ(i, y′) = C01 or ℓ(i, y′) = C10. So, (C.1) will weight the

cost by the probability p(y = i|x = x).

We can therefore break down the Bayes optimal classifier into the following
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decision rule, which we hope to approximate through learning. For an arbitrary

(x, g) and Y = {0, 1},

min
(

Weighted cost of predicting positive (1) class︷                                                ︸︸                                                ︷
Probability of FP︷            ︸︸            ︷

p(y = 0|x = x)×C01 +

Probability of TP︷            ︸︸            ︷
p(y = 1|x = x)×0,

Weighted cost of predicting negative (0) class︷                                                ︸︸                                                ︷
Probability of TN︷            ︸︸            ︷

p(y = 0|x = x)×0 +

Probability of FN︷            ︸︸            ︷
p(y = 1|x = x)×C10

)
=min

( Probability of FP︷            ︸︸            ︷
p(y = 0|x = x)×C10,

Probability of FN︷            ︸︸            ︷
p(y = 1|x = x)×C10

)

That is, to predict label 1, the cost of mis-predicting 1 (i.e., the cost of a false

positive FP) must be be smaller than the cost of mis-predicting 0 (i.e, the cost of

a false negative FN). In binary classification p(y|x = x) = p(y = 1|x = x) + p(y =

0|x = x) = 1. So, we can assign p(y = 1|x = x) = τ and p(y = 0|x = x) = 1 − τ, and

rewrite the above as

min
(
(1 − τ) C01, τC10

)
. (C.2)

The decision boundary is the case for which both of the arguments to min in (C.2)

are equivalent (i.e., the costs of predicting a false positive and a false negative

are equal), i.e.,

(1 − τ) C01 = τC10 ⇒ τ =
C01

C01 +C10
, so,

hDk(x) = 1[rDk(x) ≥ τ] =


1, if p(y = 1|x = x) ≥ τ = C01

C01+C10

0, otherwise.

For 0-1 loss, in which C01 = C10 = 1, τ evaluates to 1
2 . If we want to model

asymmetric costs, then we need to change this decision threshold to account for

which type of error is more costly. For example, let us say that false negatives
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are more costly than false positives, with C01 = 1 and C10 = 3. This leads to

a threshold of 1
4 , which biases hDk toward choosing the (generally cheaper to

predict/more conservative) positive class.

C.1.4 The bootstrap method

In the bootstrap method, we treat each dataset D̂k ∈ D̂ as equally likely. For each

set aside test example (x, g, o), we can approximate Err(A,D, (x, g, o)) empiri-

cally by computing

ˆErr
(
A, D̂, (x, g, o)

)
=

1
B

B∑
i=1

ℓ
(
o, ĥD̂i

(x)
)

(C.3)

for a concrete number of replicates B. We estimate overall error ˆErr(A, D̂) for

the test set by additionally summing over each example instance (x, g, o), which

we can further delineate into ˆFPR and ˆFNR, or into group-specific ˆErrg, ˆFPRg,

and ˆFNRg by computing separate averages according to g.

The bootstrap method exhibits less variance than cross-validation, but can

be biased — in particular, pessimistic — with respect to estimating expected er-

ror. To reduce this bias, one can follow our setup in Definition 8, which splits

into train and test sets before resampling. For more information comparing the

two methods, see Efron and Tibshirani [185, 186]. Further, recent work shows

that, in relation to studying individual models, CV is in fact asymptotically un-

informative regarding expected error [608].
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C.2 Additional Details on Variance and Self-Consistency

In this appendix, we provide more details on other types of statistical er-

ror (Appendix C.2.1), on variance (Appendix C.2.2) and self-consistency (Ap-

pendix C.2.3). Following this longer presentation of our metrics, we then pro-

vide some additional information on other definitions of variance that have

been used in work on fair classification, and contextualize issues with these

definitions that encouraged us to deviate from them in order to derive our defi-

nition of self-consistency (Appendix C.3).

C.2.1 Other statistical sources of error

Noise. Noise is traditionally understood as irreducible error; it is due to inher-

ent randomness in the data, which cannot be captured perfectly accurately by

a deterministic decision rule hDk . Notably, noise is an aspect of the data collec-

tion pipeline, not the learning process (Definition 8). It is irreducible in the sense

that it does not depend on our choice of training procedureA or how we draw

datasets for training from D, either in theory or in practice. Heteroskedastic

noise across demographic groups is often hypothesized to be a source of unfair-

ness in machine learning [119, 136]. Importantly, albeit somewhat confusingly,

this is commonly referred to as label bias, where “bias” connotes discrimination,

as opposed to the statistical bias that we mention here.

Unlike noise, bias and variance are traditionally understood as sources of

epistemic uncertainty. These sources of error are reducible because they are con-

tingent on the modeling choices we make in the learning process; if we knew
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how to model the task at hand more effectively, in principle, we could reduce

bias and variance error.

Bias. Within the amount of reducible error, bias reflects the error associated

with the chosen hypothesis class H, and is therefore governed by decisions con-

cerning the training procedure A in the learning process (Definition 8). This

type of error is persistent because it takes effect at the level of possible models

in H; in expectation, all models hDk ∈ H have the same amount of bias-induced

error.

Whereas variance depends on stochasticity in the underlying training data,

noise and bias error are traditionally formulated in relation to the Bayes optimal

classifier — the best possible classifier that machine learning could produce for

a given task [7, 178, 229]. Since the Bayes optimal classifier is typically not avail-

able in practice, we often cannot estimate noise or bias directly in experiments.

Of the three types of statistical error, it is only variance that seems to reflect

the intuition in Figure 3.1 concerning the behavior of different possible models

hDk . This is because noise is a property of the data distribution; for a learning

process (Definition 8), in expectation we can treat noise error as constant. Bias

can similarly be treated as constant for the learning process: It is a property of

the chosen hypothesis class H, and thus is in expectation the same for each hDk ∈

H. In Figure 3.1, we are keeping the data distribution constant and H constant;

we are only changing the underlying subset of training data to produce different

models hDk .
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C.2.2 Our variance definition

We first provide a simple proof that explains the simplified version for our em-

pirical approximation for variance in (3.1).

Proof. For the models {hDb}
B
b=1 that we produce, we denote Ŷ to be the multiset

of their predictions on (x, g). |Ŷ| = B = B0 + B1, where B0 and B1 represent the

counts of 0 and 1-predictions, respectively. We also set the cost of false positives

to be ℓ(0, 1) = C01 and the cost of false negatives to be ℓ(1, 0) = C10.

Looking at the sum in ˆvar (i.e.,
∑

i, j), each of the B0 0-predictions will get

compared to the other B0 − 1 0-predictions and to the B1 1-predictions. By the

definition of ℓ, each of the B0 − 1 computations of ℓ(0, 0) evaluates to 0 and each

of the B1 computations of ℓ(0, 1) evaluates to C01. Therefore, the B0 0-predictions

contribute

B0 ×
[(

0 × (B0 − 1)
)
+C01 × B1

]
= C01B0B1

to the sum in ˆvar, and, by similar reasoning, B1 ×
[(

0 × (B1 − 1)
)
+ C10 × B0

]
=

C10B0B1. It follows that the total sum in ˆvar is

∑
i, j

ℓ
(
ĥD̂i

(x), ĥD̂ j
(x)

)
= (C01 +C10)B0B1. Therefore

ˆvar
(
A,D̂,(x,g)

)︷                                 ︸︸                                 ︷
1

B(B − 1)

∑
i, j

ℓ
(
ĥD̂i

(x), ĥD̂ j
(x)

)
=

(3.1)︷               ︸︸               ︷
(C01 +C10)B0B1

B(B − 1)

The effect of τ on variance. As discussed in Appendix C.1.3, C01 and C10 can

be related to changing τ applied to rDk to produce classifier hDk . We analyze the
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range of minimal and maximal empirical variance by examining the behavior

of B→ ∞, i.e.,

lim
B→∞

(C01 +C10)B0B1

B(B − 1)
. (C.4)

Minimal variance. Either B0 or B1 (exclusively, since B0 + B1 > 1) will be = 0,

with the other being = B, making (C.4) equivalent to

lim
B→∞

(C01 +C10) × 0
B(B − 1)

= 0, regardless of the value of C01 +C10.

Maximal variance. B0 will represent half of B, with B1 representing the other

half. More particularly, B0 =
B
2 and B1 =

B
2 ; or, without loss of generality, B0 =

B−1
2

and B1 =
B+1

2 . This means that

(C01 +C10)B0B1

B(B − 1)
=

(C01 +C10)( B
2 )2

B(B − 1)

(
Or, =

(C01 +C10)( B−1
2 )( B+1

2 )
B(B − 1)

)
=

(C01 +C10)( B2

4 )
B2 − B

(
Or, =

(C01 +C10)( (B2−1
4 )

B(B − 1)
; it will not matter in the limit

)
=

(C01 +C10)B2

4B2 − 4B
.

And, therefore,

lim
B→∞

(C01 +C10)B2

4B2 − 4B
=

C01 +C10

4
. (C.5)

It follows analytically that variance will be in the range [0, C01+C10
4 ). However,

empirically, for concrete B, ˆvar
(
A, D̂, (x, g)

)
→ [0, C01+C10

4 + ϵ], for smaller pos-

itive ϵ as the number of models B increases. The maximal variance will better

approximate C01+C10
4 as B gets larger, but will be > C01+C10

4 . For example, for 0-1 loss

C01+C10
4 = 2

4 = 0.5. For B = 100, the maximal ˆvar
(
A, D̂, (x, g)

)
= 2×50×50

100×99 =
50
99 ≈ .505.
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C.2.3 Deriving self-consistency from variance

In this appendix, we describe the relationship between variance (Defini-

tion 9) and self-consistency (Definition 10) in more detail, and show that

ŜC
(
A, {Db}

B
b=1, (x, g)

)
→ [0.5 − ϵ, 1] for small positive ϵ as the number of mod-

els B increases.

Proof. Note that, by the definition of 0-1 loss, C01 = C10 = 1, so

ˆvar
(
A, D̂, (x, g)

)
0-1 =

1
B(B − 1)

∑
i, j

1[hDi(x) , hD j(x)] =
2B0B1

B(B − 1)
. (C.6)

By the definition of the indicator function 1,

1 =
1

B(B − 1)

∑
i, j

[ From ˆvar
(
A,D̂,(x,g)

)
0-1︷                 ︸︸                 ︷

1[hDi(x) , hD j(x)]+

From ŜC
(
A,{D̂b}

B
b=1,(x,g)

)︷                 ︸︸                 ︷
1[hDi(x) = hD j(x)]

]

=

(C.6)︷     ︸︸     ︷
2B0B1

B(B − 1)
+

1
B(B − 1)

∑
i, j

1[hDi(x) = hD j(x)].

Therefore, rearranging,

ŜC
(
A, D̂, (x, g)

)
=

1
B(B − 1)

∑
i, j

1[hDi(x) = hD j(x)] = 1 −
2B0B1

B(B − 1)
.

We note that ŜC (3.2) is independent of specific costs C01 and C10. Never-

theless, the choice of decision threshold τ will of course impact the values of

B0 and B1 in practice. In turn, this will impact the degree of self-consistency
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that a learning process exhibits empirically. In short, the measured degree of

self-consistency in practice will depend on the choice of ℓ. Further, following

an analysis similar to what we can show that ŜC will be a value in [0.5 + ϵ, 1],

for small positive ϵ. This reality is reflected in the results that we report for our

experiments, for which B = 101 yields minimal ŜC ≈ 0.495.

Cost-independence of self-consistency Intuitively, self -consistency of a learn-

ing process is a relative metric; it is a quantity that is measured relative to the

learning process. We therefore conceive of it as a metric that is normalized with

respect to the learning process (Definition 8). Such a process can be maximally

100% self-consistent, but it does not make sense for it to be more than that (re-

flected by the maximum value of 1).

In contrast, as discussed in Appendix C.2, variance can measure much

greater than 1, depending on the magnitude of the sum of the costs C01 and

C10, in particular, for C01 + C10 > 4 (C.5). However, it is not necessarily mean-

ingful to compare the magnitude of variance across classifiers. Recall that the

effect of changing costs C01 and C10 corresponds to a change in the binary clas-

sification decision threshold, with τ = C01
C01+C10

. It is the relative costs that change

the decision threshold; not the costs themselves. For example, the classifier with

costs C01 = 1 and C10 = 3 is equivalent to the classifier with costs C01 =
1
2 and

C10 =
3
2 (for both, τ = 1

4 ), but the former would measure a larger magnitude for

variance.

It is this observation that grounds our cost-independent definition of self-

consistency in Section 3.3 and Appendix C.2.3. Given the fact that the magni-

tude of variance measurements can complicate our comparisons of classifiers,
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as discussed above, we focus on the part of variance that encodes information

about arbitrariness in a learning process: its measure of (dis)agreement between

classification decisions that result from changing the training dataset. We could

alternatively conceive of self-consistency as the additive inverse of normalized

variance, but this is more complicated because it would require a computation

that depends on the specific costs, ˆvar
(
A, D̂, (x, g)

)
normalized =

ˆvar
(
A,D̂,(x,g)

)
ˆvar
(
A,D̂,(x,g)

)
max

.

C.2.4 Additional details on our self-consistency metric

Terminology. In logic, the idea of consistent belief has to do with ensuring that

we do not draw conclusions that contradcit each other. This is much like the case

that we are modeling with self-consistency — the idea that underlying changes

in the dataset can lead to predictions that are directly in contradition [277, 550,

560]. Ideas of consistency in legal rules have a similar flavor; legal rules should

not contradict each other; legal judgments should not contradict each other (this

is at least an aspiration for the law, based on common ideas in legal theory [218,

570]. For both of these reasons, the term “consistent” has a natural mapping

to our usage of it in this paper. This is especially true in the legal theory case,

given that inconsistency in the law is often considered arbitrary and a source of

discrimination.

We nevertheless realize that the word “consistent” is overloaded with many

meanings in statistics and different subfields computer science like distributed

computing [3, 642, e.g.,]. Nevertheless, due to the clear relationship between our

purposes concerning arbitrariness and discrimination, and definitions in logic

and the law, we believe that it is the most appropriate term for our work.
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Quantifying systematic arbitrariness. We depict systematic arbitrariness using

the Wasserstein-1 distance [489]. This is the natural distance for us to consider

because it has a closed form when being applied to CDFs. For our purposes,

it should be interpreted as computing the total disparity in self-consistency by

examining all possible self-consistency levels κ at once.

Formally,1 for two groups g = 0 and g = 1 with respective SC CDFs F0 and

F1,

W1 =

∫
R
|F0(κ) − F1(κ)| dκ.

For self-consistency, which we have defined on [0.5, 1], this is just

W1 =

∫ 1

0.5
|F0(κ) − F1(κ)| dκ.

Empirically, we can approximate this with

Ŵ1 B
1

|K̂|

∑
K̂

|F̂0(κ̂) − F̂1(κ̂)|,

where K̂ =
{
1 −

2B0B1

B(B − 1)

∣∣∣∣∣B0 ∈ {0 . . . B} ∧ B1 ∈ {0 . . . B} ∧ B0 + B1 = B
}
.

1We consider the Wasserstein distance for one-dimensional distributions. More generally,
the p-th Wasserstein distance for such distributions,Wp, requires the inverse CDFs to be well-
defined (i.e., the CDFs need to be strictly monotonic). This is fine to assume for our purposes.
We have to relax the formal definition of the Wasserstein distance, anyway, when we estimate it
in practice with a discrete number of samples.
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We typically set B = 101, and thus

K̂ = [0.49505, 0.49545, 0.49624, 0.49743, 0.49901, 0.50099, 0.50337, 0.50614, 0.50931,

0.51287, 0.51683, 0.52119, 0.52594, 0.53109, 0.53663, 0.54257, 0.54891, 0.55564,

0.56277, 0.57030, 0.57822, 0.58653, 0.59525, 0.60436, 0.61386, 0.62376, 0.63406,

0.64475, 0.65584, 0.66733, 0.67921, 0.69149, 0.70416, 0.71723, 0.73069, 0.74455,

0.75881, 0.77347, 0.78851, 0.80396, 0.81980, 0.83604, 0.85267, 0.86970, 0.88713,

0.90495, 0.92317, 0.94178, 0.96079, 0.9802, 1.0],

which we use to produce our CDF plots.

When measuring systematic arbitrariness with abstention, we set the proba-

bility mass for < κ to 0 it. This makes sense because we are effectively re-defining

the ŜCCDFs to not include instances that exhibit below a minimal amount of ŜC.

This also makes comparing systematic arbitrariness across CDFs for different in-

terventions more interpretable. It allows us to keep the number of experimental

samples for the empirical CDF measures constant when computing averages, so

abstaining would then always have the effect of decreasing systematic arbitrari-

ness. If we did not do this, because the Wasserstein-1 distance is an average,

changing the set K̂, of course, would change the amount of Wasserstein-1 dis-

tance — possibly leading to a relative increase (if there are greater discrepancies

between g-condition CDF curves at ≥ κ).

C.3 Related Work and Alternative Notions of Variance

As noted in Section 3.6, prior work that discusses variance and fair classifica-

tion often relies on the definition of variance from Domingos [178]. We deviate
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from prior work and provide our own definition for two reasons: 1) variance

in Domingos [178, 179] does not cleanly extend to cost-sensitive loss, and 2)

the reference point for measuring variance in Domingos [178, 179] — the main

prediction — can be unstable/ brittle in practice. We start by explaining the

Domginos [178, 179] definitions, and then use these definitions to support our

rationale.

C.3.1 Defining variance in relation to a “main prediction”

To begin, we restate the definitions from Domingos [178, 179] concerning the ex-

pected model (called the main predictor). We change the notation from Domingos

to align with our own, as we believe these changes provide greater clarity con-

cerning meaning, significance, and consequent takeaways. Nevertheless, these

definitions for quantifying error are equivalent to those in Domingos [179], and

they fundamentally depend on human decisions for setting up the learning pro-

cess.

Domgingos defines predictive variance in relation to this single point of ref-

erence. This reference point captures the general, expected behavior of models

that could be produced by the chosen learning process. We can think of each

prediction of this point of reference as the “central tendency” of the predictions

made by all possible models in µ for (x, g). Formally,

Definition 9. The main prediction ŷ is the prediction value y′ ∈ Y that generates

the minimum average loss with respect to all of the predictions ŷ ∈ Ŷ generated by the

different possible models in µ. It is defined as the expectation over training sets D for a
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loss function ℓ, given an example instance (x, g). That is,

y = arg min
y′

ED[ℓ(ŷ, y′)|x = x, g = g]. (C.7)

The main predictor h : X→ Y produces the main prediction y for each (x, g).

What (C.7) evaluates to in practice of course depends on the loss function ℓ.

For squared loss, the main prediction is defined as the mean prediction of all the

hDk [178, 325]. Following Kong and Dietterich [325], for 0-1 loss Domingos [178]

defines the main prediction as the mode/majority vote — the most frequent

prediction for an example instance (x, g). We provide a more formal discussion

of why this is the case when we discuss problems with the main prediction for

cost-sensitive loss (Appendix C.3.2). Domingos [178, 179] then define variance

in relation to specific models hDk and the main predictor h:

Definition 10. The variance-induced error for fresh example instance (x, g) is

var
(
A,D, (x, g)

)
= ED[ℓ(y, ŷ)|x = x, g = g],

where y = h(x) is the main prediction and the ŷ are the predictions for the different

hDk ∼ µ.

That is, for a specific (x, g), it is possible to compare the individual predictions

ŷ = hDk(x) to the main prediction y = h(x). Using the main prediction as a

reference point, one can compute the extent of disagreement of individual pre-

dictions with the main prediction as a source of error. It is this definition (Def-

inition 10) that prior work on fair classification tends to reference when dis-

cussing variance [67, 119]. However, as we discuss in more detail below (Ap-

pendix C.3.2), many of the theoretical results in Chen et al. [119] follow directly

from the definitions in Domingos [178], and the experiments do not actually use
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those results in practice. Black et al. [67], in contrast, presents results that rely

heavily on the main prediction in Domingos [178].

C.3.2 Why we choose to avoid computing the main prediction

We now compare our definition of variance (Definition 9) to the one in Domin-

gos [178, 179] (Definition 10). This comparison makes clear in detail why we

deviate from prior work that relies on Domingos [178, 179].

No decomposition result. Following from above, it is worth noting that by

not relying on the main prediction, we lose the applicability of the decompo-

sition result that Domingos [178, 179] develops. However, we believe that this

is fine for our purposes, as we are interested in the impact of empirical vari-

ance specifically on fair classification outcomes. We do not need to reason about

bias or noise in our results to understand the arbitrariness with which we are

concerned (Section 3.3.1). It is also worth noting that prior work on fair classifi-

cation that leverages Domingos [178] also does not leverage the decomposition,

either. Chen et al. [119] extends the decomposition to subgroups in the con-

text of algorithmic fairness,2 and then informally translates the takeaways of

the Domingos [178] result to a notion of a “level of discrimination.” Moreover,

unlike our work, these prior studies do not actually measure variance directly

in its experiments.

2This just involves splitting the conditioning on an example instance of features x into con-
ditioning on an example instance whose features are split into (x, g).
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No need to compute a “central tendency.” In Domingos [178, 179], variance

is defined in terms of both the loss function ℓ and the main prediction y. This

assumes that the main prediction is well-defined for the loss function, and that

it is well-behaved. While there is a simple interpretation of the main predic-

tion for squared loss (the mean) and for 0-1 loss (the mode/majority vote), it is

significantly messier for cost-sensitive loss, which is a more general formulation

that includes 0-1 loss. Domingos [178, 179] does not discuss this explicitly, so we

derive the main prediction for cost-sensitive loss ourselves below. In summary:

• The behavior of the main prediction for cost-sensitive loss reveals that

the decomposition result provided in the extended technical report (The-

orem 4, Domingos [179]) is in fact very carefully constructed. We believe

that this construction is so specific that it is not practically useful (it is, in

our opinion, hardly “unified” in a more general sense, as it is so carefully

adapted to specific loss functions and their behavioral special cases).

• By decoupling from the need to compute a main prediction as a reference

point, our variance definition is ultimately much simpler and more gen-

eral, with respect to how it accommodates different loss functions.3

Brittleness of the main prediction. For high variance instances, the main pre-

diction can flip-flop from ŷ = 1 to ŷ = 0 and back. While the strategy in Black

et al. [67] is to abstain on the prediction in these cases, we believe that a bet-

3This reveals a subtle ambiguity in the definition of the loss ℓ in Domingos [178, 179]. Neither
paper explicitly defines the signature of ℓ. For the main prediction (Definition 9) and variance
(Definition 10), there is a lack of clarity in what constitutes a valid domain for ℓ. Computing the
main prediction y suggests ℓ : Y × Y → R≥0, where y ∈ Y, but, since Ŷ ⊆ Y, it is possible that
y < Y. However, the definition of variance suggests that ℓ : Y × Ŷ → R≥0. Since Ŷ ⊆ Y, it is not
guaranteed that Ŷ = Y. This may be fine in practice, especially for squared loss and 0-1 loss (the
losses with which Domingos [178] explicitly contends), but it does arguably present a problem
formally with respect to generalizing.
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ter alternative is to understand that the main prediction is not very meaningful

more generally for high-variance examples. That is, for these examples, the

ability (and reliability) of breaking close ties to determine the main (simple ma-

jority) prediction is not the right approach. Instead, we should ideally be able

to embed more confidence into our process than a simple-majority-vote deter-

mination.4 Put different, in cases for which we can reliably estimate the main

prediction, but the vote margin is slim, we believe that the main prediction is

still uncertain, based on our understanding of variance, intuited in Figure 3.1.

The main prediction can be reliable, but it can still, in this view, be arbitrary

(Section 3.6). With a simple-majority voting scheme, there can be huge differ-

ences between predictions that are mostly in agreement, and those that are just

over the majority reference point. Freeing ourselves of this reference point via

our self-consistency metric, we can define thresholds of self-consistency as our

criterion for abstention (where simple-majority voting is one instantiation of

that criterion).5

The main prediction and cost-sensitive loss

We show here that, for cost-sensitive loss, the main prediction depends on the

majority class being predicted, the asymmetry of the costs, and occasional tie-

breaking, such that the main prediction can either be the majority vote or the

minority vote. Domingos [179] provides an error decomposition in Theorem 4,

4This is also another aspect of the simplicity of not needing to define and compute a “central
tendency” prediction. We do not need to encode a notion of a tie-breaking vote to determine
a “central tendency.” The main prediction can be unclear in cases for which there is no “main
outcome” (e.g., Individual 2 in Figure 3.1), as the vote is split exactly down the middle. By
avoiding the need to vote on a main reference point, we also avoid having to ever choose that
reference point arbitrarily.

5This problem is worse for cost-sensitive loss, where the main prediction is not always the
majority vote (see below).
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but does not explain the effects on the main prediction. We do so below, and

also call attention to 0-1 loss as a special case of cost-sensitive loss, for which the

costs are symmetric (and equal to 1). We first summarize the takeaways of the

analysis below:

• Symmetric loss: The main prediction is the majority vote.

• Asymmetric loss: Compute 1) the relative cost difference (i.e., C01−C10
C10

), 2)

the majority class (and, as a result, the minority class) for the ŷ ∈ Ŷ, and 3)

the relative difference in the number of votes in the majority and minority

classes (i.e., what we call the vote margin; below, (i+2 j+1)−i
i )

– If the majority class in Ŷ has the lower cost of misclassification, then

the main prediction is the majority vote.

– If the majority class in Ŷ has the higher cost of misclassification, then

the main prediction depends on the asymmetry of the costs and the

vote margin, i.e.,

* If C01−C10
C10

=
(i+2 j+1)−i

i , we can choose the main prediction to be ei-

ther class (but must make this choice consistently).

* If C01−C10
C10

> (i+2 j+1)−i
i , the minority vote is the main prediction.

* If C01−C10
C10

< (i+2 j+1)−i
i , the majority vote is the main prediction.

Proof. Let us consider cost-sensitive loss for binary classification, for which

ℓ(0, 0) = ℓ(1, 1) = 0 and we have potentially-asymmetric loss for misclassifi-

cations, i.e. ℓ(1, 0) = C10 and ℓ(0, 1) = C01, with C01,C10 ∈ R+. 0-1 loss is a special

case for this type of loss, for which C01 = C10 = 1.

Let us say that the total number of models trained is k, which we evaluate

on an example instance x. Let us set |Ŷ| = k = 2i+2 j+1, with i ≥ 0 and j ≥ 0. We
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can think of i as the common number of votes that each class has, and 2 j + 1 as

the margin of votes between the two classes. Given this setup, this means that

k ≥ 1, i.e., we always have the predictions of at least 1 model to consider, and k

is always odd. This means that there is always a strict majority classification.

Without loss of generality, on x, of these k model predictions ŷ ∈ Ŷ , there

are i class-0 predictions and i+ 2 j+ 1 class-1 predictions (i.e., we do our analysis

with class 1 as the majority prediction). To compute the main prediction y, each

ŷ ∈ Ŷ will get compared to the values of possible predictions y′ ∈ Y = {0, 1}. That

is, there are two cases to consider:

• Case y′ = 0: y′ = 0 will get compared i times to the i ŷ = 0s in Ŷ, for which

ℓ(0, 0) = 0; y′ = 0 will similarly get compared i + 2 j + 1 times to the 1s in in

Ŷ, for which (by Definition 9) the comparison is ℓ(1, 0) = C10. By definition

of expectation, the expected loss is

i × 0 + (i + 2 j + 1) ×C10

2i + 2 j + 1
=

C10(i + 2 j + 1)
2i + 2 j + 1

. (C.8)

• Case y′ = 1: Similarly, the label 1 will also get compared i times to the 0s in

Ŷ, for which the comparison is ℓ(0, 1) = C01; y′ = 1 will also be compared

i + 2 j + 1 times to the 1s in Ŷ, for which ℓ(1, 1) = 0. The expected loss is

i ×C01 + (i + 2 j + 1) × 0
2i + 2 j + 1

=
C01i

2i + 2 j + 1
. (C.9)

We need to compare these two cases for different possible values of C10 and

C01 to understand which expected loss is minimal, which will determine the

main prediction y that satisfies Equation (C.7). The three different possible rela-

tionships for values of C10 and C01 are C10 = C01 (symmetric loss), and C10 > C01

and C10 < C01 (asymmetric loss). Since the results of the two cases above share
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the same denominator, we just need to compare their numerators, C10(i+ 2 j+ 1)

(C.8) and C01i (C.9).

Symmetric Loss (0-1 Loss). When C10 = C01 = 1, the numerators in (C.8) and

(C.9) yield expected losses i + 2 j + 1 and i, respectively. We can rewrite the

numerator for (C.9) as

i +

≥1, given j ≥ 0︷︸︸︷
2 j + 1 ≥ i + 1,

which makes the comparison of numerators i < i+1, i.e., we are in the case (C.9)

< (C.8). This means that the case of y′ = 1 (C.9) is the minimal one; the expected

loss for class 1, the most frequent class, is the minimum, and thus the most fre-

quent/ majority vote class is the main prediction. An analogous result holds if

we instead set the most frequent class to be 0. More generally, this holds for all

symmetric losses, for which C10 = C01.

▶ For symmetric losses, the main prediction y is majority vote of the predic-

tions in Ŷ.

Asymmetric Loss. For asymmetric/ cost-sensitive loss, we need to examine

two sub-cases: C10 > C01 and C10 < C01.

• Case C10 > C01: C01i < C10(i +
≥1︷︸︸︷

2 j + 1), given that j ≥ 0. Therefore, since

C01i is minimal and associated with class 1 (the most frequent class in our

setup), the majority vote is the main prediction. We can achieve an analo-

gous result if we instead set 0 as the majority class.

▶ For asymmetric losses, the main prediction y is the majority vote of
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the predictions in Ŷ, if the majority class has a cheaper cost associated

with misclassification (i.e., if the majority class is 1 and C10 < C01, or if the

majority class is 0 and C01 < C10).

• Case C10 < C01: If C10 < C10, it depends on how asymmetric the costs are

and how large the vote margin (i.e., 2 j + 1) between class votes is. There

are 3 sub-cases:

– Case C01i = C10(i + 2 j + 1), i.e. cost equality: We can look at the

relative asymmetric cost difference of the minority class cost (above

C01, without loss of generality) and the majority class cost (above C10,

without loss of generality), (above C01−C10
C10

, without loss of generality).

If that relative cost difference is equal to the relative difference of the

votes between the majority and minority classes (i.e., (i+2 j+1)−i
i ), then

the costs of predicting either 1 or 0 are equal. That is, we can rear-

range terms as a ratio of costs to votes:

C01i = C10(i +
≥1︷︸︸︷

2 j + 1) (The terms in this equality are > 0)

C01

C10
=

i + 2 j + 1
i

(Given the above, C01i > 0 so i > 0)

= 1 +
2 j + 1

i
C01

C10
− 1 =

2 j + 1
i

C01 −C10

C10
=

2 j + 1
i
=

(i + 2 j + 1) − i
i

≥
1
i

(C.10)

▶ For asymmetric loss when the majority-class-associated cost is

less than the minority-class associated cost and if the expected

losses are equal, then the main prediction y is either 1 or 0, (and

we must make this choice consistently).
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– Case C01i > C10(i + 2 j + 1): We can look at the relative asymmetric

cost difference of the minority class cost (above C01, without loss of

generality) and the majority class cost (above C10, without loss of gen-

erality), (above C01−C10
C10

, without loss of generality). If that relative cost

difference is greater than the relative difference of the votes between

the majority and minority classes (i.e., (i+2 j+1)−i
i ), then the minority vote

yields the minimum cost and is the main prediction y (above y = 0,

without loss of generality; an analogous result holds if we had set the

majority vote to be 0 and the minority vote to be 1). Following (C.10)

above, this is the same as

C01 −C10

C10
>

(i + 2 j + 1) − i
i

▶ For asymmetric loss when the majority-class-associated cost is

less than the minority-class associated cost, it is possible for the mi-

nority class to have a greater associated loss. In this case, the minor-

ity vote is the main prediction y.

– Case C01i < C10(i + 2 j + 1): We can look at the relative asymmetric

cost difference of the minority class cost (above C01, without loss of

generality) and the majority class cost (above C10, without loss of gen-

erality), (above C01−C10
C10

, without loss of generality). If that relative cost

difference s less than the relative difference of the votes between the

majority and minority classes (i.e., (i+2 j+1)−i
i ), then the majority vote

yields to minimum cost and is the main prediction y (above y = 1,

without loss of generality; an analogous result holds if we had set the

majority vote to be 0 and the minority vote to be 1). Following (C.10)

above, this is the same as
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C01 −C10

C10
<

(i + 2 j + 1) − i
i

▶ For asymmetric loss when the majority-class-associated cost is

less than the minority-class associated cost, it is possible for the ma-

jority class to have a greater associated loss. In this case, the majority

vote is the main prediction y.

C.3.3 Putting our work in conversation with research on model

multiplicity

A line of related work to ours concerns model multiplicity and fairness [68, 395,

616]. This work builds off of an observation made by Breiman [86] regarding

how there are multiple possible models of the same problem that exhibit similar

degrees of accuracy. This set of multiple possible models of similar accuracy is

referred to as the Rashomon set [86].

Work on model multiplicity has recently become fashionable in algorithmic

fairness. In an effort to develop more nuanced model selection metrics beyond

looking at just fairness and accuracy for different demographic groups, work

at the intersection of model multiplicity and fairness tends to examine other

properties of models in the Rashomon set in order to surface additional metrics

for determining which model to use in practice.

At first glance, this work may seem similar to what we investigate here, but
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we observe four key differences:6

1. Model multiplicity places conditions on accuracy and fairness in order to

determine the Rashomon set. We place no such conditions on the models

that a learning process (Definition 8) produces; we simulate the distribu-

tion over possible models µ without making any claims about the associ-

ated properties of those models.

2. Model multiplicity makes observations about the Rashomon set with the

aim of still ultimately putting forward criteria for helping to select a single

model. While the metrics used to inform these criteria include variance,

most often work on model multiplicity still aims to choose one model to

use in practice.

3. Much of the work on model multiplicity emphasizes theoretical contribu-

tions, whereas our emphasis is on more experimental contributions. In

conjunction with the first point, of ultimately trying to arrive at a single

model, this work is also trying to make claims with respect to the Bayes-

optimal model. Given our empirical focus — of what we can actually pro-

duce in practice — claims about optimality are not our concern.

4. We focus specifically on variance reduction as a way to mitigate arbitrari-

ness. We rely on other work, coincidentally contributions also made by

Breiman, to study arbitrariness [84], and emphasize the importance of us-

ing ensemble models to produce predictions or abstention from predic-

tion. We do not study the development of model selection criteria to pick

a single model to use in practice; we use self-consistency to give a sense

of predictive confidence about when to predict or not. We always select

6We defer discussion of Black et al. [67] to C.3.4.
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an ensemble model — regardless of whether that model is produced by

simple or super ensembling (Section 3.4) — and then use a user-specified

level of self-consistency κ to determine when that model actually produces

predictions.

These differences ultimately lead to very different methods for making ob-

servations about fairness. Importantly, we can study the arbitrariness of the

underlying laerning process with a bit more nuance. For example, it could be

the case that a particular task is just impossible to get right for some large subset

of the test data (and this would be reflected in the Rashomon set of models), but

for some portion of it there is a high amount of self-consistency for which we

may still want to produce predictions.

Further, based on our experimental approach, we highlight completely dif-

ferent normative problems than those highlighted in work on model multiplic-

ity (notably, see Black et al. [68]). So, in short, while model multiplicity deals

with related themes as our work — issues of model selection, problem formula-

tion, variance, etc. — the goals of that work are ultimately different, but poten-

tially complementary, from those in our paper.

For example, a potentially interesting direction for future work would be to

measure how metrics from work on model multiplicity behave in practice in

light of the ensembling methods we present here. We could run experiments

using Algorithm 2 and investigate model multiplicity metrics for the underly-

ing ensembled models. However, we ultimately do not see a huge advantage

to doing this. Our empirical results indicate that variance is generally high, and

has led to reliability issues regarding conclusions about fairness and accuracy.

In fairness settings and available benchmarks, we find that the most important
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point is that variance has muddled conclusions. Under these circumstances, en-

sembling with abstention based on self-consistency seems a reasonable solution,

in contrast to finding a single best model in the Rashomon set that attains other

desired criteria.

C.3.4 Concurrent work

There are several related papers that either preceded or came after this work’s

public posting. Some of this work is clearly concurrent, given the time frame.

Other works that came after ours are not necessarily concurrent, but are either

independent and unaware of our paper, or build on our work.

Setting the stage in 2021. The present work was scoped in 2021, in direct re-

sponse to the initial study by Forde et al. [210] and critical review by Cooper

and Abrams [136]. Forde et al. [210] was one of the first (if not the first) paper to

note that variance is overlooked in problem formulations that consider fairness.

However, it was limited in scope and also dealt with deep learning settings,

which have multiple sources of non-determinism that can be difficult to tease

apart with respect to their effects on variance.

Cooper and Abrams [136] notes important, overlooked normative assump-

tions in the fairness-accuracy trade-off problem formulation, and suggests that

this formulations is tautological. Our work is a natural direction for future re-

search, in this respect – to see how, in practice, the fairness-accuracy trade-off

behaves after we account for variance. Indeed, we find that there is often no

such trade-off, but for different reasons than those suggested by Cooper and
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Abrams [136]. We expected there to be residual label bias that contributes to

noise-induced error, but ultimately did not really observe this in practice. In

these respects, our work both strengthens and complements these prior works.

We support their claims, and go significantly beyond the work they did in or-

der to provide such support. Further, our results suggest additional conclusions

about experimental reliability in algorithmic fairness.

Variance and abstention-based ensembling. Black et al. [67] is concurrent

work that slightly preceded our public posting. This work is similarly is in-

terested in variance reduction, ensembling, and abstention in fairness settings,

but fundamentally studies these topics in a different manner. We address four

differences:

1. Black et al. [67] does not take the wide-ranging experimental approach

that we take. While we both study variance and fairness, our work also

considers the practice of fair classification research as an object of study. It is

for these reasons that we do so many experiments on benchmark datasets,

and clean and release another dataset for others to use.

2. They rely on the definition of variance from Domingos [178] in their work,

likely building on the choice made by Chen et al. [119] to use this defin-

tion. Much of this Appendix is devoted to discussing Domingos [178, 179]

and his definition of variance. The overarching takeaway from our discus-

sion is that 1) there are technical problems with this definition (which have

been noted by others that investigated the bias-variance-noise trade-off for

0-1 loss in the early 2000s), 2) the definition does not naturally extend to

cost-sensitive loss, 3) the main prediction can be unstable in practice and
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thus should not be the criterion for investigating arbitrariness (indeed, re-

lying on the main prediction just pushes arbitrariness into that definition).

While Black et al. [67] observes that variance is an important consideration

for fairness, they ultimately focus on reliable estimation of the main pre-

diction as the criterion for abstention in their ensembling method. While

this kind of reliability is important, it does not deal with the general prob-

lem of arbitrary predictions (i.e., it is possible to have a reliable main pre-

diction that is still effectively arbitrary). As a result, the nature of when

and how to abstain is very different from ours. We instead base our crite-

rion on a notion of confidence in the prediction, and we allow for flexibility

around when to abstain when predictions are too arbitrary.

3. As a result of the above two differences, the claims and conclusions in

both of our works are different. While there are similar terms used in

both works (e.g., variance, abstention), which may make the works seem

overlapping with a cursory read, our definitions, methods, claims, and

conclusions are non-overlapping. For example, as stated in 1., while Black

et al. [67]’s use of successful ensembles is intended to address individual-

level arbitrariness, by relying on traditional bagging (simple-majority vote

ensembling) and the definition of variance from Domingos [178] that en-

codes a main prediction, arbitrariness gets pushed into the aggregation

rule. If they can estimate the mode prediction reliably, they do not ab-

stain; the mode, however, may still be effectively arbitrary. Our measure

of arbitrariness is more direct and more configurable. We can avoid such

degenerate situations, as in the example we give for making reliable but

arbitrary predictions in Black et al. [67].

4. We also describe a method for recursively ensembling in order to achieve
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different trade-offs between abstention and prediction. This type of strat-

egy is absent from Black et al. [67].

Deep learning. Qian et al. [477] is work that came after Forde et al. [210]. They,

too, do a wide-ranging empirical study of variance and fairness, but focus on

deep learning settings. As a result, they are not examining the fair classifica-

tion experimental setup that is most common in the field. They therefore make

different claims about reliability, which have a similar flavor as those that we

make here. However, because of our setup, we are able to probe these claims

much deeper (due in part to model/ problem size and being able to limit non-

determinism solely to sampling the training data). We mention this work be-

cause of its close relationship to Forde et al. [210], which in part inspired this

study.

Ko et al. [320] is another deep learning fairness paper. It was posted pub-

licly months after our study, and examines non-overlapping settings and tasks.

While the results are similar — we find fairness after ensembling — it is again

fundamentally different (along the lines of Qian et al. [477] and Forde et al. [210])

because it does not study common non-deep-learning setups. They also do not

study arbitrariness, which is one of the main purposes of our paper.

Variance in fair classification. Khan et al. [312] is concurrent work that stud-

ies the same problem that we study, but also takes a different approach. For one,

they bake in a notion of 0-1 loss into their definitions. In this respect, our defini-

tion of self-consistency generalizes the definitions in their paper. While they run

more types of models than we do (we initially ran more, but ultimately stopped

because the results were largely similar with more common model types), they
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do not cover as many datasets as we do. They also do not study arbitrariness or

abstention-based ensembling to deal with it, and they do not release a dataset.

Further, based on the fact that they study fewer empirical tasks than we do, and

that they do not examine abstention-based ensembling, they do not surface or

make claims about the experimental reliability issues that we observe. They do

not make claims about the fundamental problem that we observe: That vari-

ance is the culprit for much observed algorithmic unfairness in classification;

in practice, we do not seem to learn very confident decisions for large portions

of the datasets we examine, and this is a key problem that has been masked

by current common experimental practices in the field.

Other work. Any other work on variance and fairness comes after the present

study. We have made a significant attempt to keep our related work section

up-to-date in response to this new work. We have used a detailed and robust

mixed of Google alerts and scraping arXiv to find new related work. We used

this same procedure to make sure we found (ideally) all related work on fairness

and variance when we conducted this project. There are some studies, which

directly build on ours, which we choose not to cite.

C.4 Additional Details on Our Algorithmic Framework

A natural question is to see if we can improve self-consistency, with the hope

that doing so would reduce arbitrariness in the learning process, improve ac-

curacy, and, for the cases in which there is different self-consistency across sub-

groups, also perhaps improve fairness. To do so, we consider ways of reducing
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variance, as, based on our definitions (Definition 9 and 10), doing so should

improve self-consistency.

We consider the classic bootstrap aggregation — or, bagging — algorithm [84]

as a starting point. It has been well-known since Breiman [84] that bagging

can improve the performance of unstable predictors. That is, for models pro-

duced by a learning process that is sensitive to the underlying training data, it

is (theoretically-grounded) good practice to train an ensemble of models using

bootstrapping (Appendix C.1.4; Efron [184]; Efron and Tibshirani [186]). When

classifying an example instance, we then leverage the whole ensemble by ag-

gregating the predictions produced by its members. This aggregation process

identifies the most common prediction in the ensemble, and returns that label as

the classification. Put differently, we have combined the information of a lot of

unstable classifiers, and averaged over their behavior in order to generate more

stable classifications.

Given the the relationship between variance (Definition 9) and self-

consistency (Definition 10), reducing variance will improve self-consistency.

However, rather than relying on a simple-majority-vote to decide the aggre-

gated prediction, we also will instill a notion of confidence in our predictions

by requiring a minimum level of self-consistency, which is described in Algo-

rithm 2.

C.4.1 Self-consistent ensembling with abstention

We present a framework that alters the semantics of classification outputs to 0,

1, and Abstain, and employ ensembling to determine the ŜC-level that guides
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the output process. We modify bagging from using a simple-majority-vote be-

cause this type of aggregation rule still allows for arbitrariness. If, for exam-

ple, we happen to train B = 101 classifiers, it is possible that 50 of them yield

one classification and the other 51 yield the other classification for a particu-

lar example. Bagging would select the classification that goes along with the

51 underlying models; however, if we happened to train B = 103 models, it is

perhaps the case that the majority vote would flip. In short, the bagging aggre-

gation rule bakes in the idea that simple-majority voting is a sufficient strategy

for making decisions. And while this may generally be true for variance reduc-

tion in high-variance classifiers, it does not address the problem of arbitrariness

that we study. It just encodes arbitrariness in the aggregation rule — it picks

classifications, in some cases, that are no better than a coin flip.

Instead, Algorithm 2 is more flexible. It suggests many possible ways to

produce bagged classifiers that do not have to rely on simple-majority voting,

by allowing for abstentions. For example, we can change the aggregation rule

in regular bagging to use a self-consistency level κ rather than majority vote.

Instead of relying on votes, we can bag the underlying prediction probabilities

and then apply κ a filter. We could take the top-n most consistent predictions

and let a super-ensemble of underlying bagged classifiers decide whether to

abstain or predict.

In the experiments in the paper, we provide two examples: Changing the

underlying bagging vote aggregation rule (simple ensembling), and applying a

round of regular bagging to do variance reduction and then bagging the bagged

outputs (super ensembling) to apply a self-consistency threshold. Our ensem-

ble model will not produce predictions for examples for which the lack of self-
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consistency is too high. We describe our procedure more formally in Algo-

rithm 2.

Simple proof that abstention improves self-consistency (by construction).

We briefly show the simple proof that any method that meets the semantics

of Algorithm 2 will be more self-consistent than its counterpart that cannot

Abstain.

We define abstentions to be in agreement with both 0 and 1 predictions. This

makes sense intuitively: Algorithm 2 abstains to avoid making predictions that

lack self-consistency, so abstaining should not increase disagreement between

predictions.

It follows that we can continue to use Definition 10 and associated empirical

approximations ŜC (3.3), but with one small adjustment. Instead of the total

number of predictions B = B0 + B1, with B0 and B1 corresponding to 0 and 1

predictions, respectively, we now allow for B ≥ B0 + B1, in order to account for

possibly some non-zero number of abstentions.

In more detail, let us denote Ŷ to be the multiset of predictions for models

hD1 , hD2 , . . . , hDB on (x, g), with |Ŷ| = B = B0 + B1 + BAbstain. This is where we

depart from our typical definition of self-consistency, for which B = B0+B1 (Sec-

tion 3.3, Appendix C.2.3). We continue to let B0 and B1 represent the counts of 0

and 1 predictions, respectively, and now include BAbstain to denote the (possibly

nonzero) number of abstentions. This leads to the following adjustment of (3.3):

ŜC
(
A, {D̂b}

B
b=1, (x, g)

)
= 1 −

2(B0B1 + B0BAbstain + B1BAbstain)
B(B − 1)

. (C.11)

Equation (C.11) follows from a similar analysis of comparing 0s, 1s, and absten-
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tions for Definition 10, which lead us to derive (3.3) in Appendix C.2.3. How-

ever, since the costs of 0-to-Abstain comparisons and 1-to-Abstain compar-

isons are both 0, the B0BAbstain and B1BAbstain terms in (C.11) reduce to 0. As

a result, we yield our original definition for self-consistency (3.3), with the pos-

sibility that B = B0 + B1 + BAbstain > B0 + B1, if there is a nonzero number of

abstentions BAbstain.

Since B > 1 and B0, B1, BAbstain ≥ 0, it is always the case that option to

Abstain is at least as self-consistent as not having the option to do so. This

follows from the fact that B0 + B1 + BAbstain = B ≥ B0 + B1, which would make

the denominator in (C.11) greater than or equal to the corresponding method

that cannot Abstain; when subtracted from 1, this would produce a ŜC that

is no smaller than the value for the corresponding method without that cannot

Abstain.

Now, it follows that, given the choice between Abstain and predicting

a label that is in disagreement with an existing prediction label, choosing to

Abstain will always lead to higher self-consistency. This is because the cost to

Abstain is less than disagreeing, so it will always be the minimal choice that

maximizes ŜC.

Error and the abstention set. It is very straightforward to see that the absten-

tion set will generally exhibit higher than the prediction set. When we ensem-

ble and measure ŜC, the exmaples that exhibit low ŜC contain higher variance-

induced error. Let us call the size of the abstention set U (which incurs error u),

the size of the prediction set V (which incurs error v), and the size of the test set T

(which incurs error t). We can relate the total number of misclassified examples
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as T ∗ t = U ∗u+V ∗v, with T = U+V . If we assume the bias and noise are equally

distributed across the test and abstention sets (this is a reasonable assumption,

on average, in our setup), then splitting off the high variance instances from the

low variance (high ŜC instances) requires that u > v. The error on the abstention

set necessarily has to be larger than the error on the prediction set, in order to

retain the above relationship.

C.5 Additional Experimental Results and Details for Repro-

ducibility

The code for the examples in Sections 3.1, 3.3 and 3.5 can be found in through

our paper on arXiv. This repository also contains necessary and sufficient in-

formation concerning reproducibility. At the time of writing, we use Conda

to produce environments with associated package-versioning information, so

that our results can be exactly replicated and independently verified. We also

use the Scikit-Learn [465] toolkit for modeling and optimization. More de-

tails on our choice of models and hyperparameter optimization can be found

in our code repository, cited above. In brief, we consulted prior related work

(e.g., Chen et al. [119]) and performed our own validation for reasonable hyper-

parameters per model type. We keep these settings fixed to reduce impact on

our results, in order to observe in isolation how different training data subsets

impact our results.

During these early runs, we collected information on train accuracy, not just

test accuracy; while models ultimately have similar test accuracy in most cases

for the same task, they can vary significantly in terms of train accuracy (e.g., for
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logistic regression, COMPAS is in the low .70s; for random forests, it is in the mid

.90s). We do not include these results for the sake of space.

This section is organized as follows. We first present information on our

datasets, models and code, including our HDMA toolkit (Appendix C.5.1). We

then provide details on our setup for running experiments on our cluster (Ap-

pendix C.5.2). Appendix C.5.3 contains more detailed information concerning

the experiments performed to produce Figures 3.1 and 3.2 in the main paper. In

Appendix C.5.4, we discuss implications of these results for common fairness

benchmarks like South German Credit. We defer more extensive results on

our ensembling algorithm to our online appendix.

Note on CDF figures. We show our results in terms of the ŜC of the underly-

ing bagged models because doing so conveys how Algorithm 2 makes decisions

to predict or abstain.7 For both types of ensembling, Algorithm 2 predicts for all

examples captured by the area to the right of the κ reference line, and abstains

for all examples on the left.

A remark on cost It can be considerably more computationally intensive to

train an ensemble of models to compute ŜC than to train a handful of models

and perform cross-validation, as is the standard practice in fair classification.

However, as our empirical analysis demonstrates, this cost comes with a huge

benefit: It enables us to improve self-consistency and to root out the arbitrari-

ness of producing predictions that are effectively close-to-random, which is es-

pecially important in high-stakes fairness settings [144]. Moreover, for common

7The ŜC CDF of Algorithm 2, computed via a third round of bootstrapping, has nearly all
mass at ŜC = 1; it is difficult to visualize.
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fair classification datasets, the increased cost on modern hardware is relatively

small; (super-) ensembling with confidence takes under an hour to execute (on-

line appendix).

C.5.1 Hypothesis classes, datasets, and code

Models. According to a comprehensive recent survey study [194], as well as

related work like Chen et al. [119], we conclude that some of the most common

models used in fair classification are logistic regression, decision tree classifiers,

random forest classifiers, SVMs, and MLPs. We opted to include comprehensive

results for the first three, since they capture different complexities, and therefore

encode different degrees of statistical bias, that we expected to have an impact

on the underlying sources of error. Since we choose not to use stochastic opti-

mizers to reduce the sources of randomness, for our results, training MLPs is

slower than it could be. We consistently use a decision threshold of 0.5 (i.e., 0-1

loss) for our experiments, though our results can easily be extended to other

thresholds, as discussed in Section 3.3. Depending on the dataset, we reserve

between 20% and 30% of the available data for the test set. This is consistent

with standard fair classification training settings, which we validated during

our initial experiments to explore the space (for which we also did preliminary

hyperparameter optimization, before fixing the hyperparameters for our pre-

sented results).8

Datasets. Also according to Fabris et al. [194], the most common tasks in

fair classification are Old Adult [322], COMPAS [344], and South German

8Please refer to the arXiv paper version for more details.
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Credit [248].9 These three datasets arguably serve as a de facto benchmark

in the community, so we felt the need to include them in the present work. In

recognition of the fact that these three datasets, however standard, have prob-

lems, we also run experiments on 3 tasks in the New Adult dataset, introduced

by Ding et al. [174] to replace Old Adult. We subset to the CA (California) sub-

set of the dataset, and run on Income, Employment, and Public Coverage,

and consider sex and race as protected attributes, which we binarize into

{Male, Female} and {White, Non-white}. These are all large-scale tasks, at least

in the domain of algorithmic fairness — on the order of hundreds of thousands

of example instances. However, the 3 tasks do share example instances and

some features. In summary, concerning common tasks in fair classification:

• COMPAS [344]. We run on the commonly-used version of this dataset from

Friedler et al. [213], which has 6167 example instances with 404 features.

The target is to predict recidivism within 2 years (1 corresponding to Yes,

and 0 to No). The protected attribute is race, binarized into “Non-white”

(0) and “White” (1) subgroups.

• Old Adult [322]. We run on the commonly-used version of this dataset

from Friedler et al. [213], which has 30,162 examples with 97 features. This

version of the dataset removes instances with missing values from the

original dataset, and changes the encoding of some of the features (Ko-

havi [322] has 48842 example instances with 88 features). The target is to

predict < $50, 000 income (0) >= $50, 000 income (1). The protected at-

tribute is sex, binarized into “Female” (0) and “Male” (1) subgroups.

• South German Credit [248]. We download the dataset from UCI10

9Technically, Grömping [248] is an updated and corrected version of the dataset from 2019.
10https://archive.ics.uci.edu/ml/datasets/South+German+Credit+%28UPDATE%29
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and process the data ourselves. We use the provided codetable.txt

to “translate” the features from German to English. We say “trans-

late” because the authors took some liberties, e.g., the column converted

to “credit history” is labeled “moral” in the German, which is not a

translation. There are four categories in the protected attribute “per-

sonal status sex” column, one of which (2) is used for both “Male (single)”

and “Female (non-single).” We therefore remove rows with this value, and

binarize the remaining three categories into “Female” (0) and “Male” (1).

What results is a dataset with 690 example instances (of the original 1000)

with 19 features. The target is “good” credit (1) and “bad” credit (0).

• Taiwan Credit [630]. This task is to predict default on credit card pay-

ments (1) or not (0). There are 30,000 example instances and 24 features.

The protected attribute is binary sex. We download this dataset from

UCI.11.

• New Adult [174]. This dataset contains millions of example instances

from US Census data, which can be used for several different targets/-

tasks. We select three of them (listed below). These tasks share some fea-

tures, and therefore are not completely independent. Further, given the

size of the whole dataset, we subset to CA (California), the most popu-

lous state in the US. There are two protected attribute columns that we

use: sex, which is binarized “Female” (0) and “Male” (1) subgroups, and

race, which we binarize into “Non-white” (0) and “White” (1). In future

work, we would like to explore extending our results beyond binary sub-

groups.

– Income. This task is designed to be analogous to Old Adult [322].

11See https://archive.ics.uci.edu/ml/datasets/default+of+credit+card+clients
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As a result, the target is to predict < $50, 000 income (0) >= $50, 000

income (1). In the CA subset, there are 195,665 example instances with

8 features.

– Employment. This task is to predict whether an individual is em-

ployed (1) or not (0). In the CA subset, there are 378,817 example

instances with 14 features.

– Public Coverage. This task is to predict whether an individual is

on public health insurance (1) or not (0). In the CA subset, there are

138,554 example instances with 17 features.

The standalone HMDA tookit

In addition to the above standard tasks, we include experiments that use the

NY and TX 2017 subsets of the the Home Mortgage Data Disclosure Act (HMDA)

2007-2017 dataset [206]. These two datasets have 244,107 and 576,978 examples,

respectively, with 18 features. The HMDA datasets together contain over 140 mil-

lion examples of US home mortgage loans from 2007-2017 (newer data exists,

but in a different format). We developed a toolkit, described below, to make this

dataset easy to use for classification experiments. Similar to New Adult, we

enable subsetting by US state. For the experiments in this paper, we run on the

NY (New York) and TX (Texas) 2017 subset, in order to add some geographic di-

versity to complement our New Adult experiments. We additionally chose NY

and TX because they are two of the most populous states in the US, alongside

CA.12

The target variable, action taken, concerning loan origination has 8 val-

12Per the 2020 Census, the top-4-most-populous states are CA, TX, FL, and NY [389].
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ues, 2 of which we cannot meaningful conclude approval or denial decisions.

They are: Action Taken: 1 – Loan originated, 2 – Application approved but

not accepted, 3 – Application denied by financial institution, 4 – Application

withdrawn by applicant, 5 – File closed for incompleteness, 6 – Loan pur-

chased by the institution, 7 – Preapproval request denied by financial insti-

tution, and 8 – Preapproval request approved but not accepted (optional re-

porting). We filter out 4 and 6, and binarize into grant={1, 2, 8} = 1 and

reject={3, 5, 7} = 0. There are three protected attributes that we consider: sex,

race, and ethnicity:

• sex has 5 possible values, 2 of which correspond to categories/non-

missing values: Male – 1 and Female – 2. We binarize sex into F = 0

and M = 1.

• race has 8 possible values, 5 of which correspond to categories/ non-

missing information: 1 – American Indian or Alaska Native, 2 – Asian, 3 –

Black or African American, 4 – Native Hawaiian or Other Pacific Islander,

and 5 – White. There are 5 fields for applicant race, which model an ap-

plicant belonging to more than one racial group. For our experiments, we

only look at the first field. When we binarize race, NW = 0 and W = 1.

• ethnicity has 5 possible values, 2 of which correspond to categories/

non-missing information: 1 – Hispanic or Latino and 2 – Not Hispanic or

Latino. We binarize ethnicity to be HL = 0 and NHL = 1.

After subsetting to only include examples that have values that do not corre-

spond to missing information, HMDA has 18 features. The NY dataset has 244,107

examples; the TX dataset has 576,978 examples, making it the largest dataset in

our experiments. As with our experiments using New Adult, we would like to
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extend our results beyond binary subgroups and binary classification in future

work.

Releasing a standalone toolkit. These datasets are less-commonly used in

current algorithmic fairness literature [194]. We believe this is likely due to

the fact that the over-100-million data examples are only available in bulk files,

which are on the order of 10s of gigabytes and therefore not easily download-

able or explorable on most personal computers. Following the example of Ding

et al. [174], one of our contributions is to pre-process all of these datasets —

all locations and years — and release them with a software toolkit. The soft-

ware engineering effort to produce this toolkit was substantial. Our hope is that

wider access to this dataset will further reduce the community’s dependency on

small (and dated) datasets. Please refer to the arXiv paper for the latest infor-

mation on this standalone software package. Our release aligns with the terms

of service for this dataset.

C.5.2 Cluster environment details

While most of the experiments run in this paper can be easily reproduced on

a modern laptop, for efficiency, we ran all of our experiments (except the one

to produce Figure 3.1) in a cluster environment. This enabled us to easily ex-

ecute train/test splits n in parallel on different CPUs, serialize our results, and

then reconstitute and combine them to produce plots locally. Our cluster envi-

ronment runs Ubuntu 20.04 and uses Slurm v20.11.8 to manage jobs. We ran

all experiments using Anaconda3, which is why we used Conda to reproduce

environments for easy replicability.
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The experiments using New Adult and HMDA rely on datasets that are (in

some cases) orders of magnitude larger than the traditional algorithmic fairness

tasks. This is one of the reasons why we recommend running on a cluster, and

therefore do not include Jupyter notebooks in our repository for these tasks. We

also limit our modeling choices to logistic regression, decision tree classifiers,

and random forest classifiers for these results due to the expense of training on

the order of thousands of models for each experiment.

C.5.3 Details on motivating examples in the main paper

This appendix provides extended results for the experiments associated in Sec-

tions 3.1 and 3.3, which give an intuition for individual- and subgroup-level

consistency. The experimental results in the main paper are for logistic regres-

sion. We expand the set of models we examine, and associated discussion of

how to interpret comparisons between these results.

Reproducing Figure 3.1. The experiment to produce this figure in Section 3.1

(also shown in Appendix C.2.3) trains B = 10 logistic regression models on the

COMPAS dataset (Appendix C.5.1) using 0-1 loss. We use the bootstrap method

to produce each model, which we evaluate on the same test set. We then search

for a maximally consistent and minimally consistent individual in the test set,

i.e., an individual with 10 predictions that agree and an individual with 5 predic-

tions in each class, which we plot in the bar graph. Please refer to the README

in the code repository (see arXiv paper) regarding which Jupyter notebook to

run to produce the underlying results and figure. The experiments to reproduce

this figure can be easily replicated on a laptop.
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Reproducing Figure 3.2. These figures were produced by executing S = 10

runs of B = 101 bootstrap training replicates to train random forest classifiers

for Old Adult and COMPAS. We reproduce these figures below, so that they

can be examined and treated in relation to our additional results for decision

tree classifiers and logistic regression. For each s run, we take train/test split,

bootstrap the train split B = 101 times, and evaluate the resulting model classifi-

cation decisions on the test set. ŜC can be estimated from the results across those

101 models. We Run this process S = 10 times to produce confidence intervals,

shown in the figures below. The intervals are not always clearly visible; there is

not a lot of variance at the level of comparing whole runs to each other. Please

refer to the README in the code repository (see arXiv paper) regarding which

Jupyter notebook to run to produce the underlying results and figure. There

are also scripted version of these experiments, which enable them to be run in

parallel in a cluster environment.

Self-consistency of incorrectly-classified instances. Last, we include figures

that underscore how self-consistency is independent from correctness that is

measured in terms of observed label alignment. That is, it is possible for an in-

stance (x, g) to be self-consistent and classified incorrectly, with respect to its ob-

served label o. We show this using stacked bar plots. For the above experiments,

we find the test examples that have the majority of their classifications incorrect

(ŷ , o, for B = 101, we find the instances with ≥ 51 incorrect classifications) and

the majority of their classification correct (similarly), and we examine how self-

consistent they are. We bucket self-consistency into different levels, and then

plot the relative proportion of majority-incorrectly and majority-correctly clas-

sified examples according to subgroup. Subgroups in COMPAS exhibit a similar
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trend, while subgroups in Adult Old exhibit differences, with the heights of

the bars corresponding to the trends we plot in our CDF plots. As we note

briefly in Section 3.3, it may be interesting to examine patterns in examples

about which learning processes are confident (i.e., highly self-consistent) but

wrong in terms of label alignment. If such issues correlate with subgroup, it

may be worth testing the counterfactual that such labels are indicative of label

bias. We leave such thoughts to future work.
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Figure C.1: ŜC broken down by g and label alignment with the observed label
o. For each train/test split, and for each ŜC range (x-axis), we find the examples
that are incorrectly classified the majority of time (≥ 5 splits, we find that ŷ , o),
and the examples that are correctly classified the majority of the time (> 5, we
find that ŷ = o). We compute the average the proportion over (over splits) in
each ŜC range (y-axis). We plot these proportions with respect to subgroup g
(where the sums of the heights of bars for by each g is equal to 1).

397



C.5.4 Reliability and fairness metrics in COMPAS and South

German Credit

Even before we apply our intervention to improve self-consistency, our results

in Section 3.3 show close-to-parity ˆErr, ˆFPR, and ˆFNR across subgroups in

COMPAS (and similarly for South German Credit, below). These results are

surprising. We run B = 101 models to produce estimates of variance and self-

consistency, but of course doing this also has the effect of estimating the ex-

pected error more generally (with variance representing a portion of that error).

Our estimates of expected error for these tasks indicate that the average

model produced training on COMPAS and South German Credit, with re-

spect to popular fairness definitions like Equality of Opportunity and Equal-

ized Odds [45, 260] are in fact baseline close to parity, with no fairness interven-

tion applied. We found this across model types for both datasets, though the

story becomes more complicated when we apply techniques to improve self-

consistency (see arXiv appendix).

We did not expect this result, as these are two of the de facto standard bench-

mark datasets in algorithmic fairness. They are used in countless other stud-

ies to probe and verify algorithmic fairness interventions [194]. As a result,

we initially thought that our results must be incorrect. We therefore looked at

the underlying models in our bootstrap runs to see the error of the underlying

models. We re-ran our baseline experiments with B = 1001 and for 100 test/-

train splits for logistic regression. In Figure C.2, we plot the (100, 100) bootstrap

models that went into these results. For another view on analogous informa-

tion, in Table C.2, we provide an excerpt of the results for COMPAS regarding the
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Figure C.2: Cumulative distribution of error disparity across 100, 100 logistic
regression models trained on COMPAS.
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Figure C.3: CDF of error disparity across the top 100 logistic regression models
(of the 100, 100 models) trained on COMPAS.

underlying 1010 random forest classifiers used to produce Figure 3.2a.

Overall, we can see that there is a wide range of error disparities that trend in

both directions, with a skew toward higher ˆFPR for g = NW. These results sup-

port our claim that training many models is necessary to get an accurate picture

of expected error, with implications both for reproducibility of experiments that

just train and analyze a small handful of models and for generalizability. There

are models that exhibit worse degrees of unfairness in both directions, but they

are more unlikely than models that exhibit smaller disparities.

We subset the above results to the 100 models that produce the lowest ˆErr,

as this is often the selection criteria for picking models to post-process. We plot

these results below. These top-performing models in fact exhibit (on average)

closer-to-parity for ˆFPR and ˆFNR.
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Table C.2: Comparing subgroup error rates in COMPAS for different random forest clas-
sifiers trained to produce Figure 3.2a. Each table looks at the top-3 highest differences
between subgroups for the specified metric: (a) ˆErrNW − ˆErrW, when ˆErrNW > ˆErrW;
(b) ˆErrW − ˆErrNW, when ˆErrW > ˆErrNW; (c) ˆFPRNW − ˆFPRW, when ˆFPRNW > ˆFPRW;
(d) ˆFPRW − ˆFPRNW, when ˆFPRW > ˆFPRNW; (e) ˆFNRNW − ˆFNRW, when ˆFNRNW > ˆFNRW;
and, (f) (e) ˆFNRW − ˆFNRNW, when ˆFNRW > ˆFNRNW. We highlight the overall error met-
ric in gray, the larger metric (being subtracted from) in blue, the smaller metric (being
subtracted) in red, and the difference in the metric between subgroups in purple. Note
that run 757 appears twice, which we mark in orange.

(a) Top-3 most unfair models by ˆErr, when ˆErrNW > ˆErrW (i.e., unfair toward NW).

Run # s b ˆErr ˆFPR ˆFNR ˆErrNW ˆFPRNW ˆFNRNW ˆErrW ˆFPRW ˆFNRW ˆErrNW − ˆErrW

762 8 504 0.374 0.179 0.196 0.405 0.204 0.201 0.315 0.13 0.186 0.09
757 8 464 0.369 0.167 0.202 0.395 0.201 0.193 0.318 0.101 0.218 0.077
328 4 116 0.371 0.165 0.206 0.395 0.181 0.214 0.323 0.134 0.189 0.072

(b) Top-3 most unfair models by ˆErr, when ˆErrW > ˆErrNW (i.e., unfair toward W).

Run # s b ˆErr ˆFPR ˆFNR ˆErrNW ˆFPRNW ˆFNRNW ˆErrW ˆFPRW ˆFNRW ˆErrW − ˆErrNW

414 5 75 0.376 0.167 0.209 0.352 0.158 0.194 0.422 0.186 0.236 0.07
435 5 180 0.376 0.199 0.177 0.355 0.189 0.166 0.416 0.217 0.198 0.061
413 5 70 0.378 0.189 0.189 0.359 0.188 0.171 0.413 0.191 0.222 0.054

(c) Top-3 most unfair models by ˆFPR, when ˆFPRNW > ˆFPRW (i.e., unfair toward NW).

Run # s b ˆErr ˆFPR ˆFNR ˆErrNW ˆFPRNW ˆFNRNW ˆErrW ˆFPRW ˆFNRW ˆFPRNW − ˆFPRW

757 8 464 0.369 0.167 0.202 0.395 0.201 0.193 0.318 0.101 0.218 0.1
729 8 240 0.358 0.162 0.197 0.376 0.189 0.187 0.323 0.107 0.216 0.082
791 8 736 0.377 0.171 0.205 0.395 0.198 0.197 0.341 0.118 0.222 0.08

(d) Top-3 most unfair models by ˆFPR, when ˆFPRW > ˆFPRNW (i.e., unfair toward W).

Run # s b ˆErr ˆFPR ˆFNR ˆErrNW ˆFPRNW ˆFNRNW ˆErrW ˆFPRW ˆFNRW ˆFPRW − ˆFPRNW

639 7 280 0.36 0.187 0.173 0.352 0.174 0.178 0.376 0.212 0.164 0.038
807 9 72 0.381 0.191 0.19 0.372 0.179 0.192 0.398 0.214 0.184 0.035
543 6 264 0.358 0.155 0.203 0.351 0.144 0.206 0.37 0.175 0.196 0.031

(e) Top-3 most unfair models by ˆFNR, when ˆFNRNW > ˆFNRW (i.e., unfair toward NW).

Run # s b ˆErr ˆFPR ˆFNR ˆErrNW ˆFPRNW ˆFNRNW ˆErrW ˆFPRW ˆFNRW ˆFNRNW − ˆFNRW

246 3 141 0.379 0.166 0.213 0.398 0.169 0.229 0.345 0.161 0.184 0.045
506 6 42 0.367 0.17 0.197 0.386 0.175 0.211 0.332 0.161 0.171 0.04
204 3 15 0.384 0.185 0.199 0.394 0.181 0.213 0.365 0.192 0.173 0.04

(f) Top-3 most unfair models by ˆFNR, when ˆFNRW > ˆFNRNW (i.e., unfair toward W).

Run # s b ˆErr ˆFPR ˆFNR ˆErrNW ˆFPRNW ˆFNRNW ˆErrW ˆFPRW ˆFNRW ˆFNRW − ˆFNRNW

474 5 375 0.373 0.175 0.199 0.356 0.183 0.174 0.406 0.159 0.247 0.073
401 5 10 0.378 0.189 0.19 0.363 0.197 0.167 0.406 0.173 0.233 0.066
52 1 53 0.367 0.172 0.196 0.351 0.178 0.173 0.397 0.16 0.238 0.065
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This detailed view provides insight into how such a result is possible.

Broadly speaking, individual runs have roughly similar error;13 yet, the

subgroup-specific error rates that compose the overall error can nevertheless

vary widely depending on the underlying training data. This observation aligns

with current interest in model multiplicity in the algorithmic fairness commu-

nity [68, 616], which imports the idea from Breiman [86]. In this case, as sug-

gested by Table C.2, there are models that demonstrate unfairness toward both

subgroups with respect to each error rate metric ˆErr, ˆFPR, and ˆFNR. When

we move away from attempting to find a single model that performs well (ac-

curately or fairly) on COMPAS, and instead consider the information contained

across different possible models, we yield the result that the average, expected

behavior smooths over the variance in underlying models such that the result is

close to fair.

Stability analysis. To verify the stability of this result, we re-execute our ex-

periments for increasing numbers of train/test splits S and replicates B. While

our results for COMPAS are generally tight for small S (e.g., Figures 3.2a and 3.5),

this was not the case for German Credit, for which it was difficult to esti-

mate self-consistency consistently. As a result, for COMPAS, we did not expect

markedly different results for increased S . Our results for S = 100, B = 1001

using logistic regression (Figure C.4, Table C.3) confirm this intuition.

13This should be taken relatively. In general, COMPAS demonstrates high error; the error is rel-
atively tight given just how much error there is. The error fluctuates depending on the training
data, but the average error rate across train/test splits is rather tight, despite the fluctuations in
error within the B runs of each split.
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Figure C.4: COMPAS split by g = race, B = 1001, S = 100

Table C.3: Mean ± STD across S = 100 train/test splits × B = 1001 runs.

COMPAS

ˆErr ˆFPR ˆFNR ŜC

Total .333 ± .008 .14 ± .009 .192 ± .01 .883 ± .004

g = NW .333 ± .01 .148 ± .011 .185 ± .012 .88 ± .005

g =W .332 ± .014 .125 ± .013 .207 ± .016 .888 ± .006

We provide analogous results for German Credit, with S = 1000, B = 1001

using random forests (Figure C.5, Table C.4). It takes an enormous number of

runs to produce stable estimates of error and ŜC for German Credit, which

indicate statistical equality across groups. Arguably, our results below for

1, 001, 000 models still are very high variance (certainly with respect to error

metrics). This task really has too few data points (≈ 600) to generalize reliably.
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Figure C.5: German Credit split by g = sex, S = 1000, B = 100

Table C.4: Mean ± STD across S = 1000 train/test splits × B = 1001 runs.

South German Credit

ˆErr ˆFPR ˆFNR ŜC

Total .28 ± .021 .173 ± .028 .107 ± .017 .769 ± .015

g = F .288 ± .064 .183 ± .072 .105 ± .037 .766 ± .04

g =M .279 ± .023 .171 ± .029 .108 ± .018 .769 ± .016

C.6 Brief notes on future research

There are many interesting directions for future work.

Novel theory. We do not include extensive novel theory in this project. Nev-

ertheless, our project raises interesting questions for theory in future work. No-

tably, we could compose our methodology with post-processing [260] for cases

in which there is observed empirical unfairness. We could then investigate pick-

ing group-specific thresholds that take variance into account. We could recon-
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figure the formulations in [260] and related work, with respect to the fairness-

accuracy trade-off, as actually representing multiple such trade-off curves (that

are a function of different models under consideration). There may be interest-

ing directions for mathematical analysis in this direction.

We could also extend traditional results on bagging and variance reduction

for classifiers. While bagging has guarantees for variance reduction for regres-

sion, it does not have the same guarantees for classification [84, 85]. It generally

is observed to work well in practice for variance reduction if the underlying

classifiers are high variance — which is indeed the regime we are in for this pa-

per. However, there are interesting theory questions regarding abstention that

we could investigate with theoretical tools, which could let us come up with

other ways of reasoning about bagging and variance reduction.

Both of these directions are out of scope for the present paper. They are

interesting, but do not have to do with our main experimental aims and con-

tributions, and thus do not make it into a conference-length submission. We

are not interested in novel theory in the present study. If anything, our work

highlights how over-attention to theory can (directly or indirectly) bring about

serious problems of mismeasurement in practice. That is a main takeaway for

our work, which by nature does not involve novel theory.

Arbitrariness beyond algorithmic fairness. Our framework for reasoning

about self-consistency and arbitrariness does not inherently have to do with

algorithmic fairness. We could apply it to other domains. For example, it would

be interesting to ask similar questions in deep learning and generative AI. We

think that such work would be interesting, but is again out of scope for the
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present study. The first author of this project is in fact working on such ques-

tions as separate work. However, this project’s research aims are inherently

focused on fairness; the project was designed in response to observations in

experimental practices in the fairness community, fairness definitions, and fair-

ness theory.

Experiments on synthetic data. Our results indicate that unfairness (as de-

fined with respect to model error rates) is not frequently observed on common

benchmark tasks in fair classification. Of course, there could be other datasets

in fairness domains that are not currently used as benchmarks that more clearly

demonstrate unfairness in practice. Hypothetically, there could be datasets for

which we use Algorithm 2 to reduce arbitrariness, and yet we still see significant

systematic arbitrariness or differences in error rates (and thus unfairness) due to

noise or bias. We just did not really see this for almost all of the tasks we inves-

tigate in this paper, which happen to be the ones that the fairness community

uses for experiments.

To study Algorithm 2 in light of these other possibilities, we could develop

synthetic datasets that retain unfairness after dealing with arbitrariness. We

did not do this in the present study for two reasons. First, our focus was the

practice of fairness research, as it currently stands, with a data-centric approach

on the datasets people actually use for their research. We are not interested

in synthetic data for this project. However, future theory results that extend

our work could be vetted experimentally with synthetic data. The work we

mention above regarding composition with post-processing, as well as revisting

impossibility results from a distributional approach over possible models, may

be very interesting to examine under data settings that we can control.
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How to deal with abstention. Future work could also perform a deeper explo-

ration of the trade-off between abstention rate and error. We could characterize

a Pareto-optimal trade-off that is a function of the choice of self-consistency level

κ, and also examine in experiments and analytically how abstention leads to im-

provements in accuracy. Future work could also identify patterns in abstention

sets beyond low self-consistency. In this, looking to metrics from model mul-

tiplicity may be helpful. Further, future work could combine human decision-

making or other automated elements to see how we can root out arbitrariness.

Reproducibility. As mentioned in our Ethics Statement, we made attempts to

reproduce prior work in fair classification, and often could not. We ultimately

made reproducibility of specific papers out of scope for the present project, as

we could make our contributions about arbitrariness and variance without such

work. It would nevertheless be useful to focus future work on reproducing prior

algorithmic fairness studies, and seeing if conclusions change in those works

as a function of using Algorithm 2 prior to introducing the proposed fairness

intervention.

Law and policy. Our work regarding arbitrariness raises concrete questions

for the law around due process and automated decision-making. Preliminary

exploration of these ideas can be found in Cooper et al. [138] (Chapter 4). De-

veloping further contributions in this line of work is also out of the scope of the

present work. We are currently pursuing this work for a future submission to a

law review journal.
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APPENDIX D

APPENDIX FOR TUNAMH

D.1 Proof of Theorem 2

In this section, we prove Theorem 2, which asserts that any inexact stateless MH

algorithm can produce arbitrarily large bias between its target distribution (the

distribution we are trying to sample from) and its stationary distribution (the

distribution that the chain actually produces samples from asymptotically).

Proof. Let A denote the SubsMH in Algorithm 3 of the minibatch MH method

in question. Since A is inexact, there must exist a state space Θ, proposal dis-

tribution q, and target distribution µ, satisfying Assumption 1 with parameters

c1, . . . , cN ,C,M, where

µ(θ) ∝ exp

− N∑
i=1

Vi(θ)


for some N and energy functions V1, . . . ,VN , such thatA run on µ with proposal

distribution q does not have stationary distribution µ.

Next, let aµ(θ, θ′) denote the acceptance probability of algorithm A on the

above task for a proposed transition from θ to θ′. Assume by way of contradic-

tion that on this problem, it is always true that

aµ(θ, θ′)
aµ(θ′, θ)

=
µ(θ′)q(θ|θ′)
µ(θ)q(θ′|θ)

.

If this were true, then the overall transition probability of this chain, for θ , θ′,

would be

Tµ(θ, θ′) = q(θ′|θ) · aµ(θ, θ′)
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and it would hold that

µ(θ)Tµ(θ, θ′) = µ(θ′)Tµ(θ′, θ).

That is, the chain would be reversible, also known as satisfying detailed balance.

But it is a standard result that for any reversible chain, µ must be a stationary

distribution of that chain. We have now derived a contradiction, which estab-

lishes that our assumption is false. That is, there exists a θ, θ′ ∈ Θ such that

aµ(θ, θ′)
aµ(θ′, θ)

,
µ(θ′) · q(θ|θ′)
µ(θ) · q(θ′|θ)

.

Explicitly, this means that if we define the function ∆V such that

∆V(i) = Vi(θ) − Vi(θ′),

then for this subsampling problem,

E
[
A(∆V,N, q(θ|θ′)/q(θ′|θ), c1, . . . , cN ,C,M(θ, θ′))

]
E

[
A(−∆V,N, q(θ′|θ)/q(θ|θ′), c1, . . . , cN ,C,M(θ, θ′))

] , µ(θ′) · q(θ|θ′)
µ(θ) · q(θ′|θ)

. (D.1)

Without loss of generality, assume that

q(θ|θ′)/q(θ′|θ) ≤ 1.

(This is without loss of generality since we can ensure it is the case by swapping

θ and θ′.) We fixed θ and θ′ to be the pair satisfying Equation D.1 throughout

this section.

Constructing an example. We use this to prove the theorem by a constructive

example. Let x1, . . . , xN be defined by

xi = ∆V(i) = Vi(θ) − Vi(θ′).

Define X as the sum

X =
N∑

i=1

xi.
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For some parameter K ∈ N (to be defined later), consider the state space Ω

defined as

Ω = {(k, z) | k ∈ {0, . . . ,K − 1}, 0 ≤ z ≤ exp(kX)},

using the natural measure for a finite disjoint union of measure spaces. Define

a target distribution over Ω given by the density

π(k, z) ∝ exp

− N∑
i=1

k · xi

 ,
or equivalently

π(k, z) ∝ exp

− N∑
i=1

Ui(k, z)

 where Ui(k, z) = kxi.

Define a proposal distribution q̂, such that, starting from (k, z):

• With probability 1/4, we sample z′ uniformly from [0, exp(kX)] and pro-

pose a transition to (k, z′).

• With probability 1/4, we propose a transition to (k − 1, z), if it is in Ω.

• With probability 1
4 ·

q(θ|θ′)
q(θ′ |θ) , we propose a transition to (k + 1, z), if it is in Ω.

• With the remaining probability, we just propose to stay at (k, z).

This is effectively acting as a random walk over k, and our goal will be to show

that while the true target distribution π has a marginal in k that is the uniform

distribution, the minibatch MH method causes the chain’s transition to be bi-

ased to step more in one direction than another, resulting in a highly biased

stationary distribution (where we can make the bias arbitrarily large by setting

K).

We use the same ci and C as before, and define a new function M̂ such that

M̂((k, z), (k + 1, z)) = M̂((k, z), (k − 1, z)) = M(θ, θ′)
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and M̂(· · · ) = 0 for other proposed transitions (we can set M̂ however we want

for pairs of states that are never proposed in a transition, since this will not affect

the algorithm). Clearly, this setup satisfies Assumption 1, since the original

distribution did.

Now, consider what our minibatch MH method will do when run on this

task. There are three cases to consider.

Proposed changes in z. When a proposed change in z is made, the resulting

∆U will be uniformly 0, and the probability of the reverse transition will be

equal (1/4 in both directions), so the algorithm will be passed the arguments

A(0,N, 1, c1, . . . , cN ,C, 0).

Since this does not depend at all on z or k, this means that the acceptance prob-

ability of these transitions will be the same regardless of the state. Call this

probability α0.

A proposal to decrease k. When a proposal is made to decrease k, the proba-

bility of the forward and reverse transitions will be

q̂((k − 1, z)|(k, z)) =
1
4

and q̂((k, z)|(k − 1, z)) =
1
4
·

q(θ|θ′)
q(θ′|θ)

.

It follows that
q̂((k, z)|(k − 1, z))
q̂((k − 1, z)|(k, z))

=
q(θ|θ′)
q(θ′|θ)

.

The energy function difference for this proposal will be

∆U(i) = Ui((k, z)) − Ui((k − 1, z)) = kxi − (k − 1)xi = xi,
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so in particular ∆U = ∆V . And, of course for this transition M̂ will take on the

value M(θ, θ′). So, the minibatch MH algorithm will be passed the arguments

A(∆V,N, q(θ|θ′)/q(θ′|θ), c1, . . . , cN ,C,M(θ, θ′)),

and so it will accept with probability

E
[
A(∆V,N, q(θ|θ′)/q(θ′|θ), c1, . . . , cN ,C,M(θ, θ′))

]
.

Call this probability α−.

A proposal to increase k. When a proposal is made to increase k, the probabil-

ity of the forward and reverse transitions will be

q̂((k + 1, z)|(k, z)) =
1
4
·

q(θ|θ′)
q(θ′|θ)

. and q̂((k, z)|(k + 1, z)) =
1
4
.

It follows that
q̂((k, z)|(k + 1, z))
q̂((k + 1, z)|(k, z))

=
q(θ′|θ)
q(θ|θ′)

.

The energy function difference for this proposal will be

∆U(i) = Ui((k, z)) − Ui((k + 1, z)) = kxi − (k + 1)xi = −xi,

so in particular ∆U = −∆V . And, as before for this transition M̂ will take on the

value M(θ, θ′). So, the minibatch MH algorithm will be passed the arguments

A(−∆V,N, q(θ′|θ)/q(θ|θ′), c1, . . . , cN ,C,M(θ, θ′)),

and so it will accept with probability

E
[
A(−∆V,N, q(θ′|θ)/q(θ|θ′), c1, . . . , cN ,C,M(θ, θ′))

]
.

Define the probability α+ as

α+ = E
[
A(−∆V,N, q(θ′|θ)/q(θ|θ′), c1, . . . , cN ,C,M(θ, θ′))

]
·

q(θ|θ′)
q(θ′|θ)

.
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The resulting Markov chain. From the above analysis, we can conclude that

the Markov chain that results from subsampling algorithm A applied to this

method is as follows. Starting from (k, z), if we let T̂ denote the transition oper-

ator of this Markov chain,

• With probability 1
4 · α0, we sample z′ uniformly from [0, exp(kX)] and tran-

sition to (k, z′).

• With probability 1
4 · α−, we transition to (k − 1, z), if it is in Ω.

• With probability 1
4 · α+, we transition to (k + 1, z), if it is in Ω.

• With the remaining probability, we just stay at (k, z).

Consider the distribution

ν(k, z) ∝
(
α+
α−

)k

.

It is easy to see that this Markov chain satisfies detailed balance with ν as its

stationary distribution. In particular,

ν(k, z) · T ((k − 1, z)|(k, z)) =
(
α+
α−

)k

·
1
4
· α−

=

(
α+
α−

)k−1

·
1
4
· α+

= ν(k − 1, z) · T ((k, z)|(k − 1, z)).

So ν will be a stationary distribution of the minibatch MH chain T̂ .

Observe that the marginal distribution of k in π is

π(k) =
∫ exp(kX)

0
π(k, z) dz ∝ exp

− N∑
i=1

k · xi

 · exp(kX) = 1,

so the marginal distribution of k in the target distribution is actually the uni-

form distribution. On the other hand, using the same derivation, the marginal
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distribution of k in ν is

ν(k) ∝
(
α+
α−

)k

· exp(kX) =
(
α+
α−
· exp(X)

)k

.

We know immediately by substituting our definitions of α+ and α− into (D.1)

that
α−
α+
,
µ(θ′)
µ(θ)

= exp

 N∑
i=1

(Vi(θ) − Vi(θ′)

 = exp

 N∑
i=1

xi

 = exp(X).

As a consequence, we know that

α+
α−
· exp(X) , 1.

Call this constant

A =
α+
α−
· exp(X),

and observe that A , 1 and that A is independent of our choice of K (which still

remains unset). This gives

ν(k) ∝ Ak.

Explicitly, this distribution will be

ν(k) =
1∑K−1

k=0 Ak
· Ak =

1 − A
1 − AK · A

k.

Since the total variation distance between two probability measures is lower

bounded by the TV-distance between their marginal distributions in any one

variable, and similarly the KL divergence is also lower bounded by the KL di-

vergence between its marginal distributions in any one variable (both these facts

follow directly from the monotonicity property of the f -divergence, of which

the KL-divergence and TV-distance are both instances), to prove this theorem it

suffices to show both TV-distance and KL-divergence bounds on the marginal

distributions in k. We do this now.
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Bounding the total variation distance. Now, we compute the total variation

distance between π and ν. For this bit of the proof, we will just consider the

marginal distribution in k, as this provides a lower bound on the TV distance

between the joint distribution. For simplicity, for the rest of the proof, we let π̃

denote this marginal distribution of k in ν, and also let π denote the marginal

distribution of k in π. By the definition of total variation distance,

TV(π, π̃) =
1
2

K−1∑
k=0

|π̃(k) − π(k)|

=
1
2

K−1∑
k=0

∣∣∣∣∣ 1 − A
1 − AK · A

k −
1
K

∣∣∣∣∣ .
If A < 1,

TV(π, π̃) =
K0∑

k=0

(
1 − A

1 − AK · A
k −

1
K

)
=

1 − AK0

1 − AK −
K0

K
(D.2)

where K0 is the largest k such that

1 − A
1 − AK · A

k >
1
K
.

By solving the above equation, we have

K0 =

 log
(
1 − AK

)
− log(1 − A) − log(K)

log(A)

 .
We can lower bound K0 by

K0 ≥
log

(
1 − AK

)
− log(1 − A) − log(K)

log(A)
− 1

≥
− log(1 − A) − log(K)

log(A)
− 1.

It follows that the first term in (D.2) becomes

1 − AK0

1 − AK ≥
1 − 1

KA(1−A)

1 − AK ≥ 1 −
1

KA(1 − A)
.

414



We can also upper bound K0 and then the second term can be bounded as the

following

K0

K
≤

log
(
1 − AK

)
− log(K)

K log(A)
.

When K ≥ log(1−exp(− 1
2 ))

log(A) , we have log
(
1 − AK

)
≥ − 1

2 . Since log(K) ≤ K
1
2 and K−1 ≤

K−
1
2 , we have

K0

K
≤
−1

2 K−1 − K−
1
2

log(A)
≤ −

(
3

2 log(A)

)
K−

1
2 .

Therefore, the TV distance is bounded by

TV(π, π̃) ≥ 1 −
1

KA(1 − A)
+

(
3

2 log(A)

)
K−

1
2

≥ 1 +
(

3
2 log(A)

−
1

A(1 − A)

)
K−

1
2 .

To make TV(π, π̃) ≥ δ, we just need to set

K ≥

(
3

2 log(A) −
1

A(1−A)

)2

(1 − δ)2 .

Similarly, if A > 1,

TV(π, π̃) =
K−1∑
k=K0

(
1 − A

1 − AK · A
k −

1
K

)
=

AK − AK0

AK − 1
−

K − K0

K

=
K0

K
−

AK0 − 1
AK − 1

where

K0 =


log

(
AK − 1

)
− log(A − 1) − log(K)

log(A)


which is the smallest k such that

1 − A
1 − AK · A

k >
1
K
.
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We can get an upper bound of K0 by

K0 ≤
log

(
AK − 1

)
− log(A − 1) − log(K)

log(A)
+ 1

= logA

(
AK − 1

K(A − 1)

)
+ 1.

Therefore,

AK0 − 1
AK − 1

≤
A ·

(
AK−1

K(A−1)

)
− 1

AK − 1

=
A

K(A − 1)
−

1
AK − 1

.

We can lower bound K0 by

K0 ≥ logA

(
AK − 1

)
− logA(A − 1) − logA(K).

When K ≥ 1 − logA(A − 1), AK − 1 ≥ AK−1. Then we have

K0 ≥ logA

(
AK−1

)
− logA(A − 1) − logA(K)

= K − 1 − logA(A − 1) − logA(K).

It follows that

K0

K
≥ 1 −

1
K
−

logA(A − 1)
K

−
logA(K)

K
.

Since log(K) ≤ K
1
2 and K−1 ≤ K−

1
2 , the TV distance can be bounded by

TV(π, π̃) ≥ 1 −
1
K
−

logA(A − 1)
K

−
logA(K)

K
−

A
K(A − 1)

+
1

AK − 1

≥ 1 −
(
1 + logA(A − 1) +

1
log(A)

+
A

A − 1

)
K−

1
2 .

To make TV(π, π̃) ≥ δ, we just need

K ≥

1 + logA(A − 1) + 1
log(A) +

A
A−1

1 − δ

2

.

Since we could set K arbitrarily, it is clear that we can do this.
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Bounding the KL divergence. We can compute KL divergence between π and

π̃ as follows

KL(π, π̃) =
K−1∑
k=0

1
K
· log

(
1
K
·

1 − AK

(1 − A)Ak

)

=
1
K
·

K−1∑
k=0

[
log

(
1
K
·

1 − AK

(1 − A)

)
− k log(A)

]
= log

(
1 − AK

K(1 − A)

)
−

log (A)
K

K−1∑
k=0

k

= log
(

1 − AK

K(1 − A)

)
−

(K − 1) log (A)
2

If A < 1, we have

KL(π, π̃) = log
(
1 − AK

)
− log((1 − A)K) −

K log (A)
2

+
log (A)

2

≥ log
(
1 − AK

)
−

(
1 − A + log (A)

2

)
K +

log (A)
2

.

The last equation is because log(x) ≤ x
2 .

To further simplify the above equation, we first note that 1 − A + log (A) < 0

when A , 1. And then when K ≥ logA

(
1 − A

1
2

)
, we have 1 − AK ≥ A

1
2 . It follows

that we can simplify it to be

KL(π, π̃) ≥ log (A) −
(
1 − A + log (A)

2

)
K.

To make KL(π, π̃) ≥ ρ, it is clear that we just need to set

K ≥
2(ρ − log(A))
A − 1 − log(A)

.

Consider when A > 1,

KL(π, π̃) = log
(

AK − 1
K(A − 1)

)
−

(K − 1) log (A)
2

.
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If K ≥ log(2)
log(A) , we have that AK − 1 ≥ AK

2 . It follows that

KL(π, π̃) ≥ K log(A) − log(K) − log(2A − 2) −
K log (A)

2

=
K log (A)

2
− log(K) − log(2A − 2).

To make KL(π, π̃) ≥ ρ, we need

K log (A)
2

− log(K) ≥ ρ + log(2A − 2).

Let K = exp(y). By Taylor series, we know exp(y) ≥ y2

2 . Then it follows that

y2 log (A)
4

− y ≥ ρ + log(2A − 2).

Solve the above inequality, we can get

y ≥
1 + 2 · log(A)

4 ·

(
ρ + log(2A − 2)

)
2 · log(A)

4

=

2 + log(A)
(
ρ + log(2A − 2)

)
log(A)

.

It follows that it suffices to set

K ≥ exp


2 + log(A)

(
ρ + log(2A − 2)

)
log(A)

 .

Concluding the proof. The theorem now follows from choosing a K large

enough that both the TV distance inequality we derived and the KL divergence

inequality we derived are satisfied.

D.2 Connection between Theorem 2 and TV Bound of Inexact

MH Methods

Some inexact methods such as MHSubLhd [44] have bounded TV distance be-

tween the target distribution and the approximate distribution (see Proposi-

tion 3.2 in Bardenet et al. [44]). We would like to emphasize that Theorem 2
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is compatible with these results. Specifically, Proposition 3.2 assumes PMH has a

bounded mixing time. It is well known that this produces a TV bound for any

kernel by coupling [365]. Our theorem does not have this assumption; it sug-

gests that for MHSubLhd, with a given user-specified error, there exists a target

distribution and proposal satisfying Theorem 2, on which PMH either does not

have bounded mixing time or the mixing time is large enough such that the TV

bound is greater than δ.

D.3 Proof of Statement 1

Proof. We prove this by construction. Consider a dataset {xi}
N
i=1. The data in-

stances can take two values {−M
N ,

M
N }where M is a positive constant. Assume that

half of the data instances take value M
N and the remaining take −M

N . Let the target

distribution be π(θ) = 1
Z exp

(
θ ·

∑N
i=1 xi

)
and the domain for θ be {0, 1, . . . ,K − 1}.

We define the proposal distribution to be the following

p(θ, θ) =
1
2
, for all θ; p(θ, θ − 1) =

1
4
, p(θ, θ + 1) =

1
4

for θ ∈ {1, . . . ,K − 2};

and p(0, 1) = p(K − 1,K − 2) = 1
2 .

Recall that FMH factorizes the target distribution π(θ) and the proposal dis-

tribution p(θ) as follows

π(θ) ∝
m∏

i=1

πi(θ), p(θ) ∝
m∏

i=1

pi(θ)

where m ≥ 1 and πi and pi are some non-negative functions. Then the acceptance

rate is given by1

aFMH(θ, θ′) =
m∏

i=1

min
(
1,
π(θ′)pi(θ, θ′)
π(θ)pi(θ′, θ)

)
.

1There are typos with prime (′) marks in this expression in the camera-ready version of the
paper.

419



A common choice is to set m = N. On this example, we can write the acceptance

rate of transitioning from θ to θ′ = θ + 1 in FMH as follows

aFMH(θ, θ′) =
N∏

i=1

min
(
1, exp(xi)

)
=

(
exp

(
−

M
N

)) N
2

= exp
(
−

M
2

)
.

It is easy to show that the acceptance rate of transitioning from θ to θ′ = θ − 1 in

FMH is the same.

When M > −2 log(p), it is clear that the acceptance rate of FMH is less than

p. By contrast, the acceptance rate of standard MH is

aMH(θ, θ′) = min
(
1, exp

(
±

N∑
i=1

xi

))
= 1.

In order to preserve geometric ergodicity, Cornish et al. [155] introduces

truncated FMH (TFMH) which forces FMH degrade to standard MH when the

energy exceeds a threshold R. If we set hyperparameter R > M/2, then in

each step, the value of aTFMH will be the same as aFMH. Therefore, if setting

M > −2 log(p), we have
aTFMH

aMH
≤

p
1
= p.

If we set R ≤ M/2, TFMH falls back to standard, full-batch MH — using the

whole dataset at each step. This proves the statement.

D.4 Construction of Algorithm 4

Algorithm 4 can be derived by carefully replacing the global bounds on the

energy in PoissonMH [643] with local bounds on the energy differences (As-

sumption 1).2 PoissonMH is a variant of Poisson Gibbs and therefore inherits
2In our construction of Algorithm 9, we similarly have typos in the camera-ready paper

around misplaced ′ marks in the acceptance ratio.
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Algorithm 9 PoissonMH

given: initial state θ ∈ Θ; proposal dist. q; hyperparameter λ; Global bounds
Mi, L
loop

propose θ′ ∼ q(·|θ)
for i ∈ {1, . . . ,N} do

sample si ∼ Poisson
(
λMi

L + ϕi(θ)
)

end for
form minibatch S ← {i|si > 0}

compute MH ratio r ←
exp

(∑
i∈S si log

(
1+ L

λMi
ϕi(θ)

))
q(θ|θ′)

exp
(∑

i∈S si log
(
1+ L

λMi
ϕi(θ′)

))
q(θ′ |θ)

with probability min(1, r), set θ ← θ′

end loop

the same assumptions for Gibbs sampling on graphical models, which are often

violated in the applications of MH. In particular, PoissonMH works on factor

graphs which define a distribution π(θ) over a set of factors {ϕi(θ)}Ni=1 as follows

π(θ) ∝ exp

 N∑
i=1

ϕi(θ)

 .
PoissonMH assumes that each factor ϕi is non-negative without the loss of

generality (we can add a positive constant to ϕi to make it non-negative without

changing the distribution) and is bounded globally by a constant Mi. That is

0 ≤ ϕi(θ) ≤ Mi for all θ.

This assumption does not hold for most applications of MH, such as the linear

and logistic regression experiments in Section 5.5.

Let L =
∑

i Mi and define Poisson auxiliary variable si as the following

si|θ ∼ Poisson
(
λMi

L
+ ϕi(θ)

)
,

where λ > 0 is a hyperparameter. Running standard MH on the joint distribu-
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tion of θ and si results in the following acceptance ratio3

PoissonMH(θ, θ′) =
exp

(∑
i si log

(
1 + L

λMi
ϕi(θ)

))
q(θ|θ′)

exp
(∑

i si log
(
1 + L

λMi
ϕi(θ′)

))
q(θ′|θ)

.

Here, the sum is essentially performed over the set of index i whose si is

greater than zero. When si = 0, it is clear that the factor ϕi will not appear in the

acceptance ratio rPoissonMH. Thus PoissonMH enables using a subset of factors

for the MH decision step (Algorithm 9).

To construct our method from this, we can define the factor ϕi in the factor

graph to be

ϕi(x) =
Ui(θ) + Ui(θ′)

2
− Ui(x) +

ci

2
M(θ, θ′) (D.3)

where x ∈ {θ, θ′}. It is easy to see that ϕi satisfy 0 ≤ ϕi(x) ≤ ciM(θ, θ′). And

then we define the Poisson variables si as the follows

si|(θ, θ′) ∼ Poisson
(
λci

C
+ ϕi(θ)

)
= Poisson

(
λci

C
+

Ui(θ′) − Ui(θ) + ciM(θ, θ′)
2

)
.

These Poisson auxiliary variables {si}
N
i=1 are called local, because their distri-

butions change each iteration depending on the current pair (θ, θ′) and only rely

on local bounds in Assumption 1. This is in contrast to the global auxiliary vari-

ables used in PoissonMH and FlyMC which are used to form a joint distribution

with θ and both require global bounds in their conditional distributions.

The acceptance ratio rTunaMH is the same as rPoissonMH but with the new defi-

nitions of si and ϕi. We outline TunaMH using the notation of ϕi and si in Algo-

rithm 10.
3The misplaced ′ marks in the acceptance test also carry through here, and are edited / differ

from the current camera-ready version.
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We now show that Algorithm 10 is statistically equivalent to Algorithm 4.

To see this, we first use thinning, a commonly used technique [61, 77, 155, 368,

643], to quickly resample all si from their new distributions in each iteration in

Algorithm 10. This is achieved by replacing the global bounds with the local

bounds in Algorithm 4 in the Appendix of Zhang and De Sa [643]. Specifically,

we first sample B from a Poisson distribution

B ∼ Poisson(λ +CM(θ, θ′)).

Here λ+CM(θ, θ′) is an upper bound on E[
∑

i si]. We then form the minibatch by

running

for b ∈ {1, . . . , B} do
sample ib such that P(ib = i) = ci/C, for i = 1 . . .N
with probability λcib+Cϕib (θ)

λcib+Ccib M(θ,θ′) add ib to I
end for

By substituting λ = χC2M2(θ, θ′) and the expression of ϕi, we can get the part

of “form minibatch I” in Algorithm 4.

To see that the MH ratio in Algorithm 4 and 10 are equivalent, we can write

out r in Algorithm 104 using the above fast way of resampling si

rTunaMH =
exp

(∑
i∈I log

(
1 + C

λci
ϕi(θ)

))
q(θ|θ′)

exp
(∑

i∈I log
(
1 + C

λci
ϕi(θ′)

))
q(θ′|θ)

.

We then substitute the definition of ϕi in (D.3) and it follows that

rTunaMH = exp
(∑

i∈I

(
log

(2λci +C (Ui(θ) − Ui(θ′) + ciM(θ, θ′))
2λci +C (Ui(θ′) − Ui(θ) + ciM(θ, θ′))

)))
·

q(θ|θ′)
q(θ′|θ)

.

4Again, the ′ marks in the camera-ready version of this paper are flipped in the acceptance
test, and corrected here.
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Algorithm 10 TunaMH

given: initial state θ ∈ Θ; proposal dist. q; λ; Asm. 1 parameters ci, C, M;
function ϕi defined in (D.3)
loop

propose θ′ ∼ q(·|θ) and compute M(θ, θ′)
for i ∈ {1, . . . ,N} do

sample si ∼ Poisson
(
λci
C + ϕi(θ)

)
end for
form minibatch S ← {i|si > 0}

compute MH ratio r ←
exp

(∑
i∈S si log

(
1+ C

λci
ϕi(θ)

))
q(θ|θ′)

exp
(∑

i∈S si log
(
1+ C

λci
ϕi(θ′)

))
q(θ′ |θ)

with probability min(1, r), set θ ← θ′

end loop

We can rearrange the log term inside rTunaMH as

log
(
2λci +C (Ui(θ) − Ui(θ′) + ciM(θ, θ′))
2λci +C (Ui(θ′) − Ui(θ) + ciM(θ, θ′))

)
= log

(
2λci +C (Ui(θ) − Ui(θ′)) + ciCM(θ, θ′)
2λci +C (Ui(θ′) − Ui(θ)) + ciCM(θ, θ′)

)
= log

1 + C
2λci+ciCM(θ,θ′) (Ui(θ) − Ui(θ′))

1 + C
2λci+ciCM(θ,θ′) (Ui(θ′) − Ui(θ))


= 2 artanh

(
C (Ui(θ) − Ui(θ′))
ci(2λ +CM(θ, θ′))

)
.

So rTunaMH can be written as5

rTunaMH = exp

2 ∑
i∈I

artanh
(

C (Ui(θ) − Ui(θ′))
ci(2λ +CM(θ, θ′))

) · q(θ|θ′)
q(θ′|θ)

.

Finally setting λ to be χC2M2(θ, θ′) produces the MH ratio in Algorithm 4.

By proving the equivalence of the minibatch and the MH ratio, we show that

Algorithm 4 and 10 are statistically equivalent.

5Again, fixed ′ marks in the proposal ratio.
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D.5 Proof of Theorem 3

In this section, we prove Theorem 3, which asserts that TunaMH is reversible

and has stationary distribution π, and gives bounds on its spectral gap relative

to the spectral gap of the original Metropolis-Hastings algorithm.

Proof. For convenience, we prove Theorem 3 using Algorithm 10 statement

which is statistically equivalent to Algorithm 4. The transition operator can

be written as the following

T (θ, θ′)

= E

q(θ′|θ) min

1, q(θ|θ′) exp
(∑

i

[
si log

(
λci
C + ϕi(θ′)

)
− log si!

])
q(θ′|θ) exp

(∑
i

[
si log

(
λci
C + ϕi(θ)

)
− log si!

]) 


= E

q(θ′|θ) min

1, q(θ|θ′) exp
(∑

i

[
si log

(
λci
C + ϕi(θ′)

)])
q(θ′|θ) exp

(∑
i

[
si log

(
λci
C + ϕi(θ)

)]) 


=
∑

s

q(θ′|θ) min

1, q(θ|θ′) exp
(∑

i

[
si log

(
λci
C + ϕi(θ′)

)])
q(θ′|θ) exp

(∑
i

[
si log

(
λci
C + ϕi(θ)

)]) 
∏

i

p(si|θ, θ
′)

=
∑

s

q(θ′|θ) min

exp

∑
i

[
si log

(
λci

C
+ ϕi(θ)

)
− ϕi(θ) −

λci

C
− log si!

] ,
q(θ|θ′) exp

(∑
i

[
si log

(
λci
C + ϕi(θ′)

)])
q(θ′|θ) exp

(∑
i ϕi(θ) + λci

C + log si!
) 


=

∑
s

q(θ′|θ) min

exp

∑
i

[
si log

(
λci

C
+ ϕi(θ)

)
− ϕi(θ) −

λci

C
− log si!

] ,
q(θ|θ′)
q(θ′|θ)

exp

∑
i

[
si log

(
λci

C
+ ϕi(θ′)

)
− ϕi(θ) −

λci

C
− log si!

]
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Multiplying π(θ) to both sides produces

π(θ)T (θ, θ′)

=
1
Z

exp

−∑
i

Ui(θ)

 T (θ, θ′)

=
1
Z

∑
s

min
(
q(θ′|θ) exp

(∑
i

[
si log

(
λci

C
+ ϕi(θ)

)
−

Ui(θ) + Ui(θ′)
2

−
ci

2
M(θ, θ′) −

λci

C
− log si!

])
,

q(θ|θ′) exp
(∑

i

[
si log

(
λci

C
+ ϕi(θ′)

)
−

Ui(θ) + Ui(θ′)
2

−
ci

2
M(θ, θ′) −

λci

C
− log si!

])))
.

It is clear that the expression is symmetric in θ and θ′. Therefore the chain is

reversible and its stationary distribution is π(θ). This proves the first part of the

theorem.

To prove the second part of the theorem, the bound on the spectral gap, we

continue to reduce the transition probability in the previous proof to
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π(θ)T (θ, θ′)

=
1
Z

∑
s

min
(
q(θ′|θ) exp

(∑
i

[
si log

(
λci

C
+ ϕi(θ)

)
−

Ui(θ) + Ui(θ′)
2

−
ci

2
M(θ, θ′) − si log

λci

C

])
,

q(θ|θ′) exp
(∑

i

[
si log

(
λci

C
+ ϕi(θ′)

)
−

Ui(θ) + Ui(θ′)
2

−
ci

2
M(θ, θ′) − si log

λci

C

]))
·
∏

i

1
si!

exp
(
−
λci

C

) (
λci

C

)si

=
1
Z

∑
s

min
(
q(θ′|θ) exp

(∑
i

[
si log

(
1 +

C
λci

ϕi(θ)
)

−
Ui(θ) + Ui(θ′)

2
−

ci

2
M(θ, θ′)

])
,

q(θ|θ′) exp

∑
i

[
si log

(
1 +

C
λci

ϕi(θ′)
)
−

Ui(θ) + Ui(θ′)
2

−
ci

2
M(θ, θ′)

] )
·
∏

i

1
si!

exp
(
−
λci

C

) (
λci

C

)si

.

Note that si here are non-negative integers that a Poisson variable can take,

not variables. So if we let ri ∼ Poisson
(
λci
C

)
and ri to be all independent, we can

write this as

π(θ)T (θ, θ′) =
1
Z

E min

q(θ′|θ) exp

∑
i

ri log
(
1 +

C
λci

ϕi(θ)
) ,

q(θ|θ′) exp

∑
i

ri log
(
1 +

C
λci

ϕi(θ′)
)

· exp
[
−

1
2

(∑
i

Ui(θ) +
∑

i

Ui(θ′) +CM(θ, θ′)
)]
.
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Assume G(θ, θ′) is the transition operator of standard MH. Consider the ratio

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

=
1
Z

E min

q(θ′|θ) exp

∑
i

ri log
(
1 +

C
λci

ϕi(θ)
) ,

q(θ|θ′) exp

∑
i

ri log
(
1 +

C
λci

ϕi(θ′)
)

· exp
[
−

1
2

(∑
i

Ui(θ) +
∑

i

Ui(θ′) +CM(θ, θ′)
)]

·

[
1
/( 1

Z
min

q(θ′|θ) exp

−∑
i

Ui(θ)

 , q(θ|θ′) exp

−∑
i

Ui(θ′)

 )].
We know that min(A,B)

min(C,D) = min
(

A
min(C,D) ,

B
min(C,D)

)
≥ min

(
A
C ,

B
D

)
. The last inequality

is due to the fact that 1
min(C,D) ≥

1
C and 1

min(C,D) ≥
1
D .

With this inequality, we can continue simplifying the ratio,

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥ E
[

min
(exp

(∑
i ri log

(
1 + C

λci
ϕi(θ)

))
exp (−

∑
i Ui(θ))

,
exp

(∑
i ri log

(
1 + C

λci
ϕi(θ′)

))
exp (−

∑
i Ui(θ′))

)]
· exp

[
−

1
2

(∑
i

Ui(θ) +
∑

i

Ui(θ′) +CM(θ, θ′)
)]

= E
[

min
(

exp

∑
i

(
ri log

(
1 +

C
λci

ϕi(θ)
)
− ϕi(θ)

) ,
exp

∑
i

(
ri log

(
1 +

C
λci

ϕi(θ′)
)
− ϕi(θ′)

) )]
= E

[
max

(
exp

∑
i

(
ϕi(θ) − ri log

(
1 +

C
λci

ϕi(θ)
) ) ,

exp

∑
i

(
ϕi(θ′) − ri log

(
1 +

C
λci

ϕi(θ′)
) ) )−1]

.
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Because f (x) = 1
x is a convex function, by Jensen’s inequality it follows

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥ E
[

max
(

exp

∑
i

(
ϕi(θ) − ri log

(
1 +

C
λci

ϕi(θ)
) ) ,

exp

∑
i

(
ϕi(θ′) − ri log

(
1 +

C
λci

ϕi(θ′)
) ) )]−1

.

We use max(A, B) ≤ (Ap + Bp)
1
p to remove the max function.

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥ E
[(

exp
(
p
∑

i

(
ϕi(θ) − ri log

(
1 +

C
λci

ϕi(θ)
) ))
+

exp
(
p
∑

i

(
ϕi(θ′) − ri log

(
1 +

C
λci

ϕi(θ′)
) ))) 1

p
]−1

.

Since x
1
p is concave, by Jensen’s inequality

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥ E
[

exp
(
p
∑

i

(
ϕi(θ) − ri log

(
1 +

C
λci

ϕi(θ)
) ))
+

exp
(
p
∑

i

(
ϕi(θ′) − ri log

(
1 +

C
λci

ϕi(θ′)
) ))]− 1

p

=

[∏
i

E exp
(
pϕi(θ) − pri log

(
1 +

C
λci

ϕi(θ)
) )
+

∏
i

E exp
(
pϕi(θ′) − pri log

(
1 +

C
λci

ϕi(θ′)
) )]− 1

p

.

E
[

exp
(
− pri log

(
1 + C

λci
ϕi(θ)

) )]
is the moment generating function of the Pois-

son random variable ri evaluated at

t = −p log
(
1 +

C
λci

ϕi(θ)
)
.

We know that

E exp(rit) = exp
(
λci

C
(
exp(t) − 1

))
,

therefore,

E
[

exp
(
− pri log

(
1 +

C
λci

ϕi(θ)
) )]
= exp

(
λci

C

(
1 +

C
λci

ϕi(θ)
)−p

−
λci

C

)
.
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Substituting this into the original expression produces

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥

[∏
i

exp
(
λci

C

(
1 +

C
λci

ϕi(θ)
)−p

−
λci

C
+ pϕi(θ)

)

+
∏

i

exp
(
λci

C

(
1 +

C
λci

ϕi(θ′)
)−p

−
λci

C
+ pϕi(θ′)

) ]− 1
p

.

Considering the term inside exp. Define a function f (y) = λci
C

(
1 + C

λci
y
)−p
−

λci
C +

py for y ≥ 0. It is clear that f (0) = 0. The first derivative is

f ′(y) = p + (−p)
(
1 +

C
λci

y
)−p−1

which is also 0 at y = 0. The second and third derivatives are

f ′′(y) = (−p)(−p − 1)
C
λci

(
1 +

C
λci

y
)−p−2

, (D.4)

f ′′′(y) = (−p)(−p − 1)(−p − 2)
(

C
λci

)2 (
1 +

C
λci

y
)−p−3

. (D.5)

By Taylor series, we have

f (y) = f (0) + f ′(0)y +
f ′′(0)

2!
y2 +

f ′′′(v)
3!

y3

where v is between 0 and y. By (D.5), we know that f ′′′(v) ≤ 0, therefore since

y ≥ 0, we have

f (y) ≤ f (0) + f ′(0)y +
f ′′(0)

2!
y2

=
f ′′(0)

2!
y2.

Substituting y = ϕi(θ) produces

f (ϕi(θ)) ≤ (−p)(−p − 1)
C
λci

ϕ2
i (θ)

≤ (−p)(−p − 1)
C
λci

c2
i M2(θ, θ′).
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Similarly, we can get

f (ϕi(θ′)) ≤ p(p + 1)
C
λci

c2
i M2(θ, θ′).

Substituting these to the spectral ratio, we get

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥

2 ∏
i

exp
(
p(p + 1)

C
λci

c2
i M2(θ, θ′)

)−
1
p

=

2 exp

∑
i

p(p + 1)
C
λ

ciM2(θ, θ′)

−
1
p

=

[
2 exp

(
p(p + 1)

C2

λ
M2(θ, θ′)

)]− 1
p

= 2−
1
p exp

(
−(p + 1)

C2

λ
M2(θ, θ′)

)
.

Now, we maximize the R.H.S. with respect to p. Let E = C2

λ
M2(θ, θ′), then it

becomes

2−
1
p exp (−(p + 1)E) = exp

(
−E − pE −

1
p

log 2
)
.

The maximum is attained at p =
√

log 2
E and the value is

exp
(
−E − 2

√
E log 2

)
.

It follows that

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥ exp

−C2

λ
M2(θ, θ′) − 2

√
C2

λ
M2(θ, θ′) log 2

 .
We set λ = χC2M2(θ, θ′), it becomes

π(θ)T (θ, θ′)
π(θ)G(θ, θ′)

≥ exp
(
−

1
χ
− 2

√
log 2
χ

)
.

We complete the theorem by a Dirichlet form argument. We can write the

Dirichlet form E( f ) of a Markov chain with transition operator G as [217]:

E( f ) =
1
2

∫ ∫ [(
f (θ) − f (θ′)

)2
]
G(θ, θ′)π(θ)dθdθ′.
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If we let L2
0(π) to be the Hilbert space of functions f such that f has mean zero

and is square integrable with respect to probability measure π. It follows that

the spectral gap γ of a Markov chain is [15]

γ = inf
f∈L2

0(π):Varπ[ f ]=1
E( f ).

From this, it is easy to get that

γ̄ = inf
f∈L2

0(π):Varπ[ f ]=1

[
1
2

∫ ∫ [(
f (θ) − f (θ′)

)2
]

T (θ, θ′)π(θ)dθdθ′
]

≥ exp
(
−

1
χ
− 2

√
log 2
χ

)
· inf

f∈L2
0(π):Varπ[ f ]=1

[
1
2

∫ ∫ [(
f (θ) − f (θ′)

)2
]
G(θ, θ′)π(θ)dθdθ′

]

= exp
(
−

1
χ
− 2

√
log 2
χ

)
· γ.

D.6 Derivation of Equation (5.2)

Based on the bound in Theorem 3, to make sure that the spectral ratio γ̄/γ ≥ κ,

we can set χ such that

exp
(
−

1
χ
− 2

√
log 2
χ

)
= κ.

Solving the above equation gives us

χ =
(2 log 2 − log κ + 2

√
log 2(log 2 − log κ))

log2 κ
≤

4
(1 − κ) log(1/κ)

.

Since the spectral gap ratio is monotonically increasing w.r.t. χ, we can instead

set χ to the upper bound

χ =
4

(1 − κ) log(1/κ)
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D.7 Theoretically Optimal Value of χ

The overall wall-clock time L for a chain to converge can be represented as the

number of steps times the wall-clock time l of each step. We then minimize an

upper bound of this overall wall-clock time to get the optimal value of χ.

Consider a lazy Markov chain on a finite state Θ. The relaxation time trel of

a Markov chain is defined to be the inverse of the spectral gap γ: trel = 1/γ.

The mixing time tmix, i.e. the number of steps required for a chain to converge

to within TV distance δ to the target distribution π, is bounded by Levin and

Peres [365]

tmix ≤ trel log
(

1
δ ·minθ∈Θ π(θ)

)
.

It follows that the overall wall-clock time L is upper bounded by

L = l · tmix ≤ l · trel log
(

1
δ ·minθ∈Θ π(θ)

)
.

We assume that the expected wall clock time to run a step is proportional to

the batch size plus some constant, which measures the cost of computing the

proposal. Specifically, We use η and ξ to denote the time to get a proposal θ′ and

compute a Ui in a step. Then we can write the time of a step l as

l = Bξ + η.

In order to minimize L, we can instead minimize its upper bound, which is

equivalent to minimize

l · trel = (Bξ + η) ·
1
γ
. (D.6)
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Recall that for TunaMH, the average batch size over all steps is

E(θ,θ′)∼π(θ)q(θ′ |θ)[χC2M2(θ, θ′) +CM(θ, θ′)],

and the spectral gap γ̄ is lower bounded by the spectral gap of standard MH

γ such that

γ̄ ≥ exp
(
−

1
χ
− 2

√
log 2
χ

)
· γ.

Substituting the expression of batch size and spectral gap to (D.6) gives

l · trel ≤
(
E(θ,θ′)∼π(θ)q(θ′ |θ)[χC2M2(θ, θ′) +CM(θ, θ′)]ξ + η

)
· exp

(
1
χ
+ 2

√
log 2
χ

)
·

1
γ
.

To minimize the RHS of the above equation over χ, we let the derivative

w.r.t. χ to be zero and get,

ξC2E(θ,θ′)∼π(θ)q(θ′ |θ)[M2(θ, θ′)]χ−1 + (ξCE(θ,θ′)∼π(θ)q(θ′ |θ)[M(θ, θ′)] + η)χ−2

+
√

log 2ξC2E(θ,θ′)∼π(θ)q(θ′ |θ)[M2(θ, θ′)]χ−
1
2

+
√

log 2(ξCE(θ,θ′)∼π(θ)q(θ′ |θ)[M(θ, θ′)] + η)χ−
3
2

= ξC2E(θ,θ′)∼π(θ)q(θ′ |θ)[M2(θ, θ′)].

When χ is small, the LHS is approximately (ξCE(θ,θ′)∼π(θ)q(θ′ |θ)[M(θ, θ′)] + η)χ−2

which gives us

χ =

√
ξCE(θ,θ′)∼π(θ)q(θ′ |θ)[M(θ, θ′)] + η
ξC2E(θ,θ′)∼π(θ)q(θ′ |θ)[M2(θ, θ′)]

.

When it is quick to get a proposal (η ≈ 0) and the variance of M is small, we

can further simplify it to

χ =
1√

CE(θ,θ′)∼π(θ)q(θ′ |θ)[M(θ, θ′)]
.
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In practice, we can get the above theoretically optimal value of χ by empir-

ically estimating the mean and variance of M(θ, θ′). Note that even if these em-

pirical estimates are accurate, there may exist better χ, since the upper bounds

(the mixing time bound and the spectral gap bound) we use to get the optimal

value may be loose. We give a simpler heuristic to tune χ in practice in Section

5.5.

D.8 Proof of Theorem 4

First, we will show the following lemma, which gives half of what we want to

have in the theorem.

Lemma 1. Considering the same setting as the theorem, the average batch size B of any

exact, stateless minibatch MH algorithm at any iteration follows

E[B] ≥ 2−18 · κC2M2(θ, θ′) − 2−4 · κ.

Proof. We prove the lemma by construction. First, observe that since the state

space Θ has at least two states, we can restrict our attention to just two of those

states, by choosing a π that has zero mass on any other state in the space and

a q that never proposes transitioning out to any of those other states (at which

π has zero mass). Such a proposal will still be ergodic, so it still satisfies our

general assumption that we consider only ergodic chains in this paper. Without

loss of generality, suppose that those two states are {−M
2 ,

M
2 } (this is without loss

of generality because we can always just rename the states), and let C denote

the constant in the theorem statement and define (with a bit of abuse of nota-

tion) the constant M := M(−M
2 ,

M
2 ). By doing this, we can (again without loss of

generality) restrict our attention to the case where Θ = {−M
2 ,

M
2 }.
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Next, we construct our counterexample. Let the dataset be {xi}
N
i=1 where

xi ∈ {−1, 1}. We let the domain for parameter θ to be {−M
2 ,

M
2 }, and the target

distribution to be

π(θ) =
1
Z

exp

− N∑
i=1

Ui(θ)

 = 1
Z

exp

−Cθ
N

N∑
i=1

xi


where Ui(θ) = C

N · θxi. Note that by letting N become large, any minibatch MH

algorithm that queries the energy difference oracle some number of times will

observe a distribution of energy differences that is arbitrarily close to a sequence

of independent identically distributed random variables supported on {±CM
N }.

We define ci =
C
N , and the proposal distribution to be

p(θ, θ) =
1
2
, p(θ,−θ) =

1
2

for θ ∈
{
−

M
2
,

M
2

}
.

Now, let 0 < q < 1 be some constant, and consider two cases: (1) 1
N

∑
i xi = q and

(2) 1
N

∑
i xi = −q < 0. Suppose that in both cases the xi are shuffled at random.

These two cases will have different stationary distributions,

π1(θ) =
1
Z

exp (−Cqθ) and π2(θ) =
1
Z

exp (Cqθ) ,

and an exact algorithm must be able to distinguish between them. Therefore by

using these cases, we can get a bound on the required batch size needed for the

exact MH algorithm to distinguish between them. First, we observe that the two

cases are symmetric, such that if T1 is the transition matrix of the chain in case

(1) and T2 is the transition matrix of the chain in case (2), then T1(θ, θ′) = T2(θ′, θ).

Let 0 < ψ < 1
2 denote the probability that T1 transitions from M

2 to −M
2 . Then

because the MH method is exact and the chain is reversible, the probability of

the reverse transition is ψ exp(−CMq). So, explicitly, the transition operators will

look like

T1 =

1 − ψ ψe−CMq

ψ 1 − ψe−CMq

 and T2 =

1 − ψe−CMq ψ

ψe−CMq 1 − ψ

 .
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The eigenvectors and eigenvalues of this are

T1π1 = π1 and T1

−1

1

 = (
1 − ψ − ψ exp(−CMq)

) −1

1

 .
Suppose that we initialize both chains uniformly on {−M

2 ,
M
2 }. Observe that1/21/2

 =


exp(−CMq)
1+exp(−CMq)

1
1+exp(−CMq)

 + 1 − exp(−CMq)
2(1 + exp(−CMq))

·

 1

−1

 ,
the first vector being π1 and the second being a multiple of the other eigenvector.

Equivalently, 1/21/2

 = π1 +
1
2

tanh
(CMq

2

)
·

 1

−1

 ,
and so for any t, after t steps of the Markov chain, the distribution will be

T t
1

1/21/2

 = π1 +
1
2

tanh
(CMq

2

)
·
(
1 − ψ − ψ exp(−CMq)

)t
·

 1

−1

 .
Similarly,

T t
2

1/21/2

 = π2 +
1
2

tanh
(CMq

2

)
·
(
1 − ψ − ψ exp(−CMq)

)t
·

−1

1

 .
So, the total variation distance between the state of the chains at time t will

be bounded by

TV

T t
1

1/21/2

 ,T t
2

1/21/2


 ≥ TV (π1, π2) − tanh

(CMq
2

)
·
(
1 − ψ − ψ exp(−CMq)

)t .

Also observe that

TV (π1, π2) =
1
2

∥∥∥∥∥∥∥∥∥


exp(−CMq)
1+exp(−CMq)

1
1+exp(−CMq)

 −


1
1+exp(−CMq)

exp(−CMq)
1+exp(−CMq)


∥∥∥∥∥∥∥∥∥

1

=
1 − exp(−CMq)
1 + exp(−CMq)

= tanh
(CMq

2

)
,
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so

TV

T t
1

1/21/2

 ,T t
2

1/21/2


 ≥ tanh

(CMq
2

)
·
(
1 −

(
1 − ψ − ψ exp(−CMq)

)t
)
.

Also, since we know that our algorithm is guaranteed to have spectral gap ratio

at least κ with the original chain, it follows that ψ ≥ κ/2, and so

TV

T t
1

1/21/2

 ,T t
2

1/21/2


 ≥ tanh

(CMq
2

)
·

(
1 −

(
1 −

κ

2
−
κ

2
exp(−CMq)

)t
)
.

Now, denote the exact minibatch algorithm to beA. As it runs, the algorithm

A will request data examples by querying the energy difference oracle. Under

case (1), we let yi denote the ith sample thatA would have observed if it requested

i or more samples, and similarly we let zi denote the analogous sample in case

(2). Fix some constant t ∈ N (which we will set later). We let K1 denote the total

number of samples observed byA across the first t iterations in case (1), and set

µ = {y1, y2, . . . , yK1}.

Similarly, we let K2 denote the number of samples observed byA across the first

t iterations in case (2), and set

ν = {z1, z2, . . . , zK2}.

Now, we fix some constant K (to be set later), and consider the following cou-

pling between the behavior of A across its first t iterations in case (1) and in

case (2). First, let all internal randomness of A and the proposal process under

case (1) and (2) be the same, which means that for a given observation of data

examples, the algorithm A will make the same decision, such as whether to re-

quire more data examples or not and whether to accept or not. Second, choose

a coupling that minimizes the probability that

(y1, y2, . . . , yK1) , (z1, z2, . . . , zK2).
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Such a coupling is guaranteed to exist by the Coupling Lemma, and the prob-

ability that these two are not equal will be equal to the total variation distance

between their distributions. Third, assign all the other yi and zi, for i > K, inde-

pendently according to their distribution.

We are interested in the quantity p(µ , ν), which bounds the probability

that the algorithm may make a different decision in cases (1) and (2). We can

decompose this probability into two terms,

p(µ , ν) = p(µ , ν and y j = z j for all j ≤ K) + p(µ , ν and y j , z j for some j ≤ K).

If µ , ν but y j = z j for all j ≤ K, the only way that this is possible is for K1 > K

(and, symmetrically, also K2 > K), since otherwise the algorithms would behave

identically. So,

p(µ , ν) ≤ p(K1 > K) + p(y j , z j for some j ≤ K). (D.7)

By Markov’s inequality,

p(µ , ν) ≤
E[K1]

K
+ p(y j , z j for some j ≤ K).

For the second term of (D.7), we can reduce the case to only considering K

samples. Let S y be the total number of samples yi that are −1 and let S z be

the total number of samples zi that are −1. Since A is effectively sampling a

shuffled dataset at some arbitrary indices without replacement, both of these

random variables S y and S z are—properly speaking—hypergeometric random

variables. However, since our dataset size N is arbitrary here, we can by setting

N very large work in the limit (as N → ∞) in which these variables become bino-

mial (since sampling with replacement and without replacement can be made

to have arbitrarily close to the same distribution by making the dataset large).

Observe that (in this limit) S y follows a binomial distribution B(K, 1−q
2 ) and S z
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follows a binomial distribution B(K, 1+q
2 ). Clearly, if S y = S z, then we can ar-

range the coupling so that (y1, . . . , yK) = (z1, . . . , zK). So, by the Coupling Lemma,

p(y j , z j for some j ≤ K) = p(S y , S z) = TV(S y, S z).

From the analysis in Adell and Jodrá [8], we can bound the total variance

distance between these two binomial variables with

TV(S y, S z) ≤
√

e ·
τ

(1 − τ)2

where τ =
√

K+2
2 · q < 1. Substituting these bounds, we get

p(µ , ν) ≤
E[K1]

K
+
√

e ·
τ

(1 − τ)2 .

But the probability that µ , ν must be an upper bound on the probability

that the distributions of the chains in case (1) and (2) after t steps are not equal,

since if µ = ν in the coupling then the two chains are in the same state. So, using

our bound from earlier, we get

tanh
(CMq

2

)
·

(
1 −

(
1 −

1
2
κ −

1
2
κ exp(−CMq)

)t)
≤

E[K1]
K
+
√

e ·
τ

(1 − τ)2 .

Now isolating E[K1] gives

K · tanh
(CMq

2

)
·

(
1 −

(
1 −

1
2
κ −

1
2
κ exp(−CMq)

)t)
− K ·

√
e ·

τ

(1 − τ)2 ≤ E[K1].

Also, observe that(
1 −

1
2
κ −

1
2
κ exp(−CMq)

)t

≤

(
1 −

1
2
κ

)t

≤ exp
(
−
κt
2

)
,

so

K · tanh
(CMq

2

)
·

(
1 − exp

(
−
κt
2

))
− K ·

√
e ·

τ

(1 − τ)2 ≤ E[K1].

440



This gives us the lower bound on E[K1] that we are interested in. Now, it

remains to assign q, K, and t. We start by assigning t such that

t =
⌈
2κ−1 log(2)

⌉
,

in which case

exp
(
−
κt
2

)
≤

1
2

and so

K ·
1
2
· tanh

(CMq
2

)
− K ·

√
e ·

τ

(1 − τ)2 ≤ E[K1].

Now, we add some simplifying assumptions, which we will validate are true

later. We assume that

τ =

√
K + 2

2
· q ≤

1
2

;

in this case
√

e ·
τ

(1 − τ)2 · K ≤ 4
√

e · τ ≤ 5
√

K + 2 · q.

We set q such that

CMq = 1,

and we assume that CM is large enough that this assignment of q is within range

(i.e. 0 < q < 1). This gives us

K ·
1
2
· tanh

(
1
2

)
− 5K

√
K + 2 ·

1
CM

≤ E[K1].

Since tanh(1/2) > 5/16, we can simplify this to

K ·
5

32
− 5K

√
K + 2 ·

1
CM

≤ E[K1].

All that remains is to assign K. We assign K such that

√
K + 2 ·

1
CM

=
1

64
.
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In this case, we get

K =
C2M2

4096
− 2,

and our bound reduces to (
C2M2

4096
− 2

)
·

5
64
≤ E[K1].

We can simplify this further to

2−16 ·C2M2 −
5
32
≤ E[K1].

Now, this is a bound on the expected number of samples taken across t iter-

ations. This means that the number of samples taken in any given iteration will

be bounded by

E[K1]
t
≥

2−16 ·C2M2 − 5
32

2κ−1 log(2) + 1
=

2−16 · κC2M2 − 5κ
32

2 log(2) + κ
.

A few more loose bounds, leveraging κ < 1, gives us

E[K1]
t
≥ 2−18 · κC2M2 −

κ

16
.

This proves the lemma.

Next, we will show the following lemma, which characterizes what happens

when CM is small.

Lemma 2. Considering minibatch MH algorithms in the same setting as the theorem,

the expected batch size at any iteration must be lower bounded by

E[B] ≥
κ

2
min

(
CM(θ, θ′), 1

)
.

Proof. Here, we will prove a lower bound that characterizes the limits of exact

stateless minibatch MH algorithms when they use very few examples. Again,
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without loss of generality we consider a reduction to the two-state case as we

did in the proof of the previous lemma. Suppose that a exact stateless mini-

batch MH algorithm with the same forward and backward proposal probabili-

ties (given some c1, . . . , cN , C, and M) requests any energy function examples at

all only with probability p. Consider two cases, which have the same c1, . . . , cN ,

C and M. In the first case,
n∑

i=1

(Ui(θ) − Ui(θ′)) = CM(θ, θ′),

while in the second case,
n∑

i=1

(Ui(θ) − Ui(θ′)) = −CM(θ, θ′).

These are clearly possible by setting Ui to the limits of what is covered by the

bounds. In the first case, the baseline MH method would accept with probability

1. In the second case, it will accept with probability exp(−CM(θ, θ′)). Since the

stateless MH algorithm is reversible, it must accept in the first case with some

probability a and in the second case with probability a · exp(−CM(θ, θ′)). But, the

algorithm can only distinguish the two cases if it requests samples, which only

happens with probability at most p. So,

a − a · exp
(
−CM(θ, θ′)

)
≤ p.

Since we know that it must be the case that a ≥ κ (from a straightforward

analysis of a two-state case), it follows that

p
κ
≥

p
a
≥ 1 − exp

(
−CM(θ, θ′)

)
≥

1
2

min
(
CM(θ, θ′), 1

)
.

Since p is an obvious lower bound on the expected value of the batch size, it

follows that

E[B] ≥
κ

2
min

(
CM(θ, θ′), 1

)
.
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To prove Theorem 4 we now combine the results of these two lemmas. We

have

E[B] ≥ 2−18 · κC2M2(θ, θ′) − 2−4 · κ.

and

E[B] ≥
κ

2
min

(
CM(θ, θ′), 1

)
.

Since these are both lower bounds, we can combine them to get

E[B] ≥ max
(
2−18 · κC2M2(θ, θ′) − 2−4 · κ,

κ

2
min

(
CM(θ, θ′), 1

))
= κ ·max

(
2−18 ·C2M2(θ, θ′) − 2−4,

1
2

min
(
CM(θ, θ′), 1

))
.

It is obvious from a simple big-O analysis here that there exists a global constant

ζ > 0 such that

E[B] ≥ ζ · κ
(
C2M2(θ, θ′) +CM(θ, θ′)

)
.

This proves the theorem.

D.9 Proof of Corollary 1

Proof. Recall that the lower bound on the batch size in each iteration is

E[B] ≥ ζ · κ
(
C2M2(θ, θ′) +CM(θ, θ′)

)
.

Since C = O– (N) and M(θ, θ′) = O– (N−(h+1)/2), the expectation of the batch size

follows

E[B] = O– (C2M2(θ, θ′) +CM(θ, θ′)) = O– (CM(θ, θ′)) = O– (N1−h/2).

When h = 1, E[B] = O– (1) and when h = 2, E[B] = O– (1/
√

N).
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D.10 Experimental Details and Additional Results

D.10.1 Experiment in Section 5.2.1

To verify Theorem 2, we empirically construct a distribution in the form of Sec-

tion D.1, on which AustereMH and MHminibatch are biased. Note that the

proof in Section D.1 shows there must exist such a distribution for any inexact

minibatch method but does not tell us how to find one for a specific method.

Therefore, in order to find such a distribution, we construct an example and

empirically test whether AustereMH and MHminibatch are biased on it.

We let data xi take one of two values {−1, 5}. Consider a dataset of size 6000.

We let 5000 data take value −1 and the remaining 1000 data take value 5. Define

the target distribution π(θ) to be

π(θ) ∝ exp

− 1
N

N∑
i=1

θ · xi


where the domain of θ is {0, 1, . . . ,K − 1}. Therefore the number of state is K.

Since
∑

i xi = 0, it is clear to see that the stationary distribution of θ is a uniform

distribution. We define the proposal distribution to be the following

p(θ, θ) =
1
2
, for all θ; p(θ, θ − 1) =

1
4
, p(θ, θ + 1) =

1
4

for θ ∈ {1, . . . ,K − 2};

and p(0, 1) = p(K − 1,K − 2) = 1
2 .

We set the hyperparameter error ϵ in AustereMH to be 0.01 and δ in MH-

minibatch to be 5, following the setting in their original papers [327, 528]. We

set batch size m in both methods to be 30. We find that AustereMH and MHmini-

batch are both inexact on this example and the error increases as we increase K.

Thus we empirically verify the statement in Theorem 2.

445



0 100 200 300 400 500
State ( )

0.000
0.002
0.004
0.006
0.008
0.010
0.012
0.014

De
ns

ity

AustereMH, dTV = 0.57
MHminibatch, dTV = 0.74
TunaMH, dTV = 0.02
MH, dTV = 0.04
True

0 200 400 600 800 1000
State ( )

0.000
0.002
0.004
0.006
0.008
0.010
0.012
0.014

De
ns

ity

AustereMH, dTV = 0.74
MHminibatch, dTV = 0.83
TunaMH, dTV = 0.03
MH, dTV = 0.04
True

(a) K = 500 (b) K = 1000

0 250 500 750
1000

1250
1500

1750
2000

State ( )

0.000
0.002
0.004
0.006
0.008
0.010
0.012
0.014

De
ns

ity

AustereMH, dTV = 0.83
MHminibatch, dTV = 0.90
TunaMH, dTV = 0.04
MH, dTV = 0.02
True

0
1000

2000
3000

4000
5000

State ( )

0.000
0.002
0.004
0.006
0.008
0.010
0.012
0.014

De
ns

ity

AustereMH, dTV = 0.92
MHminibatch, dTV = 0.94
TunaMH, dTV = 0.02
MH, dTV = 0.03
True

(e) K = 2000 (e) K = 5000

Figure D.1: Density estimate comparison on K = 500, 1000, 2000, 5000.

Besides the density estimate comparison on K = 200 shown in Figure 5.1b,

we additionally report the estimate results on other values of K in Figure D.1.

We see that the results are similar, all showing that TunaMH and standard MH

can give accurate estimate whereas inexact methods are seriously wrong.

Robust Linear Regression We further tested AustereMH on robust linear re-

gression in Section 5.5.1 with N = 5000. We computed the MSE between es-

timated and true parameters. MH, TunaMH and AustereMH obtained MSE

0.149, 0.15 and 1.19 respectively, indicating inexact method error can be large on

typical problems.

446



D.10.2 Robust Linear Regression

We follow the experimental setup of robust linear regression (RLR) in Cornish et

al. [155]. Specifically, we have data xi ∈ Rd and yi ∈ R. The likelihood is modeled

by a student’s t-distribution with degrees of freedom v:

p(yi|θ, xi) = Student(yi − θ
⊺xi|v).

It follows that

Ui(θ) =
v + 1

2
log

(
1 +

(yi − θ
⊺xi)2

v

)
,

and the first derivative

∂ jUi(θ) = −(v + 1)
xi j(yi − θ

⊺xi)
v + (yi − θ⊺xi)2 .

Since the function Ui is Lipschitz continuous, we can easily get the bound used

in TunaMH, TFMH and SMH. We set M(θ, θ′) = ∥θ − θ′∥2 and then it follows

ci = sup
θ∈R
∥∇Ui(θ)∥2 =

v + 1
2
√

v
∥xi∥2.

The data xi and yi is generated as follows

yi =
∑

j

xi j + ϵi

where ϵi ∼ N(0, 1).

In Section 5.5.1, we set v = 4, d = 100 and use a flat prior p(θ) = 1. Note

that our problem dimension d is much larger than that in the SMH paper [155]

(d = 10). This makes the control variates in SMH problematic since the bounds

they require appear to scale badly in high dimensions.

To reach the target acceptance rate, we set the stepsize in each method as

in Table D.1 and D.2. For TunaMH and TunaMH-MAP, we set χ = 1e − 5 for
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Table D.1: Stepsize of methods without the MAP.

MH TFMH FlyMC TunaMH

RLR N = 5000 4e-3 1e-4 2.7e-3 8e-4, χ = 1e − 5
RLR N = 20000 2e-3 3e-5 1.5e-3 3e-4, χ = 1e − 5
RLR N = 50000 1.3e-3 1.2e-5 9e-4 2e-4, χ = 1e − 4
RLR N = 100000 9e-4 6e-6 7e-4 1.7e-4, χ = 1e − 4

TGM 3e-1 2.2e-2 1e-2 1e-1
LR 5e-3 1e-4 2e-3 1e-3

N = 5000, 20000 and χ = 1e − 4 for N = 50000, 100000. For FlyMC and FlyMC-

MAP, we set the probability for a data going from dark to bright qd→b to be 0.01.

Without the MAP, we collect 80000 samples after 200000 step burnin. With the

MAP, we collect 80000 samples without burnin.

Table D.2: Stepsize of methods with the MAP.

MH-MAP SMH-1 SMH-2 FlyMC-MAP TunaMH-MAP

RLR N = 5000 4e-3 4e-3 4e-3 6e-3 8e-4, χ = 1e − 5
RLR N = 20000 2e-3 2e-3 2e-3 3.5e-3 3e-4, χ = 1e − 5
RLR N = 50000 1.2e-3 1.2e-3 1.2e-3 2.5e-3 1.2e-4, χ = 1e − 4
RLR N = 100000 9e-4 5.9e-4 8e-4 1.7e-3 7e-5. χ = 1e − 4
TGM - 1e-1 - 1e-2 -

Additional Experimental Results with d = 10

We ran RLR experiment with d = 10 and N = 105 to compare the performance

in low dimensions. The ESS/S for TFMH, FlyMC, TunaMH are 0.02, 0.75, &

1.7, respectively; SMH-1, SMH-2, FlyMC-MAP and TunaMH-MAP are 174.7,

5969.5, 730.8, & 730.1 respectively. This suggests TunaMH is significantly better

without MAP/control variates. With MAP/control variates, TunaMH is better
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than SMH-1, similar to FlyMC and worse than SMH-2.

D.10.3 Truncated Gaussian Mixture

The data in this truncated Gaussian mixture (TGM) task is generated as follows

xi ∼
1
2
N(θ1, σ

2
x) +

1
2
N(θ1 + θ2, σ

2
x)

where θ1 = 0, θ2 = 1 and σ2 = 2. The posterior θ has two modes at (θ1, θ2) = (0, 1)

and (θ1, θ2) = (1,−1). In order to get the bounds required by all methods, we

truncate the Gaussian by setting θ1, θ2 ∈ [−3, 3].

For simplicity we assume a flat prior p(θ) = 1. Then the energy is given by

Ui(θ) = − log p(xi|θ) = log
(
2
√

2πσx

)
− log

[
exp

(
−

(xi − θ1)2

2σ2
x

)
+exp

(
−

(xi − θ1 − θ2)2

2σ2
x

)]
.

Denote E1 = exp
(
−

(xi−θ1)2

2σ2
x

)
and E2 = exp

(
−

(xi−θ1−θ2)2

2σ2
x

)
. To get the upper bound

in TunaMH, TFMH and SMH, we compute the gradient

∂Ui(θ)
∂θ1

= −
1

E1 + E2

(
E1 ·

xi − θ1

σ2
x
+ E2 ·

xi − θ1 − θ2

σ2
x

)
,

∂Ui(θ)
∂θ2

= −
1

E1 + E2

(
E2 ·

xi − θ1 − θ2

σ2
x

)
.

Since θi ∈ [−3, 3], it follows that∣∣∣∣∣∂Ui(θ)
∂θ1

∣∣∣∣∣ ≤ |xi| + 3
σ2

x
+
|xi| + 3 + 3

σ2
x

≤
2 |xi| + 9
σ2

x
,∣∣∣∣∣∂Ui(θ)

∂θ2

∣∣∣∣∣ ≤ |xi| + 3 + 3
σ2

x
≤
|xi| + 6
σ2

x
.

Therefore we can set M(θ, θ′) = ∥θ − θ′∥2 and

ci =

√(2 |xi| + 9
σ2

x

)2

+

(
|xi| + 6
σ2

x

)2

.
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To use the control variate in SMH, we need to compute the second deriva-

tives

∂2Ui(θ)
∂2θ1

=
1

(E1 + E2)2 ·

(
E1 ·

xi − θ1

σ2
x
+ E2 ·

xi − θ1 − θ2

σ2
x

)2

−

[
E1 ·

(( xi − θ1

σ2
x

)2

−
1
σ2

x

)
+ E2 ·

(( xi − θ1 − θ2

σ2
x

)2

−
1
σ2

x

)]
·

1
E1 + E2

∂2Ui(θ)
∂θ1∂θ2

=
1

(E1 + E2)2 ·

(
E2 ·

( xi − θ1 − θ2

σ2
x

))
·

(
E1 ·

xi − θ1

σ2
x
+ E2 ·

xi − θ1 − θ2

σ2
x

)
−

[
E2

(( xi − θ1 − θ2

σ2
x

)2

−
1
σ2

x

)]
·

1
E1 + E2

∂2Ui(θ)
∂2θ2

=
1

(E1 + E2)2 ·

(
E1 ·

xi − θ1

σ2
x
+ E2 ·

xi − θ1 − θ2

σ2
x

)2

−

[
E2 ·

(( xi − θ1 − θ2

σ2
x

)2

−
1
σ2

x

)]
·

1
E1 + E2

.

Given the parameter space, we have the upper bounds∣∣∣∣∣∣∂2Ui(θ)
∂2θ1

∣∣∣∣∣∣ ≤ (2 |xi| + 9
σ2

x

)2

+

(
|xi| + 3
σ2

x

)2

+

(
|xi| + 6
σ2

x

)2

+
2
σ2

x∣∣∣∣∣∣∂2Ui(θ)
∂θ1∂θ2

∣∣∣∣∣∣ ≤ 2 |xi| + 9
σ2

x
·
|xi| + 6
σ2

x
+

(
|xi| + 6
σ2

x

)2

+
1
σ2

x∣∣∣∣∣∣∂2Ui(θ)
∂2θ2

∣∣∣∣∣∣ ≤ (2 |xi| + 9
σ2

x

)2

+

(
|xi| + 6
σ2

x

)2

+
1
σ2

x
.

It follows

Ū2,i =

(2 |xi| + 9
σ2

x

)2

+

(
|xi| + 3
σ2

x

)2

+

(
|xi| + 6
σ2

x

)2

+
2
σ2

x
.

which is required in SMH-1.

To get the lower bounds in FlyMC, we use the first-order Taylor expansion

for Ui(θ). Higher order approximation is possible but would require heavier

computation. By Taylor expansion,

Ui(θ) = Ui(θ0) + ∇Ui(θ0)⊺(θ − θ0) +
1
2

(θ − θ0)⊺∇2Ui(c)(θ − θ0)

where c is between θ and θ0.
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Then we can define log Bi(θ) in FlyMC as the follows

log Bi(θ) = −Ui(θ0) − ∇Ui(θ0)⊺(θ − θ0) −
1
2
·max

c

∥∥∥∇2Ui(c)
∥∥∥

1
·
∥∥∥θ − θ0

∥∥∥2

1

= −Ui(θ0) − ∇Ui(θ0)⊺(θ − θ0) −
1
2
· Ū2,i ·

∥∥∥θ − θ0
∥∥∥2

1
.

The sum of log Bi is
N∑

i=1

log Bi(θ) = −N · Ui(θ0) −
( N∑

i=1

∇Ui(θ0)
)⊺

(θ − θ0) −
1
2
·

N∑
i=1

Ū2,i ·
∥∥∥θ − θ0

∥∥∥2

1
.

We set θ0 to be 0 and the MAP solution in standard and MAP-tuned FlyMC

respectively.

We tune the stepsize of each method to reach the acceptance rate 60% and

the value of stepsize is summarized in Table D.1 and D.2. We set χ = 10−4 in Tu-

naMH and qd→b = 0.01 in FlyMC and FlyMC-MAP. We compute the symmetric

KL between the run-average density estimate and the true distribution. Since

this is a two-dimensional problem, we are able to visualize the density estimate.

As shown in Figure D.2, we plot the density estimate after running the method

for 1 second. It is clear to see that the density estimate of TunaMH is close to the

truth whereas all other methods are unable to provide accurate density estimate

given the time budget.

D.10.4 Logistic Regression on MNIST

MNIST with only 7s and 9s images contains 12214 training data and 2037 test

data. Let h be the sigmoid function. Let the label yi ∈ {0, 1}, then the model in

logistic regression (LR) is

p(yi = 1) = h(θ⊺xi) =
1

1 + exp (−θ⊺xi)
.
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Figure D.2: Visualization of the density estimate after 1 second.

It follows that

Ui(θ) = −yi log h (θ⊺xi) − (1 − yi) log h (−θ⊺xi) .

It is easy to see that

∣∣∣∂ jUi

∣∣∣ = ∣∣∣(h(θ⊺xi) − yi)xi j

∣∣∣ ≤ 1 ·
∣∣∣xi j

∣∣∣ .
Thus we can set M(θ, θ′) to be ∥θ − θ′∥2 and ci to be ∥xi∥2. We use this bound

for TunaMH, TFMH and SMH. For FlyMC, we use the same bound on logistic

regression as in the FlyMC paper [390].

We set the target acceptance rate to be 60% and the resulted stepsize is re-

ported in Table D.1. We set qd→b to be 0.1 following Maclaurin et al. [390].
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APPENDIX E

APPENDIX FOR CD-GRAB

Term Explanation

GraB Centralized online Gradient Balancing algorithm (Original centralized algorithm developed in GraB [384].

CD-GraB Coordinated and distributed online Gradient Balancing algorithm. The algorithm that is our main contribution.

ID-GraB Independent, distributed online gradient balancing. Implemented for our ablation study. One version uses the
original GraB’s online Balance (ID-GraB (Bal)), and one implements our online PairBalance (ID-GraB (PairBal)).

RR Random reshuffling algorithm. We use this to refer to its centralized variant.

D-RR Distributed random reshuffling algorithm.

SO Shuffle Once algorithm.

x Data-example vector; we do not use this in the math in the main paper, but do refer to examples in our schematic
description for PairBalance ordering in Figure 6.1.

z Vector (for illustration under the herding context). For GraB and CD-GraB, these are gradients.

z̄ The average vector (for illustration under the herding context).

z j The j-th component of a vector (for illustration under the herding context).

zi, j The j-th component of the gradient on worker i (for illustration under our parallel herding framework).

w Parameters / model-weights vector.

f Loss function.

∇ f (w) Global loss gradient.

∇ f i(w) Local i-th worker’s loss gradient.

∇ f i(w; j) Local i-th worker’s, j-th example’s loss gradient.

π A permutation; we study permutation-based example orderings.

T Number of epochs.

t Index for iterating over T epochs.

m Number of workers (in this paper, workers are processes, potentially on different GPUs but on the same node).
m = 1 in the centralized setting.

i Index for iterating over m workers .

n Number of training-data examples per worker; equivalent to N
m .

N Number of total training-data examples. N = n in the centralized setting.

j Index for iterating over examples.

g Gradient, taken with respect to the model weights w and data examples x.

gi
j Gradient associated with the j-th data example x on worker i.

s A sign, either +1 or −1; related to the signed herding problem.

si
j A sign, either +1 or −1, computed according to the j-th example gradient gi

j for worker i; to be associated with
the example x j when determining a permutation ordering using Algorithm 5.
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E.1 Additional Details on the CD-GraB Algorithm and online

PairBalance

In this Appendix, we provide more details on related work and our contri-

butions. To start, we give a unified description of our online CD-GraB algo-

rithm with prior work on herding, vector balancing, and kernel thinning (Ap-

pendix E.1.1), some more details on Alweiss et al. [20] that we elide in the main

paper due to space constraints (Appendix E.1.2), conceptual details on imple-

menting CD-GraB with a parameter server (Appendix E.1.3), and implementing

our improved balancing algorithm (online PairBalance) in a centralized fashion

to get additional improvements for GraB (Appendix E.1.4).

E.1.1 Distinguishing our contributions

We summarize our contributions in relation to prior work in a concise format.

This kind of presentation would not be easily understandable without the ap-

propriate background and context that we provide in the paper. This is why

present it here, in the Appendix, so that (ideally) this is seen by the reader after

finishing the main paper.

We emphasize that it is prior work that:

• Formulates the herding objective and solves it with vector balancing [261,

620] (Algorithm 5).

• Leverages ideas from herding and vector balancing (above) in an opti-

mization setting to do permutation-based example ordering [384].
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• Observes and proves that it is possible to solve the herding objective in

Õ(1) by only examining differences on pairs of examples (the overarching

idea of PairBalance [182], which relies on the online RandomizedBalance

subroutine [20]; see Algorithm 6).

Our contributions are to bring together all of this prior work in a novel way.

We

• Translate the herding and balancing framework to the parallel setting via

defining a parallel herding objective (6.8).

• Leverage prior work on herding in an optimization setting [384] so that

we can do parallel herding in an optimization setting (Section 6.3).

• Execute online pair balancing on a server (Algorithm 6 on a running sum,

Figure 6.1), i.e., do pair balancing in a streaming and asynchronous (rather

than blocking) fashion from gradient vectors produced on distributed

workers (Algorithm 6.2), on the flattened sequenced of paired-difference

gradients (Section 6.3.2); this leads to an improvement over GraB, which

relies on a stale mean.

E.1.2 More details on RandomizedBalance from Alweiss et

al. [20]

In the subroutine for RandomizedBalance in Algorithm 6, we elide details about

how the probability p is computed exactly as in Alweiss et al.[20]. We provide a

more complete specification in Algorithm 11 written in terms of a single input
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vector (which, for us, is the vector containing the difference between adjacent

gradients). Note that the difference here is in the use of a required parameter,

constant upper bound w, which is used to compute the probability p. For clarity

of presentation in the subroutine in Algorithm 6, we have set w = 1. Alweiss et

al. [20] sets this threshold differently, which we still elide for simplicity.

Algorithm 11 Probabilistic Balancing with Logarithm Bound [Alweiss et al. [20]]

require: parameter w, used to compute probability
input: current running sum r vector, vector zdiff

1: if |⟨r, zdiff⟩| > w or ∥r∥∞ > w then
2: Fail
3: end if
4: compute: p← 1

2 −
⟨r,zdiff⟩

2w
5: compute: s← +1 with probability p;

s← −1 with probability 1 − p
6: update: r← r + szdiff

7: return: s, r

In practice, we actually do not use RandomizedBalance in our online

PairBalance. We use the deterministic, greedy-ordering algorithm from the orig-

inal Lu et al. [384, Algorithm 5] paper:

Algorithm 12 Balancing without normalization [Lu et al. [384]]

input: current running sum r vector, vector zdiff

1: if ∥r + zdiff∥ < ∥r − zdiff∥ then s← +1 else s← −1
2: update: r← r + szdiff

3: return: s, r

Note that, unlike Alweiss et al. [20] (Algorithm 11), Algorithm 12 from Lu et

al. [384] cannot end up in a failure state.

In Alweiss et al. [20], Theorem 1.1 proves the Õ(1) probabilistic bound for

Algorithm 11 (See Theorem 5) for a restatement of this result in terms of our

work). Corollary 7 of Dwivedi and Mackey [182] re-proves this result (which

they mislabel as Alweiss et al.[20], Theorem 1.2, see Dwivedi and Mackey [182,
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Appendix R, p. 69]). They improve the constants and have a less conservative

setting of the thresholds w. The proof is also very short and elegant, by relying

on their Theorem 3.

E.1.3 Implementing CD-GraB with a parameter server

For our implementation of CD-GraB, we use a parameter server architec-

ture [370]. For our purposes, this just entails computing the average gradient

(used to update the model on all workers) on the server side. That is, the server

(other than determining the ordering for the next epoch) also has the function

of aggregating gradient information (in this case, a simple mean) to send back

to the workers.

We have the server compute the average j-th gradient for illustrative pur-

poses. We could, instead, implement the computation the average gradient as

an all-reduce operation, in which each worker broadcasts their gradients to all

other workers, so that they can each locally compute the average gradient to

update their local models. We implement CD-GraB using a parameter server

pattern to show that this is a plausible architecture to use with our coordinated

and distributed example ordering algorithm. We could also implement a full

parameter server system, for which the server also coordinates global model

updates.

If we kept everything in our implementation the same and switched to all-

reduce, then we would no longer be following a parameter server paradigm.

In this case, the server would just function to determine example orders. It is

this kind of paradigm that suggests the abstraction of an order server, which we
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mention briefly in Section 6.6: A server whose sole responsibility is coordinating

worker information to determine example ordering.

In future work, we intend to explore a host of architectural possibilities —

of building a full system that incorporates both traditional parameter server

aspects with our new abstraction of an order server. For example, we could have

parameter servers and order servers work in tandem in a distributed system

to perform model training. To move beyond the single-node implementation

we present in this paper, we intend to investigate the benefits and trade-offs

associated with such design decisions in an actual implemented system.

E.1.4 Centralized online PairBalance

In Section 6.3.3, we provide a schematic diagram of how online PairBalance

works for a distributed implementation using a parameter server (Figure 6.1).

We also claim in Section 6.3 that online PairBalance can be applied to the original

centralized GraB algorithm for improved empirical performance. We provide a

schematic here, in Figure E.1 (analogous to Figure 6.1), for online PairBalance

for centralized GraB.

We also provide empirical results comparing GraB’s Balance routine to the

online PairBalance routine that we instead use in this work. We observe that

both PairBalance and Balance would have similar convergence rates under cen-

tralized settings, and both outperform RR.

This experiment justifies the uses of PairBalance even in centralized learn-

ing settings. PairBalance theoretically tolerates higher learning rates and, as we
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Figure E.1: Schematic representation of online PairBalance for centralized GraB.

will justify in Appendix E.3.1, is more memory-efficient than Balance. In short,

PairBalance an excellent substitute for Balance when running GraB.
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Figure E.2: Convergence for centralized online PairBalance on LeNet on CIFAR-
10. We use the identical set of hyperparameters (α = 1e-3, weight decay = 1e-2,
momentum = 0.9, B = 64) as in the scaling experiments as in Figure 6.4.
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E.2 Proof Results

We present supporting results, which we use to prove the main results pre-

sented in Section 6.4. First, we show how to analyze the parallel herding

bound in terms of a single step over the server-side PairBalance algorithm (Ap-

pendix E.2.1). We then include some additional observations/notation (Ap-

pendix E.2.2), which we use in the remaining intermediate results. We prove

some intermediate results about how much the loss can change over the course

of one epoch, assuming smoothness (Appendix E.2.3) and bounded gradient

variance and heterogeneity (Appendix E.2.4). We combine these results to get

one more intermediate result about the maximum the loss can change on aver-

age over many epochs (Appendix E.2.5), which we then use altogether to prove

the two theorems that we present in the main paper (Appendix E.2.6).

E.2.1 Analyzing the parallel herding bound

In the main paper, we cover how CD-GraB runs on both the worker- and server-

side. In this section, we dive deeper into the example-ordering part of CD-

GraB, and demonstrate in theory how server-side online PairBalance reduces

the parallel herding bound (6.8), as formulated in Section 6.3. We conclude this

section by presenting Lemma 3, which shows server-side PairBalance is able to

iteratively reduce the parallel herding bound.

To begin, we formalize our illustration over a group of vectors (since vector

balancing, including PairBalance, does not inherently involve an optimization

context until we use it in our online setting on gradients). Without loss of gen-
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Algorithm 13 Server-side PairBalance over a set of vectors (one step)
require: m workers, n B N

m vectors per worker
input: initial permutations for all the workers {πi}

m
i=1

1: initialize: new permutations for all the workers {π′i}
m
i=1

2: initialize: running partial sum h = 0
3: initialize: new indices front (left) pointer {li = 1}mi=1
4: initialize: new indices back (right) pointer {ri = 1}mi=1
5: for example j B 1 . . . n do
6: for worker i B 1 . . .m do
7: if j mod 2 = 0 then ▷ If at an even index, i.e., can examine a full pair of examples
8: h, si

j−1, si
j ← PairBalance(h, zi

j−1, zi
j)

9: if si
j−1 = +1 then

10: π′i(li) = j − 1; li = li + 1 ▷ Append first in pair to the front/left
11: π′i(ri) = j; ri = ri − 1 ▷ Append second in pair to the right/back
12: else
13: π′i(li) = j; li = li + 1 ▷ Append second in pair to the left/front
14: π′i(ri) = j − 1; ri = ri − 1 ▷ Append first in pair to the right/back
15: end if
16: end if
17: end for
18: end for
19: output: new permutations for all m workers {π′i}

m
i=1

Figure E.3: One-step PairBalance algorithm on the server side to solve the par-
allel herding problem (6.8). This algorithm can be seen as a prototype for Algo-
rithms 7 and 8, without the optimization context.

erality, we assume that the N examples are divided evenly among the m workers

and that n is even. That is, we consider that we are given a set of vectors zi, j ∈ Rd

for i ∈ [m] and j ∈ [n] evenly located on m workers (i.e., n = N
m ), where zi, j de-

notes the j-th vector located on the i-th worker. Now denote πi as the original

permutation of the vectors on worker i. Consider running Algorithm 13 on the

server side over these N vectors.
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It follows, in the following Lemma 3, that we can get the parallel herding

bound with the output permutations {π′i}
m
i=1 from Algorithm 13:

Lemma 3. Suppose that we have a set of vectors zi, j ∈ Rd for all i, i′ ∈ [m] and for all

j, j′ ∈ [n] that satisfies∥∥∥∥∥∥∥
m∑

i=1

n∑
j=1

zi, j

∥∥∥∥∥∥∥
∞

≤ c1 and

∥∥∥∥∥∥∥zi′, j′ −
1

mn

m∑
i=1

n∑
j=1

zi, j

∥∥∥∥∥∥∥
∞

≤ c2

for some constants c1 > 0 and c2 > 0. If we run Algorithm 13 over these vectors,

then, for any δ > 0, it holds with probability at least 1 − δ that

max
l∈[n]

∥∥∥∥∥∥∥
m∑

i=1

l∑
j=1

zi,π′i ( j)

∥∥∥∥∥∥∥
∞

≤
1
2

max
l∈[n]

∥∥∥∥∥∥∥
m∑

i=1

l∑
j=1

zi,πi( j)

∥∥∥∥∥∥∥
∞

+ c1 + Ãc2,

where Ã comes from Theorem 5.

Lemma 3 shows that PairBalance reduces the parallel herding objective (6.8)

towards a constant (invariant to n) at each step. This implies that, if we repeat-

edly call PairBalance on a given permutation, it will return a permutation that

guarantees the parallel herding bound to be Õ(1).

Proof. We prove this lemma by defining the following auxiliary sequence of pair

differences, as in Section 6.3.2

yn·(k−1)+i = zi,πi(2k−1) − zi,πi(2k), ∀k ∈ [n/2],

which we also can refer to as {y j}
mn/2
j=1 .

We also leverage Theorem 5, which we reprint below for clarity of presenta-

tion:

Theorem 1 (Corollary 7, Dwivedi and Mackey [182]). Consider any vectors {z j}
N
j=1

(z j ∈ Rd) with
∥∥∥z j

∥∥∥
2
≤ 1 supplied as input to the RandomizedBalance subroutine in
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Algorithm 6. Then for any δ > 0, with probability at least 1 − δ, RandomizedBalance

outputs a sequence of signs {s j}
N
j=1 ∈ {−1, 1} that satisfy maxk∈[N]

∥∥∥∑k
j=1 s j z j

∥∥∥
∞
≤ Ã,

where Ã =
√

2 log
(

4d
δ

)
log

(
4N
δ

)
= Õ(1).

Note that the reordering part of Algorithm 13 (line 8) gives a sequence of

signs {s j}
mn/2
j=1 . Therefore, by Theorem 5, the sequence {y j}

mn/2
j=1 satisfies

max
P∈[mn/2]

∥∥∥∥∥∥∥
P∑

p=1

spyp

∥∥∥∥∥∥∥
∞

≤ 2Ãc2, (E.1)

since (based on what is given in Lemma 3)

∥∥∥yn(k−1)+i

∥∥∥
∞
≤

∥∥∥∥∥∥∥zi,πt,i(2k−1) −
1

mn

m∑
i=1

n∑
j=1

zi, j

∥∥∥∥∥∥∥
∞

+

∥∥∥∥∥∥∥zi,πt,i(2k) −
1

mn

m∑
i=1

n∑
j=1

zi, j

∥∥∥∥∥∥∥
∞

≤ 2c2.

Note that, if si,k is the sign associated with yn(k−1)+i, then zi,πt,i(2k−1) and zi,πt,i(2k)

will receive opposite signs si,k and −si,k, respectively.

We denote x+i,k to be the example that receives sign si,k = +1 and x−i,k to be the

example that receives sign si,k = −1.

That is, if si,k = +1, then x+i,k = zi,πi(2k−1), otherwise, if si,k = −1, then x+i,k = zi,πi(2k);

and, x−i,k is the other term of the pair {zi,πi(2k−1), zi, πi(2k)}.

Now, for K ∈ [n
2 ], let

κi,K =

K∑
k=1

(zi,πi(2k−1) + zi,πi(2k)) and

υi,K =

K∑
k=1

(si,k zi,πi(2k−1) − si,k zi,πi(2k)).

Then

K∑
k=1

x+i,k =
1
2

(κi,K + υi,K) and
K∑

k=1

x−i,k =
1
2

(κi,K − υi,K).
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Now, observe that

m∑
i=1

κi,K =

2K∑
j=1

m∑
i=1

zi,πi( j) and
m∑

i=1

υi,K =

mK∑
p=1

spyp.

Therefore,

max
K∈[n/2]

∥∥∥∥∥∥∥
K∑

k=1

m∑
i=1

x+i,k

∥∥∥∥∥∥∥
∞

≤
1
2

 max
K∈[n/2]

∥∥∥∥∥∥∥
m∑

i=1

κK,i

∥∥∥∥∥∥∥
∞

+ max
K∈[n/2]

∥∥∥∥∥∥∥
m∑

i=1

υK,i

∥∥∥∥∥∥∥
∞


≤

1
2

max
K∈[n/2]

∥∥∥∥∥∥∥
2K∑
j=1

m∑
i=1

zi, j

∥∥∥∥∥∥∥
∞

+ Ãc2 By substituting above and (E.1)

≤
1
2

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

zi, j

∥∥∥∥∥∥∥
∞

+ Ãc2.

And similarly,

max
K∈[n/2]

∥∥∥∥∥∥∥
K∑

k=1

m∑
i=1

x−i,k

∥∥∥∥∥∥∥ ≤ 1
2

 max
K∈[n/2]

∥∥∥∥∥∥∥
m∑

i=1

κK,i

∥∥∥∥∥∥∥
∞

+ max
K∈[n/2]

∥∥∥∥∥∥∥
m∑

i=1

υK,i

∥∥∥∥∥∥∥
∞


≤

1
2

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

zi, j

∥∥∥∥∥∥∥
∞

+ Ãc2.

Applying the new permutation π′i( j) on the vectors zi,πi( j), we get for each

i ∈ [m] the permuted sequence

x+i,1, . . . , x
+
i,n/2, x

−
i,n/2, . . . , x

−
i,1.

Thus, we need to bound the herding objective of the sequence

m∑
i=1

x+i,1, . . . ,
m∑

i=1

x+i,n/2,
m∑

i=1

x−i,n/2, . . . ,
m∑

i=1

x−i,1.

If the partial sums above peak at t0 ≤ n/2, then we can bound the parallel

herding objective as∥∥∥∥∥∥∥
t0∑

k=1

m∑
i=1

x+i,k

∥∥∥∥∥∥∥
∞

= max
K∈[n/2]

∥∥∥∥∥∥∥
K∑

k=1

m∑
i=1

x+i,k

∥∥∥∥∥∥∥
∞

≤
1
2

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

zi, j

∥∥∥∥∥∥∥
∞

+ Ãc2;
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otherwise, we can bound the parallel herding objective as∥∥∥∥∥∥∥
n∑

j=1

m∑
i=1

zi, j −

m−t0∑
k=1

m∑
i=1

x−i,k

∥∥∥∥∥∥∥
∞

≤

∥∥∥∥∥∥∥
n∑

j=1

m∑
i=1

zi, j

∥∥∥∥∥∥∥
∞

+

∥∥∥∥∥∥∥
m−t0∑
k=1

m∑
i=1

x−i,k

∥∥∥∥∥∥∥
∞

≤ c1 +
1
2

max
t∈[n]

∥∥∥∥∥∥∥
t∑

j=1

m∑
i=1

zi, j

∥∥∥∥∥∥∥
∞

+ Ãc2,

since in Algorithm 5 the list of vectors with negative signs is reversed before

concatenated.

The claim follows.

E.2.2 Notation and observations

We begin with three notes that we will use throughout the intermediate results

we present in this section. We will use the lemmas presented here to prove our

main results: Theorems 6 and 7 in Appendix E.2.6.

1. A single t-th update. First, recall that one t-th step of the parameter update

can be written as

w j+1
t = w j

t −
α

m

m∑
i=1

∇ f i(w j
t ; πt,i( j)), ∀ j ∈ [n]

We will use the convention wt+1 ≜ w1
t+1 ≜ wn+1

t .

2. The maximum amount a parameter can change over an epoch. The key

quantity in our proof is ∆t, which is the maximum amount that a parameter

in w can change in epoch t. That is,
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∆t ≜ max
k∈[n]

∥∥∥wk+1
t − wt

∥∥∥
∞

=
α

m
max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
t ; πt,i( j))

∥∥∥∥∥∥∥
∞

. (E.2)

Following this definition of ∆t, we note that the maximum amount that a pa-

rameter in w can change over two different epochs is 2∆t. That is, we observe

∥∥∥w j
t − wk

t

∥∥∥
∞
≤

∥∥∥w j
t − wt

∥∥∥
∞
+

∥∥∥wk
t − wt

∥∥∥
∞
≤ 2∆t∥∥∥w j

t+1 − wk
t

∥∥∥
∞
≤

∥∥∥w j
t+1 − wt+1

∥∥∥
∞
+ ∥wt+1 − wt∥∞ +

∥∥∥wk
t − wt

∥∥∥
∞
≤ ∆t+1 + 2∆t, ∀ j, k ∈ [n].

We make repeated use of this relation in the results that follow, which we

typically will use in combination with the Lipschitz assumption to bound

gradients of the same loss function but with different parameters.

3. Bounding loss at epoch t. We will denote Ft = f (wt) − f (w∗) where w∗ is the

minimizer of f which we assume to be bounded from below.

E.2.3 Assuming L2,∞-smoothness: results on the amount the

loss can change over one epoch)

We will next prove an intermediate result regarding that bounds the loss f at

epoch t+1 in relation to the loss at the prior epoch t (Lemma 4). That is, we prove

results about how much the loss with respect to the parameters can change over

the course of one epoch.
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Lemma 4. If the loss f is L2,∞-smooth and the learning rate α ≤ 1
nL2,∞

, then

f (wt+1) ≤ f (wt) +
αnL2

2,∞

2
∆2

t −
αn
2
∥∇ f (wt)∥22. (E.3)

Proof. We begin with the definition of L2,∞-smoothness, with respect to loss f :

f (wt+1) ≤ f (wt) + ∇ f (wt)⊤(wt+1 − wt) +
L2,∞

2
∥wt+1 − wt∥

2
2

Also observe that

−∇ f (wt)⊤(wt − wt+1) = −
αn
2

2∇ f (wt)⊤
(wt − wt+1

αn

)
=
αn
2

(∥∥∥∥∥∇ f (wt) −
(wt − wt+1)

αn

∥∥∥∥∥2

2
− ∥∇ f (wt)∥22 −

∥∥∥∥∥ (wt − wt+1)
αn

∥∥∥∥∥2

2

)
.

(E.4)

Combining the above — i.e., the definition of L2,∞-smoothness with (E.4) —

we get

f (wt+1) ≤ f (wt) +
αn
2

∥∥∥∥∥∇ f (wt) −
(wt − wt+1)

αn

∥∥∥∥∥2

2
−
αn
2
∥∇ f (wt)∥22 +

αnL2,∞ − 1
2αn

∥wt − wt+1∥
2
2.

The last term on the right-hand side is ≤ 0 by the assumption that the learning

rate α ≤ 1
nL2,∞

. Therefore,

f (wt+1) ≤ f (wt) +
αn
2

∥∥∥∥∥∇ f (wt) −
(wt − wt+1)

αn

∥∥∥∥∥2

2
−
αn
2
∥∇ f (wt)∥22. (E.5)
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We next bound the second term on the right-hand side by ∆t (E.2):

∥∥∥∥∥∇ f (wt) −
(wt − wt+1)

αn

∥∥∥∥∥2

2
=

∥∥∥∥∥∥∥ 1
mn

m∑
j=1

n∑
i=1

∇ f i(wt, πt( j)) −
1

mn

m∑
j=1

n∑
i=1

∇ f i(w j
t ; πt( j))

∥∥∥∥∥∥∥
2

2

≤
1

mn

m∑
j=1

n∑
i=1

∥∥∥∇ f i(wt, πt( j)) − ∇ f i(w j
t ; πt( j))

∥∥∥2

2

≤
L2

2,∞

mn

m∑
j=1

n∑
i=1

∥∥∥w j
t − wt

∥∥∥2

∞
,

where we have used L2,∞-smoothness (Assumption 4) in the last inequality. Sub-

stituting ∆t, we get

L2
2,∞

mn

m∑
j=1

n∑
i=1

∥∥∥w j
t − wt

∥∥∥2

∞
≤ L2

2,∞∆
2
t .

Plugging the above into (E.5), we get

f (wt+1) ≤ f (wt) +
αnL2

2,∞

2
∆2

t −
αn
2
∥∇ f (wt)∥22,

yielding the claim.

We next build slightly on Lemma 4 to make two additional observations.

First:

Lemma 5. If the loss f is L2,∞-smooth and the learning rate α ≤ 1
nL2,∞

, then

1
T

T∑
t=1

∥∇ f (wt)∥22 ≤
2F1

αnT
+

L2
2,∞

T

T∑
t=1

∆2
t ,

where F1 comes from Theorem 6.

Proof. Using Lemma 4 and Jensen’s inequality, we average (E.3) over t ∈ [T ] and

match terms, yielding

1
T

T∑
t=1

∥∇ f (wt)∥22 ≤
2( f (w1) − f (wT+1))

αnT
+

L2
2,∞

T

T∑
t=1

∆2
t .
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Substituting F1, we get

≤
2F1

αnT
+

L2
2,∞

T

T∑
t=1

∆2
t ,

yielding the claim.

We next build on Lemma 4 by further assuming the P.L. assumption holds.

Lemma 6. If the loss f is L2,∞-smooth, the learning rate α ≤ 1
nL2,∞

, and the P.L. assump-

tion (Assumption 5) holds, then, for ρ = 1 − αnµ
2

FT+1 ≤ ρ
T F1 +

αnL2
2,∞

2

T∑
t=1

ρT−t

∆2
t −

1
2L2

2,∞

∥∇ f (wt)∥22

 .
Proof. From Lemma 4, we got (E.3), i.e.,

f (wt+1) ≤ f (wt) +
αnL2

2,∞

2
∆2

t −
αn
2
∥∇ f (wt)∥22,

Applying the P.L. assumption (Assumption 5) to (E.3), we get

f (wt+1) ≤ f (wt) +
αnL2

2,∞

2
∆2

t −
αn
4
∥∇ f (wt)∥22 −

αn
4
∥∇ f (wt)∥22

≤ f (wt) +
αnL2

2,∞

2
∆2

t −
αnµ

2
( f (wt) − f (w∗)) −

αn
4
∥∇ f (wt)∥22.

Subtracting f ∗ from both sides, we get

f (wt+1) − f ∗ ≤
(
1 −

αnµ
2

)
( f (wt) − f ∗) +

αn
2

(
L2

2,∞∆
2
t −

1
2
∥∇ f (wt)∥22

)
.

For ρ = 1 − αnµ
2 , we then apply the above inequality recursively for t ∈ [T ],

yielding the claim:

FT+1 ≤ ρ
T F1 +

αnL2
2,∞

2

T∑
t=1

ρT−t

∆2
t −

1
2L2

2,∞

∥∇ f (wt)∥22

 .
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E.2.4 Assuming bounded gradient variance and heterogeneity:

results applying Algorithm 13

We next prove a result that builds on Lemma 3 and our one-step version of the

server-side PairBalance algorithm (Algorithm 13).

We begin by introducing some additional notation. Namely, we will call π−1

the operation that, given an example, yields the index in the permutation for

that example. For instance, πt+1,i( j) returns the example at the j-th index for the

i-th worker’s t+1 permutation. Let us denote that example τ. Then, π−1
t,i πt+1,i( j) is

equivalent to applying π−1
t,i to τ: it takes the example τ and returns τ’s associated

index in the i-th worker’s epoch t’s permutation (in this case, the prior epoch’s

permutation).

We will make use of this notation in the following Lemma.

Lemma 7. Assume bounded gradient variance (Assumption 2), bounded gradient het-

erogeneity (Assumption 3), and L2,∞-smoothness (Assumption 4). For t ∈ [T ] and

δ > 0, if we apply Algorithm 13 to the gradients ∇ f i(w j
t ; πi

t( j)) at epoch t to produce the

next permutation πt+1,i for epoch t + 1, then, with probability at least 1 − δ,

∆t+1 ≤
1
2
∆t + αL2,∞

(
4n +

2Ã
m

)
∆t + αnL2,∞∆t+1 +

α(ς + σ)Ã
m

+ αn∥∇ f (wt+1)∥2,

where Ã comes from Theorem 5.

Proof. We start with the triangle inequality:∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
t+1; πt+1,i( j))

∥∥∥∥∥∥∥
∞

≤

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w
π−1

t,i πt+1,i( j)
t ; πt+1,i( j))

∥∥∥∥∥∥∥
∞

+∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

(
∇ f i(w j

t+1,i, πt+1,i( j)) − ∇ f i(w
π−1

t,i πt+1,i( j)
t,i ; πt+1,i( j))

)∥∥∥∥∥∥∥
∞

(E.6)
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We use Lemma 3 to bound the first term on the right-hand side of (E.6) from

Lemma 4.

That is, let

zi, j = ∇ f i(w
π−1

t,i ( j)
t ; j),

so that

zi,πt+1,i( j) = ∇ f i(w
π−1

t,i πt+1,i( j)
t ; πt+1,i( j)).

The upper bounds for
∥∥∥zi, j −

1
mn

∑
r,s zr,s

∥∥∥
∞

and
∥∥∥∑i, j zi, j

∥∥∥
∞

are:∥∥∥∥∥∥∥∇ f i(w j
t ; πt,i( j)) −

1
mn

m∑
r=1

n∑
s=1

∇ f s(wr
t ; πt,s(r))

∥∥∥∥∥∥∥
∞

,

which are

≤

∥∥∥∥∥∥∥∇ f i(w j
t ; πt,i( j)) −

1
mn

m∑
r=1

n∑
s=1

∇ f s(w j
t ; πt,s(r))

∥∥∥∥∥∥∥
∞

+∥∥∥∥∥∥∥ 1
mn

m∑
r=1

n∑
s=1

∇ f s(w j
t ; πt,s(r)) −

1
mn

m∑
r=1

n∑
s=1

∇ f s(wr
t ; πt,s(r))

∥∥∥∥∥∥∥
∞

.

We can rewrite the above to be

≤
∥∥∥∇ f i(w j

t ; πt,i( j)) − ∇ f (w j
t )
∥∥∥
∞
+

L2,∞

mn

m∑
r=1

m
n∑

s=1

∥∥∥w j
t − wr

t

∥∥∥
∞

≤ ς + σ + 2L2,∞∆t,

by Assumptions 2, 3, and 4, and by the definition of ∆t (E.2).

Now, observe that∥∥∥∥∥∥∥
m∑

i=1

n∑
j=1

∇ f i(w j
t ; πt,i( j))

∥∥∥∥∥∥∥
∞

≤

∥∥∥∥∥∥∥
m∑

i=1

n∑
j=1

∇ f i(w j
t ; πt,i( j)) −

m∑
i=1

n∑
j=1

∇ f i(wt+1; πt,i( j))

∥∥∥∥∥∥∥
∞

+∥∥∥∥∥∥∥
m∑

i=1

n∑
j=1

∇ f i(wt+1; πt,i( j))

∥∥∥∥∥∥∥
∞

.
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By using the above, we can rewrite the right-hand side to be

≤

m∑
i=1

n∑
j=1

L2,∞

∥∥∥w j
t − wt+1

∥∥∥
∞
+ mn∥∇ f (wt+1)∥∞

≤ 2mnL2,∞∆t + mn∥∇ f (wt+1)∥2.

Therefore, by Lemma 3,

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w
π−1

t,i πt+1,i( j)
t , πt+1,i( j))

∥∥∥∥∥∥∥
∞

≤max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
t , πt,i( j))

∥∥∥∥∥∥∥
∞

+2mnL2,∞∆t + ∥∇ f (wt+1)∥2 + (ς + σ + 2L2,∞∆t)Ã.

The second term of the triangle inequality (E.6) can be bounded as∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

(
∇ f i(w j

t+1,i; πt+1,i( j)) − ∇ f i(w
π−1

t,i πt+1,i( j)
t,i ; πt+1,i( j))

)∥∥∥∥∥∥∥
∞

,

which is

≤

k∑
j=1

m∑
i=1

∥∥∥∥∥w j
t+1,i − w

π−1
t,i πt+1,i( j)

t,i

∥∥∥∥∥
∞

≤ mnL2,∞(∆t+1 + 2∆t).

Substituting these bounds into the right-hand side of the triangle inequality

(E.6), taking the max of both sides, and grouping terms, we get

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
t+1,i, πt+1,i( j))

∥∥∥∥∥∥∥
∞

≤
1
2

max
k∈[n]

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
t , πt,i( j))

∥∥∥∥∥∥∥
∞

+ L2,∞(4mn + 2Ã)∆t + mnL2,∞∆t+1 + (ς + σ)Ã

+ mn∥∇ f (wt+1)∥2.

Multiplying both sides by α
m and using the definition of ∆t (E.2), we get the

claim.
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E.2.5 Combining the prior intermediate results: proofs over

multiple steps

Lemma 8. If the learning rate α ≤ 1
16L2,∞(2n+Ã/m) , then

1
T

T∑
t=1

∆2
t ≤

21α2(ς + σ)2Ã2

m2 +
9α2n2σ2

T
+ 21α2n2 1

T

T∑
t=1

∥∇ f (wt)∥22.

Proof. First, we bound ∆2
1.

We start with a series of triangle inequalities:

α

m

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
1, π1,i( j))

∥∥∥∥∥∥∥
∞

≤
α

m

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

∇ f i(w j
1, π1,i( j)) −

k∑
j=1

m∑
i=1

∇ f i(w1, π1,i( j))

∥∥∥∥∥∥∥
∞

+
α

m

∥∥∥∥∥∥∥
k∑

j=1

m∑
i=1

(
∇ f i(w1, π1,i( j)) − ∇ f i(w1)

)∥∥∥∥∥∥∥
∞

+ αk∥∇ f (w1)∥∞

≤
α

m

k∑
j=1

m∑
i=1

L2,∞

∥∥∥w j
1 − w1

∥∥∥
∞
+ αkσ + αk∥∇ f (w1)∥2.

We next take the max of both sides with respect to k ∈ [n]:

∆1 ≤ αnL2,∞∆1 + αnσ + αn∥∇ f (w1)∥2

≤ (1/32)∆1 + αnσ + αn∥∇ f (w1)∥2 (since α ≤
1

32nL2,∞
)

≤ (32/31)αnσ + (32/31)αn∥∇ f (w1)∥2,

Squaring both sides:

∆2
1 ≤ 3α2n2σ2 + 3α2n2∥∇ f (w1)∥22. (E.7)

Now, we use Lemma 7 to get the relationship between ∆t+1 and ∆t for t ∈ [T ].
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Recall that

∆t+1 ≤
1
2
∆t + αL2,∞

(
4n +

2Ã
m

)
∆t + αnL2,∞∆t+1 +

α(ς + σ)Ã
m

+ αn∥∇ f (wt+1)∥2

Because α ≤ 1
16L2,∞(2n+Ã/m) , we can rewrite the above as

∆t+1 ≤
1
2
∆t + (1/8)∆t + (1/32)∆t+1 +

α(ς + σ)Ã
m

+ αn∥∇ f (wt+1)∥2.

Squaring both sides:

(31/32)2∆2
t+1 ≤

1
2
∆2

t + 2
(
(1/8)∆t +

α(ς + σ)Ã
m

+ αn∥∇ f (wt+1)∥2

)2

≤
1
2
∆2

t + (6/82)∆2
t +

6α2(ς + σ)2Ã2

m2 + 6α2n2∥∇ f (wt+1)∥22,

so that

∆2
t+1 ≤ (32/31)2(1/2 + 6/82)∆2

t +
(32/31)26α2(ς + σ)2Ã2

m2 + (32/31)26α2n2∥∇ f (wt+1)∥22

≤ (2/3)∆2
t +

7α2(ς + σ)2Ã2

m2 + 7α2n2∥∇ f (wt+1)∥22.

(E.8)

We next sum (E.8) over t ∈ [T − 1] and add (E.7):

∆2
1 +

T∑
t=2

∆2
t ≤ (2/3)

T∑
t=2

∆2
t−1 +

(T − 1)7α2(ς + σ)2Ã2

m2 + 3α2n2σ2 + 7α2n2
T∑

t=1

∥∇ f (wt)∥22

1
T

T∑
t=1

∆2
t ≤ (2/3)

1
T

T∑
t=1

∆2
t +

7α2(ς + σ)2Ã2

m2 +
3α2n2σ2

T
+ 7α2n2 1

T

T∑
t=1

∥∇ f (wt)∥22

≤
21α2(ς + σ)2Ã2

m2 +
9α2n2σ2

T
+ 21α2n2 1

T

T∑
t=1

∥∇ f (wt)∥22,

yielding the claim.

We next build on Lemma 8.
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Lemma 9. If α ≤ 2
9nµ , then, for ρ = 1 − αnµ

2 ,

T∑
t=1

ρT−t∆2
t ≤ 12ρT−1α2n2σ2 +

28ρα2(ς + σ)2Ã2

(1 − ρ)m2 +
1

2L2
2,∞

T∑
t=1

ρT−t∥∇ f (wt)∥22.

Proof. Recall (E.7) from Lemma 8:

∆2
1 ≤ 3α2n2σ2 + 3α2n2∥∇ f (w1)∥22.

We multiply each term ∆t with ρT−t for t ∈ [T ] and get

ρT−1∆2
1 ≤ ρ

T−13α2n2σ2 + ρT−13α2n2∥∇ f (w1)∥22. (E.9)

Similarly, recall (E.8) from Lemma 8,

∆2
t+1 ≤ (2/3)∆2

t +
7α2(ς + σ)2Ã2

m2 + 7α2n2∥∇ f (wt+1)∥22,

for which we also multiply each term ∆t with ρT−t for t ∈ [T ], and get

ρT−t∆2
t ≤ (2/3)ρT−t∆2

t−1 + ρ
T−t 7α

2(ς + σ)2Ã2

m2 + ρT−t7α2n2∥∇ f (wt)∥22

≤ (3/4)ρT−(t−1)∆2
t−1 + ρ

T−t 7α
2(ς + σ)2Ã2

m2 + ρT−t7α2n2∥∇ f (wt)∥22, ∀t ∈ {2, . . . ,T },

(E.10)

where we have used α ≤ 2
9nµ so that ρ = 1 − αnµ

2 ≥ (2/3)(4/3).

Next, we sum the bounds in (E.9) and (E.10) for ρT−t∆t for all t ∈ [T ], and we

get

ρT−1∆2
1 +

T∑
t=2

ρT−t∆2
t ≤

3
4

T∑
t=2

ρT−(t−1)∆2
t−1 + ρ

T−13α2n2σ2 +

T∑
t=1

ρT−t 7α
2(ς + σ)2Ã2

m2 +

7α2n2
T∑

t=1

ρT−t∥∇ f (wt)∥22.
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We can rewrite the right-hand side as

≤
3
4

T∑
t=1

ρT−t∆2
t + ρ

T−13α2n2σ2 +
7ρα2(ς + σ)2Ã2

(1 − ρ)m2 + 7α2n2
T∑

t=1

ρT−t∥∇ f (wt)∥22

≤ 12ρT−1α2n2σ2 +
28ρα2(ς + σ)2Ã2

(1 − ρ)m2 + 28α2n2
T∑

t=1

ρT−t∥∇ f (wt)∥22.

Lastly, we use α ≤ 1
√

56nL2,∞
to get:

T∑
t=1

ρT−t∆2
t ≤ 12ρT−1α2n2σ2 +

28ρα2(ς + σ)2Ã2

(1 − ρ)m2 +
1

2L2
2,∞

T∑
t=1

ρT−t∥∇ f (wt)∥2.

E.2.6 Proof of Theorems 6 and 7

Using the Lemmas above, we next prove our main results, presented in Sec-

tion 6.4.

Proof of Theorem 6. The given learning rate α satisfies the constraints of Lemma 5

and Lemma 8.

Therefore,

1
T

T∑
t=1

∥∇ f (wt)∥22 ≤
2F1

αnT
+ L2

2,∞

21(α(ς + σ)Ã)2

m2 +
9(αnσ)2

T
+ 21α2n2 1

T

T∑
t=1

∥∇ f (wt)∥22


≤

4F1

αnT
+

42L2
2,∞(α(ς + σ)Ã)2

m2 +
18L2

2,∞(αnσ)2

T
,
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due to α ≤ 1
√

42nL2,∞
.

We next derive the convergence rate. Let Γ = 42(L2,∞(ς+σ)Ã)2

m2 +
18L2

2,∞n2σ2

T . Then,

1
T

T∑
t=1

∥∇ f (wt)∥22 ≤
4F1

αnT
+ Γα2.

We then set α ≤
(

4F1
nΓT

)1/3
. So we will have α = min

{
1

16L2,∞(2n+Ã/m) ,
(

4F1
nΓT

)1/3
}

or

1
α
= max

16L2,∞(2n + Ã/m),
(

4F1

nΓT

)−1/3
 .

Substitute α:

1
T

T∑
t=1

∥∇ f (wt)∥22 ≤
4F1

nT

16L2,∞(2n + Ã/m) +
(

4F1

nΓT

)−1/3
 + Γ

(
4F1

nΓT

)2/3

≤

(
4F1

nT

)2/3

Γ1/3 +
64F1L2,∞(2 + Ã/(mn))

T

≤

(
4F1

nT

)2/3  (
√

42L2,∞(ς + σ)Ã)2/3

m2/3 +
(
√

18L2,∞nσ)2/3

T 1/3


+

64F1L2,∞(2 + Ã/(mn))
T

≤
(4
√

42F1L2,∞(ς + σ)Ã)2/3

(mnT )2/3 +
(72F1L2,∞σ)2/3

T

+
64F1L2,∞(2 + Ã/(mn))

T
,

Since (4
√

42)2/3 < 9, the above is

≤
9(F1L2,∞(ς + σ)Ã)2/3

(mnT )2/3 +
(72F1L2,∞σ)2/3 + 64F1L2,∞(2 + Ã/(mn))

T
,

in which the leading term (slowest in terms of T ) is Õ((mnT )−2/3), proving the

claim.
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Proof of Theorem 7. With the P.L. assumption (Assumption 5), we use Lemma 6

and Lemma 9. We show that their constraints are satisfied later) to get

FT+1 ≤ ρ
T F1 +

αnL2
2,∞

2

T∑
t=1

ρT−t

∆2
t −

1
2L2

2,∞

∥∇ f (wt)∥22


≤ ρT F1 +

αnL2
2,∞

2

(
12ρT−1α2n2σ2 +

28ρα2(ς + σ)2Ã2

(1 − ρ)m2

)
≤ ρT F1 + ρ

T−16α3n3L2
2,∞σ

2 +
28ρα3nL2

2∞(ς + σ)2Ã2

αnµm2

≤ ρT F1 + ρ
T 7α3n3L2

2,∞σ
2 +

28ρα3nL2
2∞(ς + σ)2Ã2

αnµm2

≤ ρT (F1 + σ
2/L2,∞) +

28α2L2
2,∞(ς + σ)2Ã2

µm2

≤ (F1 + σ
2/L2,∞) exp(−Tαnµ/2) +

28α2L2
2,∞(ς + σ)2Ã2

µm2 ,

where we have further constrained α ≤ 2
9nµ so that ρ ≤ 9/8 in the forth inequality

and α ≤ 1
71/3nL2,∞

in the fifth inequality. By setting the derivative w.r.t α of the RHS

to 0, the minimizer α under the constraint that 0 < α ≤ min
{

2
9nµ ,

1
16L2,∞(2n+Ã/m)

}
(required by the lemmas) is:

α =
2

Tnµ
W0(T 2m2n2C3),

as long as

T ≥ 1 +
2

nµ
max{(9/2)nµ, 16L2,∞(2n + Ã/m)W0(T 2m2n2C3)}

= 10 +
1
µ

32L2,∞(2 + Ã/(mn))W0(T 2m2n2C3),

where C3 =
(F1+σ

2/L2,∞)µ2

224L2
2,∞(ς+σ)2Ã2 .

What we did here was to set T just large enough so that the minimizer α is

the same with or without the constraint.
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Denoting W̃ = W0(T 2m2n2C3) = Õ(1), we get

FT+1 ≤
(F1 + σ

2/L2,∞)W̃
T 2m2n2C3

+
112L2

2,∞(ς + σ)2Ã2W̃2

T 2m2n2µ3

≤
1

T 2m2n2

 (F1 + σ
2/L2,∞)W̃
C̃3

+
112L2

2,∞(ς + σ)2Ã2W̃2

µ3

 ,

which shows rate the convergence rate in the P.L. case is Õ((mnT )−2).

E.3 Experiment Details

Here we provide more extensive details on our empirical results. This includes

background information on our experimental setup in the main paper (Ap-

pendix E.3.1), an additional simulation experiment on pre-training and fine-

tuning Tiny GPT-2 (Appendix E.3.2), and an additional simulation experiment

that investigates CD-GraB with different learning rates (Appendix E.3.3). Our

source code can be found here.

E.3.1 Additional details on setup for main paper experiments

Distributed experiments

We provide additional details on the experiments shown in Figure 6.3.

Hardware and software. We use a single machine with 128 GiB memory, 1

CPU, and 4 Nvidia GeForce 2080ti GPUs for the HMDA mortgage application,

M4, and WikiText-2 tasks. We first discard the remainder N mod B, and then
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randomly partition n to each worker. Our experiments are all implemented with

the PyTorch library.

Datasets and models.

• Logistic regression on mortgage application (NY 2017 subset): The US

Home Mortgage Disclose Act (HMDA) makes available US national data

regarding mortgage applications, which has recently been packaged up

for easy ML research use [141]. We use the binary classification version

of the task, which classifies features as either “grant loan” or “deny loan,”

for the New York (NY) 2017 subset of the dataset, which includes 244107

examples with 18 features. We model this problem using logistic regres-

sion, for which we first perform a random 80/20 train/test split on the raw

dataset, and then we discard N mod B (B is the aggregated minibatch size)

examples to ensure that each worker receives exactly n examples. We use 1

worker per GPU, and in total we have m = 4 workers, and use NCCL [447]

as the distributed communication backend; m = 4, n = 48816, d = 18, B =

16. We report test accuracy as our evaluation metric.

• LSTM on WikiText-2: We follow the settings in Lu et al. [384] and train

a 2-layer LSTM with an embedding size of 32 and dropout set to 0. We

use backpropagation through time, for which we set the sequence length

to 35. We also adopt the word-vector-classifier-weight-sharing strategy

inspired by Inan et al. [291]. WikiText-2 [562] has 600 articles in the train

set, with more than 2M tokens and 30K vocabulary; the validation and

test sets each have 60 articles. We adapt our training script from PyTorch’s

official Word Language Modeling Github repository. We use 4 workers in

total, with each GPU hosting 1 worker, and use NCCL as the distributed
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communication backend; m = 4, n = 3728, d = 1081760, B = 16. We report

test perplexity as the evaluation metric, and we follow the HuggingFace’s

approach of computing perplexity as the exponentiated average negative

log-likelihood of a sequence.1

• Autoregressive MLP on M4 Weekly Dataset: We build a 3-layer autore-

gressive MLP with a hidden dimension of 64. We set input sequence

length to be 20 and the output sequence length to be 6. M4 is a time se-

ries dataset composed of 100,000 time series for yearly, quarterly, monthly,

weekly, daily and hourly data [391], which is drawn from a random

sample of ForeDeCk database [556]. We use the weekly data in our ex-

periment. We use 32 workers, where each of the 4 GPUs hosts 8 pro-

cess workers. We use GLOO as the distributed communication backend.

m = 32, n = 3355, d = 5569, B = 32. We report test symmetric mean ab-

solute percentage error (SMAPE) as the evaluation metric. We follow the

formula of SMAPE in [391] as follows:

SMAPE ≜
2
h

n+h∑
t=n+1

|Yt − Ŷt|

|Yt| + |Ŷt|
∗ 100%

where Yt is the reference time series value at timestep t, Ŷt is the forecast

time series value at timestep t, and h is the forecasting horizon and n is the

number of datapoints.

Hyperparameter optimization. For all tasks, we tune the learning rate α for

D-RR first, and then use the selected learning rate for CD-GraB. Therefore, a

performance improvement here implies we would have in-place substitution

benefits via switching from D-RR to CD-GraB with identical learning rate and

1https://huggingface.co/docs/transformers/perplexity
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experiment setups. We use SGD with momentum as the optimizer for all tasks.

The hyperparameters for each task are as follows:

• Logistic regression on mortgage application (NY 2017 subset): α = 5e-3

∈ {1e-2, 5e-3, 1e-3}, momentum: 0.9, weight decay: 0, B: 16.

• LSTM on WikiText-2: α = 5 ∈ {5, 10} and decays by 0.1 per 10 epochs,

momentum: 0.9, weight decay: 0, B: 16.

• Autoregressive MLP on Weekly M4 Dataset α = 1e-3 ∈ {1e-2, 1e-3, 1e-4},

momentum: 0.9, weight decay: 0, B: 32.

Memory Overhead of CD-GraB in LSTM on WikiText-2 Task

We profile the CUDA memory usage for the LSTM on WikiText-2 Task with CD-

GraB and D-RR to understand the memory overhead of both data permutation

algorithms. This memory analysis is both task and implementation dependent,

but still serves to illustrate the overarching point that CD-GraB’s memory over-

head is not so significant. The additional overhead comes from two sources for

CD-GraB: communication and example sorting (Figure E.4).

In more detail: in our LSTM experiment, each local worker will share its

gradients with all other workers at every optimization step. To reduce the com-

munication burden of CD-GraB, we make each local worker function as an order

server.2 The memory consumption of forward, backward, and optimizer states

between CD-GraB and D-RR should be (at least approximately) identical. The

2An ideal location for a dedicated order server is on a network node that has large input
bandwidth and memory buffer to host all gradients while not blocking the normal optimization
stages. Since we do not have enough computational resources to host a dedicated order server,
we make each worker an order server.
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model size of LSTM is roughly 4 MiB. We use 4 workers, and as each worker

(functioning as an order server) needs to all-gather gradients, the memory over-

head for all-gather communication is roughly tensor size × # workers = 4 MiB × 4

= 16 MiB for CD-GraB(we observe 16.51 MiB in practice, Communication in Fig-

ure E.4), while D-RR only needs to all-reduce the gradients (yielding no memory

overhead; the communication buffer for all-reduce is reusing the same gradient

tensor). The PairBalance algorithm (Algorithm 6) internally needs a model-sized

accumulator as the running sum r, and both computing inner product between

r and g1− g2 and updating r with r+ sc takes virtually no space with a memory-

efficient implementation. Therefore, the memory consumption for PairBalance

is still roughly 4 MiB (Data Sorter in Figure E.4).

Optimizer Forward & Backward Communication Dataset Sorter
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40

CU
DA

 M
em

or
y 

(M
iB

)

4.13

36.29

16.51

4.364.13

36.29

0.00 0.03

CD-GraB
D-RR

Figure E.4: CUDA Memory Overhead of CD-GraB and D-RR in LSTM on
WikiText-2 Task.

The main memory overhead of CD-GraB will be dominated by the commu-

nication buffer size on the order server side: the order server have to gather the

gradient (differences) from all workers, and sequentially apply the PairBalance

algorithm. This memory bottleneck would similarly be found in GraB as GraB

also needs per-example gradients to perform Balance sequentially.

A future algorithmic improvement to the general gradient balancing frame-
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work would be finding a balancing algorithm that does not need per-example

gradients to achieve comparable convergence guarantees. However, we still no-

tice that PairBalance is more memory-efficient than Balance as Balance needs to

store 3 model-sized tensors: 1 for the balancing accumulator, 1 for running-

average gradients for last epoch, and 1 for the running-average for current

epoch. In contrast, PairBalance only needs 1 model-sized tensor as the balancing

accumulator.

Simulated ablation study using LeNet on CIFAR-10

In the experiment shown on Figure 6.4, we select the same learning rate, mo-

mentum, and weight decay as the LeNet experiment in Lu et al. [384]. We use 3

different random seeds to control 3 different initialization and the randomness

in random reshuffling. The aggregated minibatch size B is 64 for all runs. We

implement this ablation study by using 1 GPU with up to m = 64 workers (pro-

cesses). As above, we discard N mod B examples and partition the remaining

examples evenly on each worker.

α = 1e-3 ∈ {1e-2, 5e-3, 1e-3, 5e-4, 1e-4}, momentum: 0.9, weight decay: 1e-2,

B: 64.

We do not implement this via distributed environment due to the fact that

we do not have access to 64 GPUs, but expect the simulation results to be a good

reflection of the results we would obtain in a multi-GPU setting.

Parallel herding bound. We further investigate the empirical parallel herd-

ing bounds (6.8) for the LeNet experiment for the different ordering methods.

We plot the results in Figure E.5. We observe that as the number of workers
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Figure E.5: Empirical parallel herding bounds of gradients for each algorithm
in LeNet experiment. We plot the mean as the curve and standard deviation
across 3 random seeds.

increases, the empirical parallel herding bounds of both ID-GraB (Bal) and ID-

GraB (PairBal) also increase, and eventually exhibit little difference with D-RR.

CD-GraB, in contrast, exhibits a consistently lower bound.

For comparison, we also run a simulation experiment on synthetic data to

investigate the behavior of the parallel herding bound. We include these below,

in Figure E.6.

We randomly initialize 1 million random vectors zi, j from a uniform distribu-

tion between 0 and 1 with 16 dimensions as zi, j ∼ Unif(0, 1)16, and then we zero-

center this set of 1 million vectors and normalize them to all have L2 norm as 1.

We then evenly partition this set of 1 million random vectors to {5, 10, 20, 50, 100}

workers and run each example ordering algorithm.

In Figure E.6, we run CD-GraB, D-RR, ID-GraB (Bal), ID-GraB (PairBal) on

these random vectors, and compute the parallel herding bounds (6.8). From left

to right in Figure E.6, we observe that as the number of workers m increases, the
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Figure E.6: Parallel herding bounds for different example ordering algorithms
on N=1 million random vectors. We use 3 random seeds, plot the mean and
standard deviation across each random seed as the shaded area.

parallel herding bound of ID-GraB (Bal), ID-GraB (PairBal) becomes larger.

This shows the importance of coordination when we have a large number of

workers.

These results for random vectors cohere with our above results for LeNet on

CIFAR-10.

E.3.2 An additional simulation experiment: pre-training and

fine-tuning Tiny GPT-2

We perform an end-to-end simulation experiment involving pre-training and

fine-tuning Tiny GPT-2 on WikiText-103, which we document below.
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Pre-training

We adapt the training script from the HuggingFace’s PyTorch casual language

modeling code to train the GPT-2 architecture [483]. We set the maximum se-

quence length to 128 and token and positional embedding dimension to 128; use

2 hidden layers in the transformer encoder and 2 attention heads; and disable

dropout. This model configuration corresponds to the following Python code

snippet:

1 from transformers import GPT2Config, GPT2LMHeadModel, GPT2Tokenizer

2

3 tokenizer = GPT2Tokenizer.from_pretrained(’gpt2’)

4 config = GPT2Config.from_pretrained(’gpt2’)

5 config.n_embd = 128

6 config.n_ctx = 128

7 config.n_layer = 2

8 config.n_head = 2

9 config.n_positions = 128

10 config.summary_first_dropout = 0

11 config.attn_pdrop = 0

12 config.resid_pdrop = 0

13 model = GPT2LMHeadModel(config)

We train our Tiny GPT-2 model from scratch on WikiText-103 [562].

WikiText-103 is a standard language modeling benchmark that has 28,475 arti-

cles in the train set, and 60 for both the validation and test sets, with more than

100M tokens and 267K vocabulary inside the train set. We use the original GPT-

2 tokenizer, and use maximum sequence length 128. We note that this is much

smaller than the default maximum sequence length for GPT-2, which is 1024,

which was too large to use given our computational budget. Nevertheless, 128
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Figure E.7: Pre-training Tiny GPT-2 on WikiText-103 from scratch: Convergence
for CD-GraB and D-RR with m = 64 workers. The aggregated minibatch size per
update is 64. We use 3 random seeds, and plot the mean and standard deviation.

is still a reasonable sequence length for the initial phrase of pre-training; BERT

uses a sequence length of 128 for the first 90% of pre-training steps to speedup

the experiment [171]. We tune the learning rate for D-RR with the grid { 5e-3, 1e-

3, 5e-4, 1e-4 } (the final learning rate is 5e-4), and use AdamW optimizer [380].

We use 3 random seeds. Before the training, we simulate 64 workers, and sim-

ilarly divide the training dataset evenly across them by discarding N mod B

examples. Our hyperparameter optimization space is listed below:

Pretraining Hyperparameters. α =5e-4 ∈ {5e-3, 1e-3, 5e-4, 1e-4}, weight decay:

1e-4, B: 64.

We document convergence for pre-training in Figure E.7, and use test per-

plexity as our evaluation metric.
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Fine-tuning

We then fine-tune the pre-trained Tiny GPT-2 model on downstream tasks. For

each task, we load the pre-trained foundation model weights obtained at the

end of 30 epochs of each example ordering algorithm after pretraining, and use

the same example ordering algorithm to perform supervised fine-tuning. We

focus on the largest 4 GLUE tasks [611]: MNLI, QQP, QNLI, and SST2. We

tune the learning rate for D-RR with the AdamW optimizer, and for each run

we report the best validation accuracy. We then take an average results of each

run and summarize them in Table E.1. Our training script is adapted from the

HuggingFace’s PyTorch GLUE fine-tuning example codes.

Fine-Tuning Hyperparameters

• MNLI α =5e-4∈ {5e-3, 1e-3, 5e-4, 1e-4}, Weight decay: 1e-4, B: 32, epochs:

10, linear learning rate scheduler

• QQP α =5e-4∈ {5e-3, 1e-3, 5e-4, 1e-4}, Weight decay: 1e-4, B: 32, epochs:

10, linear learning rate scheduler

• QNLI α =5e-4∈ {5e-3, 1e-3, 5e-4, 1e-4}, Weight decay: 1e-4, B: 32, epochs:

10, linear learning rate scheduler

• SST2 α =5e-4∈ {5e-3, 1e-3, 5e-4, 1e-4}, Weight decay: 1e-4, B: 32, epochs:

10, linear learning rate scheduler

We include these fine-tuning results in part to support our claim in Sec-

tion 6.6 that CD-GraB exhibits its benefits more clearly when there are more

training epochs. Our pre-training results suggest that CD-GraB would confer

benefits to pre-training large models over multiple epochs; however, CD-GraB
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MNLI (Matched) MNLI (Mismatched) QQP QNLI SST2

CD-GraB 65.91 ± 0.46 % 64.36 ± 2.03 % 82.25 ± 0.21 % 62.11 ± 0.70 % 82.65 ± 0.39 %
D-RR 65.42 ± 0.36 % 63.93 ± 1.63 % 81.74 ± 0.33 % 61.87 ± 0.67 % 82.68 ± 0.57 %

Table E.1: GLUE fine-tuning datasets: Validation accuracy of CD-GraB in com-
parison to D-RR, reporting mean and standard deviation of best results for each
run. There are 3 runs for each example ordering algorithm.

will not necessarily be useful for short runs of fine-tuning (as indicated in Ta-

ble E.1, for which the results for both ordering algorithms are effectively identi-

cal).

E.3.3 Ablation simulation study: The impact of learning rate α

In the experiment shown on Figure E.8, we select the same momentum and

weight decay as the LeNet experiment for 3 random seeds as in Appendix E.3.1.

The aggregated minibatch size is still 64 for all runs, and we use 64 workers.

We find that when we increase the learning rate from 1e-3 to 1e-2, CD-GraB

still maintains relatively better performance than D-RR. The best learning rate

for D-RR is 1e-3, in terms of achieving the best test accuracy. We did not tune

the learning rate for CD-GraB, and we expect that it is possible to use a higher

learning rate and still maintain better empirical performance than D-RR and

even faster convergence. We defer such empirical investigations to future work.

Altogether, these preliminary empirical results confirm that it is possible to use

higher learning rate for CD-GraB, given that online PairBalance does not need

to use a stale mean (Section 6.3.2), which would make larger learning rates per-

form poorly.
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random seeds, and plot the mean values across random seeds as the curve, the
standard deviation as the shaded area.
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APPENDIX F

APPENDIX FOR COMMONCANVAS

F.1 Details on Data Scarcity Analysis

F.1.1 Hypothesis: Diffusion models are too small

A back-of-the-envelope calculation provides some insight on why this is the

case. Consider a training dataset consisting of N images with resolution H ×W

and c channels. To completely memorize the training data, the model must be

capable of storing c × H × W × N numbers. Given a number of trainable pa-

rameters Np, it is natural to assume that on average each parameter is capable

of storing roughly enough information to reconstruct a single number from the

training dataset. Under this assumption, complete memorization is only possi-

ble if the size of the training dataset is at or below a critical size Nc (N ≤ Nc) with

Nc given by Nc =
Np

cHW . Note that this critical size assumes the data cannot be fur-

ther compressed, which is obviously not the case for natural images. However,

SD2 and SDXL are latent diffusion models, which first use a pretrained encoder

to compress images by a factor of 8 in both H and W, and so when we train

LDMS like SD2 and SDXL, we are training on data that has been significantly

compressed already.

In our experiments, c = 4 and H = W = 32, corresponding to 256 × 256

resolution RGB images in the SD2 and SDXL latent space. The SD2 UNet has

Np = 866×106 trainable parameters, and SDXL’s UNet has Np = 2567×106. So we

calculate Nc ≈ 0.2 × 106 for SD2 and Nc ≈ 0.6 × 106 for CommonCanvas-Large;
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both of these numbers are several orders of magnitude below the size of our

YFCC derived datasets, and so even with significant additional data compres-

sion we expect that our CommonCatalog datasets should be sufficient to train

both SD2 and SDXL. Additionally, this argument predicts that we should only

begin to see significant overfitting in these models for datasets of size N ∼ 106.

These estimates are resolution dependent, and as image resolution increases we

expect that Nc will decrease as more information is provided per image.

F.1.2 Increasing model capacity

We also train a variant of SD2 with more trainable parameters, taking the UNet

from SDXL. We refer to this model as CommonCanvas-LNC. We adapt the

SDXL UNet architecture to SD2 by changing the cross-attention dimensional-

ity to match that of the SD2 text encoder hidden state dimensionality (1024 for

SD2 vs. 2048 for SDXL). SDXL also retrains the VAE component in their model,

and we use this improved performance VAE as well. Except for these changes,

the architecture is identical to that of SD2.

F.2 Training Dataset and Model Details

F.2.1 LAION-2B

The fact that LAION is not a stable benchmark can lead to multiple reproduca-

bility and security issues. Data poisoning attacks would be difficult to detect at

the scale of 2 billion parameters. While this could be mitigated by using hash
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Table F.1: CC licenses in YFCC100M.

CC License # Images % Captioned

CC-BY-NC-ND-2.0 25,790,117 33.52%

CC-BY-ND-2.0 4,827,970 30.23%

CC-BY-NC-2.0 12,468,229 31.39%

CC-BY-NC-SA-2.0 28,314,685 31.57%

CC-BY-SA 2.0 9,270,079 34.05%

CC-BY 2.0 16,962,338 28.96%

Table F.2: Randomly sampled images from the YFCC [579] training set. Our
synthetic BLIP2 captions are also provided below.

a person riding a bike
on a dirt road

a paintings on the wall an orange and blue
race car driving on a

track

values of the images, then any time the a site decide to re-encode the image,

those images would now need to be excluded from the dataset. Furthermore,

targeted data poisoning attacks for diffusion models are no longer just academic

conjecture. Last year after the release of Stable Diffusion, a protest was launched

on ArtStation that had uses upload images that said “NoAI” to taint future

training data for generative models after artists felt as though their work had

been unfairly used to train the models. With the high degree of link rot, targeted

attacks are fairly easy. Furthermore, reproduction of the experiments becomes

virtually impossible. This means any benchmarks that use copies of LAION as

ground truth are are likely using differing subsets of the full dataset.
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Table F.3: Top 10 highest frequency captions in the YFCC dataset. The most
common captions are not user generated and are not very descriptive of the
corresponding image.

YFCC Original Caption Count
OLYMPUS+DIGITAL+CAMERA 184889
SONY+DSC 123128
Exif JPEG PICTURE 104480
Barclays+Center+Arena%0AAtlantic+Yards%0A6th+and+Atlantic+A 68832
Olympus+digital+camera 54805
Effortlessly+uploaded+by Eye-Fi 48388
. 43227
-+Camera+phone+upload+powered+by ShoZu 38856
Sony+dsc 32709
Photo+by @Kmeron —Facebook page is this way— 23754

Sourcing Creative-Commons images

We source these images from YFCC100M. ND means derivative works are not

licensed or the license doesn’t allow the user to create derivative works. NC

means images cannot be used in commercial contexts. CommonCatalog-C only

contains data from the bottom two (yellow) rows, reflecting images licensed

for commercial contexts (i.e., roughly 25 million images). CommonCatalog-NC

contains CommonCatalog-C, and additionally includes the middle two (blue)

rows, reflecting images licensed for non-commercial purposes. We do not in-

clude the roughly 30 million images in the top two (pink) rows in CommonCat-

alog, as they are non-derivative licenses. We do not train on these images. We

do, however, produce BLIP-2 captions for them and release those captions as an

evaluation set.
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Table F.4: Number of usable captions from OpenAI’s YFCC14M dataset [480].
This table is actually a subset from F.1 for which either the user description
or image title were deemed usable. These figures provide an estimate on how
many images in each category are actually potentially usable as captions.

License Name count
CC-BY 2.0 2448002
CC-BY-ND 2.0 682273
CC-BY-NC 2.0 1925854
CC-BY-NC-ND 2.0 4058817
CC-BY-NC-SA 2.0 4146113
CC-BY-SA 2.0 1568336

F.2.2 Model Architecture

We follow the model architecture and training recipe of Stable Diffusion 2 as

closely as we can to best reproduce the model for CC-Small. The model has an

identical number of params and structure as the original model. In fact, we can

even load SD2’s model weights into our framework due to the identical architec-

ture and naming scheme. We are able to achieve virtually identical performance

with SD2 in a much shorter training time with less data. We use the same VAE,

tokenizers, and UNet archicture as SD2 except for reducing the precision of the

normalization layers.

Our CC-Large model takes SD2’s model and replaces the UNet with the

SDXL architecture [473]. Like CC-Small, we also replace the normalization lay-

ers with their low-precision version. The replacement of all the normalization

layers is handled automatically by MosaicML’s Composer library [422]. We per-

form all dataloading through MosaicML’s streaming library [423].
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F.2.3 Release and documentation

We release CommonCatalog and information about how to download

CommonCanvas at https://github.com/mosaicml/diffusion/blob/

main/assets/common-canvas.md, with an associated data sheet.

F.3 Telephoning

We dub our solution for handling the lack of captions in CC images as tele-

phoning, a type of transfer learning (Figure 9.3). Telephoning assumes the

existence of a large labeled dataset D1 = {(x(i), y(i))}ni=1, consisting of pairs

of high-dimensional x(i) (e.g., images, audio) that map to a compact, struc-

tured label y(i) (e.g., caption, audio transcript). Telephoning trains a forward

model q(y|x) on D1 to learn the mapping of y given x via maximum likeli-

hood learning maxq∈Q
∑n

i=1 log q(y(i)|x(i)). It then uses q as training signal for a

reverse model p(x|y) trained on a separate dataset D2 = {x(i)}mi=1 by maximizing∑m
i=1 Ey∼q(y|x(i))[log p(x(i)|y(i))], the likelihood of the data D2 and the predicted label

y under q. This forms a type of knowledge transfer from the forward labeling

task defined byD1 to the reverse task of inverting x from y on a separateD2.

While telephoning can be viewed as a type of synthetic labeling, it becomes

particularly interesting when x is a type of protected modality (e.g., a copy-

righted image), while y is a compact representation of x that does not encode

sensitive aspects of y (e.g., a generic caption). Effectively, telephoning per-

forms a type of “lossy compression” or “distillation” from a high-dimensional

or information-rich x (e.g., an image of Snoopy) to a low-dimensional or
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information-poor y that loses the sensitive content in x (e.g., the visual charac-

teristics of Snoopy). Because this compression step is “lossy”, a reconstruction

x′ of x from p(x|y) via y often does not remotely resemble the original input,

just like in a game of telephone [393]. We derive the term telephoning from the

above intuition, and employ it as useful shorthand to denote instances of trans-

fer learning that solve data-scarcity problems in multimodal generative model-

ing.

Telephoning for text-to-image modeling. In this work, we apply telephoning

to the image and text domains, where CC images are the high-dimensional in-

puts x, and we use a pre-trained BLIP-2 model [369] for “lossy compression”

to short-text captions y (Figure 9.3a). Together, these CC-image-caption pairs

comprise the CommonCatalog dataset, which we use to train our CommonCan-

vas T2I models (Figure 9.3b). Even though BLIP-2 was pre-trained on LAION-

400M [522], CommonCatalog and CommonCanvas never have direct access to

LAION-400M or, importantly, anything that is similar to the images that BLIP-

2 was trained on. Instead, we only have access to the mapping in the model,

which, given an image input, produces lossy output text that inherently does

not literally resemble its image counterpart (Figure 9.3c).

We draw on the example of Snoopy from [510]. Figure 9.3’s Snoopy is CC-

licensed [524].
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Table F.5: Performance (throughput) and approximate cost of training SD2 UNet
with our optimizations. Depending on the number of GPUs used, the cost to
train the same models without these optimizations range from $90,000-$140,000

Number of A100s 256x256 (img/s) 512x512 (img/s) 512x512 with EMA (img/s) Days to Train Cost ($)
8 1100 290 290 101.04 $38,800.00

16 2180 585 580 50.29 $38,630.00
32 4080 1195 1160 25.01 $38,420.00
64 8530 2340 2220 12.63 $38,800.00
128 11600 4590 3927 6.79 $41,710.00

F.4 Details on Efficiency Optimizations

In this section we provide additional details on the optimizations we imple-

mented to achieve SD2 training speedups. We also report the approximate cost

of training our implementation of SD2 on various hardware configurations in

Table F.5.

Flash Attention. Cross attention operations are a very expensive part of train-

ing that occurs in dozens of layers in diffusion model UNets [499]. Flash Atten-

tion is an efficient implementation that is optimized to work well with reduced

precision and GPU hardware [163], which was implemented using the XForm-

ers library [353], allowing us to save compute and memory usage.

Precomputing latents. Each forward pass of SD2 requires computing a latent

representation of the input image, as well as transforming the caption into a text

embedding. Instead of computing the latents for each example during training,

we can precompute latents for the entire dataset, amortizing the cost. Doing so

speeds up training of the model, especially at lower resolutions, in exchange for

a one-time fixed cost of precomputing all the latents over 1 epoch.

Reduced-precision GroupNorm and LayerNorm. Most layers in SD2 are im-

plemented in float16 precision, but GroupNorm and LayerNorm are imple-
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mented in float32, in part because it was assumed to be necessary for training

stability. The resulting, frequent upcasting causes a major bottleneck in train-

ing speed. Recent work shows that it is safe to implement LayerNorm using

float16 precision [474], and we found the same to be true of GroupNorm. We

thus cast all GroupNorm and LayerNorm operators to float16 and are able to

further reduce total memory consumption and accelerate training.

Fully-Sharded Data Parallelism (FSDP). FSDP is a variant of data-parallel

training that shards the models parameters, gradients and optimizer state across

multiple devices. When training data batches do not fit into memory, we do

several forward and backward passes on smaller microbatches, followed by a

single gradient update. At GPU scale, there may only be a single microbatch,

so the time for the gradient update can become a significant bottleneck. In stan-

dard data distributed training, each GPU communicates all its gradients to ev-

ery other GPU, and then each GPU updates its local copy of the model. Instead,

we use a different paradigm inspired by [628] where each GPU only gets the gra-

dients and updates the weights for a small part of the model before sending the

updated weights for that part of the model to all of the other GPUs. By dividing

the update step across all the GPUs, we can ensure that the amount of work

per GPU decreases as we increase the number of GPUs, helping us achieve lin-

ear scaling. To tackle this problem, we use PyTorch’s experimental support for

Fully Sharded Data Parallelism (FSDP), specifically, FSDP’s SHARD GRAD OP

mode.

Scheduled Exponential Moving Average (EMA). SD2 uses EMA, which main-

tains an exponential moving average of the weights at every gradient update

for the entire training period. This can be slow due to the memory operations
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Figure F.1: MS COCO metrics over training duration for various dataset sizes.
We investigate how reducing the size of the training dataset affects training dy-
namics, and find that performance is largely unchanged until dropping below
10 million samples. We show that the FID of the eval set remains stable as
training progresses. However, reducing the number of samples in our train-
ing dataset to 1 million leads to divergence. This finding suggests that only 10
million to 1 million synthetic image caption pairs are needed for good perfor-
mance on MS COCO.

required to read and write all the weights at every step. Since the old weights

are decayed by a factor of 0.9999 at every batch, the early iterations of training

only contribute minimally to the final average. We decide to only apply EMA

for the final 50K steps (about 3.5% of the training period), and are able to avoid

adding overhead and still achieve a nearly equivalent EMA model.

F.5 Additional Figures

We provide some additional details on training and qualitative results.
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Prompt SD2 CommonCanvas-
SC

CommonCanvas-
SNC

CommonCanvas-
LNC

a 3D CAD
model of an

airplane

a bear and a fox
in the forest

a klein bottle

a partially cut
birthday cake
with pink and
blue frosting

two
hummingbirds
and a squirrel
in a bird bath

Figure F.2: Additional qualitative examples comparing SD2 to our model
trained on the commerical split (CommonCanvas-SC), non-commerical split
(CommonCanvas-SNC), and the larger UNet model trained on the non-
commercial (CommonCanvas-LNC).
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Figure F.3: Additional qualitative examples of our CommonCanvas models.

Input for BLIP2 BLIP2 Caption SD2 CommonCanvas-
SNC

CommonCanvas-
SC

an image of
elsa from

frozen

pikachu
pikachu
pikachu
pikachu
pikachu
pikachu
pikachu
pikachu
pikachu
pikachu

three characters
dressed like

bears, standing
in the forest

Figure F.4: Additional qualitative examples comparing our CommonCanvas
models to SD2, given synthetic BLIP2 captions as prompts. While not perfect,
our models are better at avoiding generating potentially problematic data.
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APPENDIX G

ACCOUNTABILITY IN AN ALGORITHMIC SOCIETY: RELATIONALITY,

RESPONSIBILITY, AND ROBUSTNESS IN MACHINE LEARNING

We begin with some additional framing for the rest of this dissertation.

The work in this chapter represents ideas around accountability and machine-

learning based systems that started taking shape in late 2017/ early 2018.1 The

contents of this chapter reflect the synthesis of these ideas in early 2022. Of

course, the world changed significantly just months later with the public launch

of ChatGPT. Nevertheless, the core points articulated in this piece hold up, and

in a sense presaged, contemporary challenges of accountability and generative-

AI systems. Arguably, this piece is even more salient now than it was at the time

of writing. We will address this in future work.

Chapter summary: In 1996, Accountability in a Computerized Society [445] issued

a clarion call concerning the erosion of accountability in society due to the ubiq-

uitous delegation of consequential functions to computerized systems. Nis-

senbaum [445] described four barriers to accountability that computerization

presented: 1) many hands, the problem of attributing moral responsibility for

outcomes caused by many moral actors; 2) “bugs”, the way software developers

might shrug off responsibility by suggesting software errors are unavoidable; 3)

computer as scapegoat, the shifting of blame to computer systems as if they were

moral actors; and 4) ownership without liability, the free pass given to the tech in-

dustry to deny responsibility for the software they produce We revisit these bar-

riers in relation to the ascendance of data-driven algorithmic systems — i.e., ma-

chine learning (ML) or artificial intelligence (AI) — to uncover new challenges

1Indeed, the genesis of these ideas grounded my decision to go to graduate school in com-
puter science, and to study topics at the intersection of machine learning and law.
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for accountability that these systems present. Nissenbaum’s original paper

grounded discussion of the barriers in moral philosophy; we bring this analysis

together with recent scholarship on relational accountability frameworks and

discuss how the barriers present difficulties for instantiating a unified moral,

relational framework in practice for data-driven algorithmic systems. We con-

clude by discussing ways of weakening the barriers in order to do so.

This chapter is a licensed derivative copy of work published at FAccT 2022 [146].

G.1 Introduction

In 1996, writing against the backdrop of the meteoric rise of the commercial

Internet [356], Nissenbaum [445] warned of the erosion of accountability due

to four barriers inimical to societies increasingly reliant on computerized sys-

tems. These barriers are: many hands, to refer to the problem of attributing

moral responsibility for outcomes caused by multiple moral actors; “bugs,” the

way software developers might shrug off responsibility by suggesting software

errors are unavoidable; computer as scapegoat, the shifting of blame to comput-

ers as if they were moral actors; and ownership without liability, the free pass to

the software industry to deny responsibility, particularly via shrink-wrap and

click-wrap Terms of Service agreements. Today, twenty-five years later, signif-

icant work has been done to address the four barriers through developments

in professional practices of computer science [297, 593], organizational manage-

ment [299], and civil law [191, 425]; however, the effort to restore accountability

remains incomplete. In the interim, the nature of computerized systems has

been radically transformed by the ascendance of data-driven algorithmic sys-
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tems2 — e.g., machine learning (ML) and artificial intelligence (AI) — which ei-

ther have replaced or complemented rule-based software systems, or have been

incorporated within them as essential elements [49, 102, 334, 426, 640].

The resurgent interest in accountability is therefore timely for a world in

which data-driven algorithmic systems are ubiquitous.3 In domains as varied as

finance, criminal justice, medicine, advertising, entertainment, hiring, manufac-

turing, and agriculture, these systems are simultaneously treated as revolution-

ary, adopted in high-stakes decision software and machines [16, 22, 26, 317, 420],

and as novelties [316]. The failure to comprehensively establish accountabil-

ity within computational systems through the 1990s and 2000s has thus left

contemporary societies just as vulnerable to the dissipation of accountability,

with even more at stake. We remain in need of conceptual, technical, and in-

stitutional mechanisms to assess how to achieve accountability for the harmful

consequences of data-driven algorithmic systems — mechanisms that address

both whom to hold accountable and how to hold them accountable for the legally

cognizable harms of injury, property loss, and workplace hazards, and the not-

yet-legally-cognizable harms increasingly associated with these systems, such

as privacy violations [130], manipulative practices [12, 332], and automation-

driven discrimination [16].

In light of growing concerns over accountability in computing, our paper

revisits Nissenbaum’s “four barriers to accountability” to assess whether in-

sights from that work remain relevant to data-driven algorithmic systems, and

to consider how the ascendance of such systems complicates, challenges, and

demands more of sociotechnical, philosophical, and regulatory work. We first

2Since rule-based software systems are also “algorithmic,” we specify which of the meanings
we intend in settings where the context does not disambiguate.

3We adopt the term “Algorithmic Society” as used in Balkin [35].
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provide context on recent developments in standards of care, law and pol-

icy, and computer science that are necessary for our analysis (Section G.1.1).

Equipped with this background, we recapitulate the elements of moral philos-

ophy on which Nissenbaum [445] depended (Section G.2.1), and discuss how

this moral conception of accountability can be unified with Bovens’s relational

definition of accountability in political theory [81], which has drawn recent at-

tention in AI ethics scholarship. In particular, we contend that moral and re-

lational accountability can be brought together to illuminate the necessary pa-

rameters of an accountability framework for data-driven algorithmic systems

— determining who is accountable, for what, to whom, and under which circum-

stances (Section G.2.2). To instantiate such a framework, however, requires rec-

ognizing the ways in which data-driven algorithmic systems specifically make

determining these parameters challenging. We therefore update Nissenbaum’s

four barriers to accountability in relation to these systems, and clarify the ways

that each barrier obscures and complicates realizing a moral, relational account-

ability framework in practice (Section G.3). Finally, we conclude by suggesting

ways of weakening these barriers to accountability, thereby strengthening ac-

countability practices for the entire field (Section G.4).

G.1.1 Technological Interventions in Accountability

Re-visiting the four barriers requires engaging with the significant body of

work on accountability produced in the interim. Rather than comprehen-

sively reviewing existing literature—an undertaking already addressed in, e.g.,

Wieringa [622] and Kohli et al. [323]—we highlight three areas of work that we

find useful for our analysis:
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Standards of care. These play a crucial role in building a culture of account-

ability — establishing best practices and formal guidelines for ensuring that

concrete practices align with agreed-upon values (e.g., safety). In engineering,

standards of care dictate the behaviors and outputs expected of sound work.

For data-driven algorithmic systems in particular, they have taken the form of

annotations [52], audits [16], and frameworks concerning the appropriate use

of data and other artifacts, which are often developed and used in the pro-

duction of AI/ML systems [83, 226, 287, 401, 416, 537]. Taken together, these

standards of care support accountability by making the intentions and expecta-

tions around such systems concrete; they provide a baseline against which one

can evaluate deviations from expected behavior and, accordingly, are used to

review and contest the legitimacy of specific applications of data-driven tech-

niques. Some scholars have re-framed such standards around harmed and vul-

nerable parties [410, 487]. This work makes clear that standards of care, while

important for developing actionable notions of accountability, do not guarantee

accountability on their own [172, 595]. Algorithmic impact assessments attempt

to fill this gap [424]. They task practitioners with assessing new technologies in

terms of their anticipated impacts [410, 529], and they formalize accountability

relationships in ways that may systematically address and correct algorithmic

harms.

Law and policy. Literature on data-driven algorithmic systems generally

concerns AI/ML-related harms and corresponding interventions. Work on

liability spans both anticipated harms related to new or forthcoming data-

driven technology, including autonomous vehicles and robotics [6, 22, 143,

187, 566], and not-yet-legally-cognizable harms, such as unfair discrimination

due to demographically-imbalanced, biased, or otherwise-discredited training
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data [269, 449, 609], privacy violations [130, 160, 308], and manipulation [332].

Regulatory and administrative scholarship tends to analyze data-driven algo-

rithmic systems in relation to legislation and policy that predates many AI/ML

technological developments [168, 426, 508, 532, 598, 621]. That said, recent reg-

ulatory interventions, including GDPR (the nascent, yet wide-reaching data-

privacy policy in the EU [257, 309, 607]) and the California Consumer Privacy

Act of 2018 [48], which have also been applied to AI/ML systems, are increas-

ingly represented within the law and policy literature.

Law and policy approaches tend to focus on transparency, which is of broad

import in democratic governance and is intimately connected to accountabil-

ity [425]. Transparency is necessary for identifying responsible parties (in or-

der to attribute harms to those who are responsible for them), and neces-

sary for identifying the sources of these harms and potential mitigations [172].

Work in this area spans a range of urgent concerns surrounding lack of trans-

parency in data-driven algorithmic systems. These include the obfuscation of

data provenance [367, 606], particularly caused by the concentration of data

ownership within data brokers [198, 340, 633], and insufficient transparency of

algorithms and models, which contributes to the inscrutability of automated

decisions [133, 334, 354]. Critics have argued that outsourcing legal deci-

sions to automated tools, particularly data-driven tools that obscure under-

lying decision logic, can create a crisis of legitimacy in democratic decision-

making [98, 127, 426, 588].

Computer science. Research in AI/ML has increasingly treated accountabil-

ity as a topic for scholarly inquiry. In updating Nissenbaum’s barriers, we ad-

dress cases in which researchers explicitly recognize the relationship between
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their work and accountability [313] — namely, in auditing and transparency —

and work on robustness, which we identify as having significant implications

for accountability, even when this work itself does not explicitly make the con-

nection. Recent work on audits underscores the importance of being able to

analyze algorithmic outputs to detect and correct for the harm of unfair dis-

crimination [9, 487]. Transparency tends to be treated as a property of models,

particularly whether a model is interpretable or explainable to relevant stake-

holders [58, 180, 211]. More recently, computational work has begun to take

a more expansive view of transparency, applying it to other parts of the ML

pipeline, such as problem formulation, data provenance, and model selection

choices [145, 210, 333, 543, 545].

Lastly, often overlooked, robustness draws attention to whether a model be-

haves as expected under likely, unlikely, anomalous, or adversarial conditions.

Designing for and evaluating robustness implicates accountability, as it requires

researchers to define their expectations of model performance rigorously; this

in turn encourages inquiry into how to prevent deviations from those expec-

tations, and to identify (and ideally correct for) such deviations. Robustness

thus encompasses work in AI/ML that aims to achieve theoretical guarantees

in practice [402, 629, 641], and work that, even in the absence of such guar-

antees, produces models with reproducible empirical behavior [80, 484]. Ro-

bustness also includes the ability for models to generalize beyond the data on

which they were trained [284, 442], ranging from natural cases of distribution

shift [321, 456] to handling the presence of adversaries that are trying to game

model outputs [241, 460, 568].
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G.2 Conceptual Framing

The conceptual framing of accountability for this paper draws from two sources

of scholarship: 1) moral philosophy, which construes accountability as a rela-

tionship between and among multiple actors; and 2) political theory and the

social sciences, largely focusing on work by Mark Bovens, whose framework

for identifying accountability relationships has been particularly influential in

contemporary scholarship on “algorithmic accountability”4 [303, 333, 622].

G.2.1 Accountability in Moral Philosophy

Numerous efforts in moral philosophy have sought to develop a rigorous con-

ception of accountability. We focus on two threads in the literature, blameworthi-

ness and relationships between moral actors, and correspondences between the two.

Blame. Nissenbaum [445] anticipated a problem of diminishing accountabil-

ity as societies become increasingly dependent on computerized systems. She

attributed this likelihood to the emergence of barriers to accountability in com-

puterized society, and turned to philosopher Joel Feinberg’s work to explain

how and why these barriers are prone to arise: Blame, defined in terms of causa-

tion and faultiness, is assigned to moral agents for harms they have caused due

to faulty actions [200, 201].5

Following Feinberg, Nissenbaum conceives of actors as accountable when
4We discuss concerns with this phrase in Section G.3.3 (scapegoat).
5Neither of these elements is straightforward — in fact, they are both the subjects of centuries

of philosophical and legal thinking. Faultiness, e.g., presumes free agency — a concept whose
metaphysical character and role in moral attribution has been the subject of centuries’ long
debate — and is a basic concept in all legal systems that informs judgements of legal liability
(categorizing harmful actions as intentional, reckless, and negligent) [199, 200].
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they step forward to answer for harms for which they are blameworthy. Her

concern was that in computerized societies too many circumstances would arise

where no one would step forward to acknowledge blame for harm, whether

due to genuine puzzlement or intentional avoidance. Accordingly, the bar-

riers to accountability that she identifies arise because the conditions of ac-

countability are systematically obscured, due, at some times, to circumstances

surrounding computerization and, at other times, to a societal breakdown in

confronting willful failures. Many hands obscures lines of causal responsibility

(Section G.3.1); “bugs” obscures the classification of errors as instances of faulty

action (Section G.3.2); scapegoating computers obscures answerable moral actors

by misleadingly or mistakenly attributing moral agency to non-moral causes

(Section G.3.3); and ownership without liability bluntly severs accountability from

blame (Section G.3.4).

Relationality. An alternative conception of accountability expands the focus to

consider responsibility in light of the relationships between moral actors. Wat-

son [615], for example, argues that responsibility should cover more than at-

tributablility, a property assigned to an actor for bringing about a given outcome

[569]. A second dimension, which he calls accountability, situates responsibil-

ity in a relationship among actors. For Watson, “Holding people responsible is not

just a matter of the relation of an individual to her behavior; it also involves a so-

cial setting in which we demand (require) certain conduct from one another and

respond adversely to another’s failures to comply with these demands” [615, p.

229]. Other work, including T.M. Scanlon’s theory of responsibility, provides

accounts of both being responsible and being held responsible, where the latter de-

scribes situations when parties violate relationship-defined norms [517, 538].

Accordingly, the characteristics of a harmed party might dictate whether, or
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what, accountability is needed. For instance, if one causes harm in self defense,

there may be no moral imperative to hold them accountable.

This work attempts to situate accountability in the social, political, institutional,

and interpersonal relationships in which we are enmeshed. Accordingly, the

relationship-defined obligations we have to one another — as spouses, citizens,

employees, friends, etc. — may dictate what it is we are responsible for, as well

as the types and degrees of accountability we can expect. By situating account-

ability not just as attributability between action and actor, but instead within a

social framework, some of what has come out of the so-called “narrow” no-

tion of accountability in political theory (discussed below in Section G.2.2) can

be derived from the vantage of a more “pure” moral philosophy. Rather than

formally pursuing this derivation here, we instead simply suggest that these no-

tions of accountability need not be framed as alternatives to one another. Moral

philosophy offers concepts through which a given relational framing — be it in-

terpersonal, institutional, or political — can be said to be legitimate and ethically

viable. Similarly, for practitioners holding a variety of organizational positions

(in relation to one another), the moral responsibilities that individuals hold can

shape the ethical obligations and specific forms of accountability at play.

G.2.2 Accountability in Political Theory and the Social Sci-

ences

The work in moral philosophy discussed above aligns with work on account-

ability as a property of social structures [223], which holds it to be relational —
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not merely as a requirement on an accountable party to “own up” to blamewor-

thy action as an obligation to another. In the past few years, “algorithmic ac-

countability” has attracted growing interest in approaches that are institutional

or structural in character.

The work of political scientist Mark Bovens, particularly what he has la-

beled, a “narrow definition” [81, 82], has informed recent literature on account-

ability for “algorithmic systems” [622]. Prompted by a concern that newly

formed governmental structures and public authorities in the European Union

lack “appropriate accountability regimes” [82, p. 447], Bovens proposed that

accountability obtains between two key roles: an accountable actor and a forum.

Under certain conditions, or in the wake of certain incidents, accountability ex-

ists when an accountable actor has an enforceable obligation to a forum to ex-

plain and justify itself — to address a forum’s questions and judgments and

possibly suffer sanctions. Bovens calls this a “relational” definition because it

locates accountability in a social relation between those occupying one role (e.g.

governmental department, a public authority, or a person acting in an official

capacity) and another (e.g., a different governmental entity, oversight commit-

tee, or even an individual acting in a relevant capacity, e.g. journalist). We read

Bovens as gesturing toward four key parameters in any relational accountability

framework for which appropriate values need to be specified:

Who is accountable?: Accountable actors may include those who are not directly

responsible for harm (e.g., engineers) but are designated as accountable (or li-

able) because of their deep pockets, capacities to render explanations, or po-

sitions in organizational hierarchies, such as corporate officers or government

procurers of data-driven systems.
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For what?: Beyond legally-cognizable harms (e.g., bodily injury, property

damage, pecuniary losses), harms particularly associated with data-driven al-

gorithmic systems include privacy violations [130], automation-driven unfair

discrimination [16], autonomy losses due to manipulation [12, 332], and any

number of emergent harms associated with novel technologies and their de-

ployment.

To whom?: The members of the forum may not just include those who are

themselves harmed (or placed in harm’s way through heightened risk). They

may also include those deputized to represent and advocate on behalf of vul-

nerable parties, such as lawyers and public or special interest advocacy groups.

Beyond direct advocates, these may include groups and individuals in over-

sight capacities such as journalists, elected officials, government agencies, pro-

fessional societies, or the many publics which coalesce around particular mat-

ters of concern [409].

Under which circumstances?: This concerns the nature of the obligation —

what accountable actors may owe to the forum (to explain, be judged, and ad-

dress questions and challenges). For example, Moss et al. [424] describes an

array of components that constitute accountability within impact assessment

frameworks, noting that the specific obligations an actor owes to a forum de-

pend on the norms of that relationship.

Bringing together the moral and the relational. Proponents of Bovens’s re-

lational framework claim that it illuminates the sociopolitical stakes of trans-

parency and explainability, showing why these concepts are necessary for any

accountability framework for data-driven algorithmic societies, even though

they are ultimately not sufficient to constitute accountability in and of them-
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selves [622]. Moreover, by defining actors’ roles and capacities in terms of the

respective sociopolitical structures in which we live, Bovens’s framework is not

directed at the rights and obligations we have to one another as bare moral

actors. We note that bringing together Bovens’s relational definition with the

moral conception of accountability can help clarify the scope of possible values

for the framework’s parameters: those who have caused or contributed to harm

through faulty action are contenders for the class of accountable actors, and those

who have suffered harm (and/or their representatives) deserve a place among

the members of the forum.

This point shows a confluence between accountability as answerability for

blameworthy action, and accountability as a social arrangement. Being blame-

worthy for harm is (almost always) a sufficient condition for being designated

an accountable actor; being harmed through blameworthy action is (almost al-

ways) a sufficient condition for being designated a member of the forum, em-

powered to demand explanations. These two conceptions of accountability —

the moral and the relational — do not stand against one another as alternative

solutions to the same problem; they are solutions to different problems that in-

tersect in constructive ways.

Nevertheless, hard work remains to explain and justify concrete, appropriate

values for these parameters, and to construct pervasive structures for account-

ability through context-bound contestation [410]. In Section G.3 below, we

demonstrate how data-driven algorithmic systems heighten the barriers to ac-

countability by further obscuring conditions of responsibility and fault, which

in turn presents challenges for instantiating the four parameters of a moral, re-

lational accountability framework.
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G.3 Revisiting the Four Barriers to Accountability

In a typical scenario in which software is integrated into a functional system

— fully or partially displacing groups of human actors — accountability could

be displaced along with human actors who are its bearers. The cumulative ef-

fect of such displacements is the increasing incidence of harmful outcomes for

which no one answers, whether these outcomes are major or minor, immediate

or long-term, or accrue to individuals or to societies. Resuscitating account-

ability is no simple task because computerization sets up particularly trouble-

some barriers to accountability: Many hands (G.3.1), “Bugs” (G.3.2), The computer

as scapegoat (G.3.3), and Ownership without liability (G.3.4) [445]. These inter-

dependent barriers are not necessarily an essential quality of computer soft-

ware. Rather, they are a consequence of how software is produced, integrated

into institutions, and embedded within physical systems; they are a function

of the wonderment and mystique that has grown around computerization, and

the prevailing political economy within which the computer and information

industries have thrived. In the sections that follow, we revisit the barriers to

accountability with an eye turned toward their implications amid the massive

growth and adoption of data-driven algorithmic technologies. We provide ex-

amples of the barriers in action and defer discussion of how the barriers can be

weakened to Section G.4.

G.3.1 The Problem of Many Hands

The barrier of many hands arises due to the large number of actors often involved

in the design, development, and deployment of complex computerized systems.
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When such systems cause harm, it may be difficult to isolate the component(s)

at its source and the agents responsible: “Where a mishap is the work of ‘many

hands,’ it may not be obvious who is to blame because frequently its most salient

and immediate causal antecedents do not converge with its locus of decision

making” [445, p. 29]. Nissenbaum further analyzes the difficulty of many hands

by showing how it operates at four different levels: 1) software is produced in

institutional, often corporate, settings in which there is no actor responsible for

all development decisions; 2) within these settings, multiple, diffuse groups of

engineers contribute to different segments or modules of the overall deployed

system, which additionally often depends on software implemented by other

actors (in today’s landscape, this may result in licensed or freely-available open-

source software); 3) individual software systems often interact with or depend

on other software systems, which themselves may be unreliable or present in-

teroperability issues; 4) hardware, not just software, often contributes to overall

system function, particularly in cyber-physical systems, and it can be difficult

to pinpoint if harms occur due to issues with the code, the physical machine, or

the interface between the two. Any and all of these four levels of many hands

problems can operate simultaneously, further obscuring the source of blame.

These difficulties at the heart of the many hands problem persist, further com-

plicated in numerous ways now that computer systems are ubiquitous rather

than merely ascendant. We focus on how data-driven algorithmic systems com-

plicate this barrier with novel challenges using two illustrative (though neces-

sarily non-exhaustive) examples: 1) The ML pipeline — the multi-stage process

by which machine-learned models are designed, trained, evaluated, deployed,

and monitored; 2) Reliance of contemporary data-driven algorithmic systems

on the composability of openly-available ML toolkits and benchmarking suites; these
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toolkits, often developed and maintained by large tech companies, tend to be

advertised as general- or multi-purpose, and are frequently (mis)used in spe-

cific, narrow applications.

The ML pipeline. The ML pipeline is a dynamic series of steps, each of which

can involve multiple groups of actors, including designers, engineers, man-

agers, researchers, and data scientists. The pipeline typically starts with prob-

lem formulation and, in commercial settings, results in the deployment and con-

tinued monitoring of a trained model [462]. Problem formulation involves the

collection, selection, or curation of a dataset, followed by the operationalization

of a concrete task to learn, such as classifying loan-granting decisions or gener-

ating natural-language text. The actors responsible for formulation may hand

off their work to others responsible for implementation — choosing the type

of model and the learning procedure to use for model training. In selecting the

type of model, these actors may custom-design their own model architecture, or

may defer to a pre-existing one, such as an off-the-shelf neural network, which

has been designed by others, possibly at another company or institution.

Thereafter, training and evaluation begin, in which a group of developers

run training many times, perhaps with multiple combinations of model types,

training procedures, and hyperparameter values. These developers compare

trained models, from which they select some “best”-performing model (or en-

semble of models), where “best” is informed by a quantitative metric they have

adopted, such as mean overall test accuracy. These stages, from formulation to

evaluation, are often repeated dynamically: until the model passes the thresh-

old of developer-specified performance criteria, the process can cycle from re-

modeling to tuning. If the model is deployed in practice, there is yet another set
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of actors who monitor the model’s ongoing behavior, ensuring that its behavior

aligns with expectations developed during training and evaluation.

Each stage of the ML pipeline involves numerous actors — in fact, poten-

tially indefinitely many actors if the pipeline employs third-party model archi-

tectures or ML toolkits, which we discuss below.6 Thus, in practice, if a trained

model causes harms, it can be extremely challenging to tease out particular ac-

tors who should answer for them. For example, harms could originate from

how actors operationalize the learning task at the start of the pipeline [136],

move from high-level abstraction to concrete implementation [530], or select hy-

perparameters or random seeds during model selection [145, 210, 543]. Blame

could lie with actors in any part of the pipeline, or some combination thereof

whose faulty actions may have been causally responsible for harm. Bias, for

example, could creep in early, from the choice of dataset, and accumulate and

become magnified further downstream during model selection. In other words,

the diffuse and dynamic nature of the pipeline makes locating accountability

extremely challenging. This can be understood as an issue of transparency —

beyond the specific the problem of model interpretability — concerning who is

responsible for what, and how this can be related to overarching accountability

with respect to a model’s ultimate use in practice [333].7

Multi-purpose toolkits. Practitioners and researchers often do not code model

architectures or optimization algorithms from scratch. Just as Nissenbaum high-

lighted the integration of third-party software modules as the indefinite expan-

sion of many hands, we note here that builders of data-driven algorithmic sys-

6Participatory design further expands the set of many hands to end-user stakeholders [545],
illustrating an additional manifestation of the barrier: when harms occur, it is possible to shift
blame to harmed end-users who were involved in the ML pipeline.

7This indicates why transparency in the form of model interpretability may be important,
but is ultimately not sufficient, for identifying actors accountable for harms.
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tems often rely on toolkits produced by others. To decrease the amount of time

and money spent iterating the ML pipeline, these actors depend on the invest-

ment of tech companies with vast resources and large, concentrated pools of

technical talent to develop and release efficient, correct, comprehensive, and

user-friendly libraries of algorithm implementations, model architectures, and

benchmark datasets [4, 398, 463].

Unlike more traditional modules, which only tend to contain reusable soft-

ware algorithms, ML toolkits often also include large-scale, pre-trained models.

Large companies train and release such models, like BERT [171], which smaller

companies and individuals can use out-of-the-box or fine-tune for particular use

cases. Since these pre-trained models are often intended for downstream use

by users different from their developers, they are designed for a multiplicity

of applications (i.e., to be general-purpose). However, users employ pre-trained

models in specific domains; there is a gap between general design goals and spe-

cific deployment intentions, which has been shown can bring about bias-related

harms. Determining blame for these types of harms is far from simple. For ex-

ample, if intended use is under-specified, blame could lie at least partially with

the pre-trained model’s creator. Compounding this problem is the fact that ML

presents a recursive turn in the many hands problem Nissenbaum highlighted,

in that many ML systems incorporate pre-trained components that are, them-

selves, the product of many hands. Nevertheless, tracing such harms presents an

addressable technical challenge, not an insurmountable epistemological barrier.

In relation to a moral, relational accountability framework, this barrier ob-

scures . . .
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Who is accountable: Many hands is central to identifying an accountable ac-

tor within Bovens’s framework [81]. This problem has long characterized chal-

lenges in holding corporate actors, institutions, and organizations accountable,

and while it certainly constituted a barrier to accountability in 1996 [445], it has

only become more difficult to understand who is accountable in a data-driven

algorithmic society. Code reuse — taken as a virtue in software development

— has now been extended to model reuse, in turn generating a host of prob-

lems for equity and reliability by making it difficult to identify all the actors

who contributed to components of an ML pipeline. Knowing who is responsi-

ble for these components as they are repurposed, as well as who ought to be

responsible for incorporating those components into a downstream system, be-

comes prohibitively difficult for a forum to ascertain on its own, let alone for it

to demand any explanations or changes in actors’ behavior.

For what: The problem of many hands extends the above question to deter-

mining what an actor might be accountable for in relation to harms, in that it

is hard to isolate which part of an ML pipeline actually contributes to an error

or harm. Repurposed models may introduce dataset imbalances and proxies

for protected categories without adequate scrutiny (or even the opportunity for

scrutiny) by those assembling downstream components of a system. This raises

questions of appropriate use, wherein it is difficult to tease apart the responsi-

bility of those who produced a component to adequately stipulate the limits of

its appropriate use and the responsibility of those who use that component to

ensure it is appropriate for the uses to which they are putting it.

To whom: Many hands is primarily a barrier to knowing who is accountable,

but it is also a barrier to knowing to whom those accountable actors are account-
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able where, for example, a differential error rate may exist for some population

P, but a specific harm occurs for an individual p ∈ P. In such a case, it is diffi-

cult to determine whether accountability ought to be rendered to P, because of

the heightened risk of harm to which the entire population has been exposed,

or only to p, who suffered harm because of their membership in P. This is a

many hands problem because of the difficulty in knowing where within the ML

pipeline risk was produced for the group, e.g., through training or dataset im-

balances, and where it was produced for individuals, e.g., through implemen-

tation choices.

Under which circumstances: The problem of Many hands presents a barrier

even when standards of care exist, as it is difficult for actors to know precisely

whom they should exercise that care toward (see “to whom” above). Standards

of care, which are grounded in normative assumptions about appropriate com-

ponent (re)use, are less straightforward to develop where many hands are in-

volved, as social practices which link actors together are obscured throughout

the ML pipeline.

G.3.2 “Bugs”

Nissenbaum uses the term “bug” to cover a variety of issues common to soft-

ware, including “modeling, design, and coding errors.” “Bugs” are said to be

“inevitable,” “pervasive,” and “endemic to programming,” “natural hazards of

any substantial system” [445, p. 32]. Even with software debuggers and verifi-

cation tools that can assure correctness, “bugs” emerge and cause unpredictable

behavior when software systems are deployed and integrated with each other
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in the real world [388, 547]. The rhetorical power of “bugs” is that they are

predictable in their unpredictability; they serve as a barrier to accountability be-

cause they cannot be helped (except in obvious cases), and therefore are often

treated as an accepted “consequence of a glorious technology for which we hold

no one accountable” [445, p. 34].

What we consider to be the “inevitable” can change over time as technology

evolves, with certain types of “bugs” spilling over into the avoidable. For ex-

ample, evolving norms and new debugging tools can rebrand the “inevitable”

to be sloppy or negligent implementation, at which point programmers can be

held to account for such errors. Similarly, the advent of data-driven algorithmic

systems has indicated that this malleability also extends in the other direction:

new technological capabilities can both contract and expand what we consider

“inevitable” “buggy” behavior. That is, while these systems contain “bugs” of

the “modeling, design, and coding” varieties that Nissenbaum describes for

rule-based programs, the statistical nature of data-driven systems presents ad-

ditional types of harm-inducing errors, which may present an additional barrier

to accountability.8 Where misclassifications, statistical error, and nondetermin-

istic outputs cause harm — and are presented as inevitable and unavoidable —

may impede the attribution of blame.

In 1996, it may have been evident that labeling certain errors as “bugs” was a

mere ploy to dodge blame. Today, certain types of errors are more plausibly as-

serted to be an inherent part of ML, attributable to its statistical nature. Misclas-

sification, statistical error, and nondeterminism seem to turn the notion of “bug”

on its head: indeed, many experts would as readily call these features of machine

8Of course, statistical software is not new to ML; however, the proliferation of data-driven
algorithmic systems has clarified the prevalence of such errors.
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learning, not “bugs”.9 Nevertheless, regardless of where one attempts to draw

the line, these errors share common elements with the “bugs” Nissenbaum de-

scribes — namely, they undermine our ability to reason, conclusively, about

causality and fault. Insofar as they are accepted as an “inevitable,” “perva-

sive,” and “consequence of a glorious technology,” they constitute a barrier to

accountability [445]. Below, we illustrate this point with concrete instances of

“bugs” deemed unavoidable in data-driven algorithmic systems.

Faulty modeling premises. As discussed in Section G.3.1, data-driven algo-

rithmic systems require significant modeling decisions prior to implementation.

For example, choosing a model to learn necessarily involves abstraction and

can have significant ramifications [462, 530]. Assumptions during this stage of

the ML pipeline can bias the resulting computational solution space in a par-

ticular direction [215], for example, assuming a linear model is sufficient to

capture patterns in data precludes the possibility of modeling non-linearities.

When such biases involve over-simplified or faulty reasoning, they can result in

model mis-specification and the introduction of “modeling error bugs.” Such

mis-specifications may include the assumption that values like fairness and ac-

curacy are correctly modeled as a trade-off to be optimized [136], and that phys-

ical characteristics can serve as legitimate classification signals for identifying

criminals [625] or inferring sexual orientation [561, 614]. More generally, a com-

mon modeling error may arise from assuming, in the first place, that a prob-

lem is amenable to classification — that it is possible to divide data examples

into separable categories [546, 563]. Even if it is possible to train mis-specified

models like these to behave “accurately” (i.e., to return better-than-chance re-

sults after learning these tasks), conclusions drawn from false premises will be

9We return to this in Section G.3.3 (scapegoat) and is why we leave “bugs” in quotes.
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unsound [136]. If modeling assumptions are unclear or elided, an actor may

evade accountability by blaming inexplicable, unavoidable “bugs” endemic to

computer software instead of taking responsibility for otherwise opaque errors.

Individual errors. Even if one’s premises are not faulty, the ML pipeline can

still produce models that cause harm. Trained ML models exhibit errors that can

harm individuals if their effects, for example, violate privacy or cause manipu-

lation [203, 332, 381, 432]. ML has several techniques to quantify and minimize

error [74, 260], and yet even the most robust, well-trained models report imper-

fect accuracy. In fact, a model that achieves 100% accuracy is usually consid-

ered suspect, likely over-fit to the training data and to exhibit poor performance

when presented with new examples [262, 491, 557]. Therefore, when individual

errors occur, they can be treated as inevitable, just like the “bugs” Nissenbaum

describes, displacing responsibility for the harms such errors cause affected in-

dividuals.

Bad model performance. Unexpectedly bad overall model performance can

likewise be excused as a “bug,” rather than a blameworthy error. Consider a hy-

pothetical example of a (well-formulated) computer vision system used to de-

tect skin cancer, whose training and evaluation indicate will have an accuracy

rate of 94%. Once deployed, if the model coheres with (or even out-performs) its

promised performance, then developers can claim that any mis-classifications

were expected.10 Since expected accuracy is a probabilistic claim about what is

likely to occur, deviations from expectation can and do occur. When monitoring

a deployed model, over time, if this deviation yields a substantial decrease in

expected accuracy, developers may dodge accountability by ascribing the fail-

10Individual errors can pose additional challenges for accountability: the model may still
overall exhibit an expected degree of error (i.e., be within a margin of error), for which it is
possible to scapegoat the statistical nature of ML (Section G.3.3).
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ure to the amorphous category of “bug”, instead of admitting that it resulted

from human negligence, poor generalization, distribution shift, or other faulty

behavior.

In relation to a moral, relational accountability framework, this barrier ob-

scures . . .

Who is accountable: Accountability for “bugs,” even within the expanded defi-

nition of “bugs” provided above, emerges from specific regulatory regimes, cor-

porate compliance practices, and contracting relationships. Civil law has a cru-

cial role in determining the relationship between forums and responsibilized

actors, which is often inflected by those who have the capacity to intervene or

have benefitted from a particular action. “Bugs” present a particular challenge

to determining who is accountable when they are seen as endemic to ML, or as

produced by non-determinism inherent to the domain in which an algorithmic

system is deployed (a challenge shared by the scapegoating barrier).

For what: “Bugs” remain a barrier to accountability because of the difficulty

they pose to actors and forums trying to specify whether individual errors,

bad model performance, faulty assumptions, or other mistakes contributed to a

harm.

To whom: “Bugs” may affect an entire class of individuals, a community, or

all of society, but evidence of harm may only accrue at the level of a specific

individual, presenting a barrier for actors and forums interested in knowing to

whom accountability ought to be rendered.

Under which circumstances: Algorithmic systems inevitably rely on some de-
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gree of abstraction and make specific assumptions about the underlying nature

of the phenomena they model [136, 530]. Under circumstances of imperfect

information about every possible aspect of a data-driven algorithmic system

(which is most of the circumstances outside the lab), “bugs” of the character

described above may exist and contribute to this barrier to accountability.

G.3.3 The Computer as Scapegoat

Blaming a computer may pose a barrier to accountability, because “having

found one explanation for an error or injury, the further role and responsibility

of human agents tend to be underestimated” [445, p. 34][187]. To explain why

people could plausibly blame computers for wrongdoing, Nissenbaum cites the

role computers may play in “tasks previously performed by humans in posi-

tions of responsibility;” whereas before the human would be indicated as the

blameworthy party, the computer has now taken up that role. And yet, even

as computer systems have become immediate causal antecedents to an increas-

ing number of harms, they lack moral agency and thus cannot be the bearers

of moral blame [445]. In this section, we discuss how scapegoating the computer

has become even more complicated in the landscape of ubiquitous data-driven

algorithmic systems. In the examples below, the system is made to bear the sins

of the responsible party, the individual or the institution that has agency and is

capable of carrying moral blame.

Moral agency. As data-driven algorithmic systems have become perva-

sive in life-critical contexts, there has been a corresponding tendency to an-

thropomorphize and view technological processes as akin to human cogni-
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tion [64, 475, 586]. These systems are described by their developers and com-

mentators as intelligent, implying that they have agency as autonomous actors

and thus rhetorically positioning them as blameworthy for error. However, di-

recting blame toward data-driven algorithmic systems effectively imbues them

with moral agency, ascribing them the ability to act intentionally [519]. Nis-

senbaum likens blaming a computer to blaming a bullet in a shooting: While

the bullet can be said to play an active, causal role, it cannot be said to have

been intentional in its behavior. In the same vein, a data-driven algorithmic

system may play a central role in life-critical decisions, and may even be said

to make a choice in a particular task, but a choice lacking deliberate intention, a

precondition for moral agency [519].11

“Accountable algorithms”. This popular banner-phrase makes algorithms the

subject of accountability [334], even though algorithms are not bearers of moral

agency and, by extension, moral responsibility. It places responsibility on tech-

nology, not its developers, owners or operators, and it reduces accountability

to a piecemeal, procedural quality that can be inferred from technology, rather

than a normative concept that has to do with the moral obligations that peo-

ple have toward one another. The phrase further occludes proper attribution of

accountability by fixating attention on algorithms rather than on systems that

are deployed in practice, within and through which algorithms function [144].

When, for example, studies of fairness in AI/ML-assisted judicial bail decisions

fixate on respective algorithms, they fail to capture key inequities that are sys-

temic in complex sociotechnical systems, of which AI/ML techniques are just

one part [41].

11This is consistent with scholarship in legal theory concerning AI, algorithms, agency, and
personhood [34, 64, 93, 97, 276, 358, 596].
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Mathematical guarantees. Directing blame away from people and corpora-

tions can be either strategic or inadvertent. In some cases, a group of harmed

individuals does not know whom to blame (many hands) and settles on blaming

the system. In others, scapegoating the system can be a way by which a moral

actor dodges and dissipates public ire, for example, in the now-canonical exam-

ple of Northpointe exhibiting bias in its risk-assessment tool [26]. Rather than

attributing this bias to a mistake or “bug,” Northpointe blamed the fundamen-

tal incompatibility of different algorithmic operationalizations of fairness as the

source of the problem (and pointed to a specific measure, for which bias was

not detectable, as evidence of blamelessness). Reliance on mathematical guar-

antees can reinforce barriers to accountability and divert attention away from its

appropriate subjects. One can see this when a given system has a theoretically-

guaranteed (and empirically-verified) upper bound on its error. If the system

behaves within its guaranteed margin of error, it becomes possible to treat that

margin as an immutable attribute of the system (rather than, more appropri-

ately, the result of human-made decisions), and to scapegoat the system for any

particular errors that fall within this margin.

Let us consider the same case we discussed for the problem of individual

errors in “Bugs:” The engineers show that a system is 94% accurate for tumor

detection, and validate that this is in fact the case in practice. Above, we talked

about this example in terms of individual errors, for which responsibility for

harm could be excused due to “buggy” behavior. Rather than analyzing behav-

ior at this level of individual decisions, one can also examine the behavior of the

model overall. If the frequency of mis-classifications is within the model’s guar-

anteed error rate, the engineers could attempt to excuse all resulting harms by

gesturing to the fact that the model is performing exactly as expected. In short,

530



satisfying mathematical guarantees can serve as a scapegoat because pointing to

mathematical claims satisfied at the model-level can serve to obscure the need

to account for harms that occur at the individual-decision level.12

Non-determinism. When data-driven algorithmic systems err, their errors can

be attributed to the stochastic or otherwise non-deterministic components of ei-

ther the system itself or the phenomena the system is modeling. In particular,

systems that involve ML involve randomization, for example, by shuffling the

order in which training data examples are presented to an algorithm. While

such features of ML algorithms may seem like technical minutiae, in fact, they

introduce stochasticity into the outputs of machine-learned models: training

the same model architecture on the same dataset with the same algorithm —

but changing the order in which the training data are supplied to the algorithm

— can yield models that behave differently in practice. For example, as Forde at

al. [210] shows, changing the order that the data examples are presented to train

a tumor-detection model can lead to surprisingly variable performance. The re-

lationship between training-data-ordering and resulting variance in model per-

formance is under-explored in the technical literature. Thus, such differences in

model performance are often attributed to an inherent stochasticity in ML. The

randomization used in ML systems — randomization on which these systems

depend — becomes a scapegoat for the harms it may cause, such as missed tumor

detection. In attributing the harms to mathematical chance, attention is drawn

away from appropriate accountable agents.

12One could see-saw back-and-forth between “bug” and scapegoat to evade accountability. If
satisfying guarantees at the overall model-level is rejected as a rationale for an individual harm,
one could claim there is a “bug;” if calling an individual decision “buggy” is rejected, and the
model is classifying within its expected error, one could then displace blame by arguing that the
model is behaving according to its specification.
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In relation to a moral, relational accountability framework, this barrier ob-

scures . . .

Who is accountable: Similar actors are accountable as those described in

“Bugs,” although the barrier presented by scapegoating is embedded in its im-

plicit suggestion that entities are accountable, rather than those who are the

responsible actors (see the nebulousness of many hands), or that no responsible

actor can be found because a harm occurred through randomness or chance.

For what: Scapegoating produces barriers to understanding the for what of ac-

countability in identical ways as described above in “Bugs,”. It also contributes

an additional difficulty when mathematical guarantees are offered that allow

for some minimal degree of undesirable behavior in a system, or the system

is characterized as non-deterministic in ways that would indemnify otherwise

responsibilized actors from accountability for outcomes stemming from such

undesirable behaviors.

To whom and under which circumstances: Same as in Section G.3.2.

G.3.4 Ownership without Liability

Nissenbaum [445] highlights a dual trend in the computer industry: 1) strength-

ening property rights and 2) avoiding liability. Behavioral trends that informed

these assertions have persisted in the decades since, with lively public debates

over the fit of traditional forms of intellectual property (i.e., copyrights, patents,

and trade secrets) to digital products such as software, data, databases, and

algorithms [133, 216], and subsequent expensive legal struggles among indus-
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try titans [71]. Similarly, we have seen explicit denials of liability expressed

in shrink-wrap licenses, carried over into so-called “click-wrap” licenses, and

Terms of Service disclaimers accompanying websites, web-based services, mo-

bile apps, Internet of Things devices, content moderation decisions, and the

like [130, 329, 366, 573].

Before addressing how we see these trends carry forward in the contem-

porary landscape, we need to qualify our observations. Property and liability

are weighty legal concepts with long histories and rich meanings. Narrowing

our view to digital technologies, even before Nissenbaum [445], a robust liter-

ature had grown over questions of ownership — questions that have persisted

through numerous landmark court cases. Liability, too, is a core legal concept

that is increasingly an issue in relation to the products and services of digital

industries. It lies outside the scope of this paper to attempt meaningful insights

into these concepts as they manifest in scholarship, law, and the courts. How-

ever, it is useful to observe broad patterns and anticipate the likely actions of

stakeholders. For a start it is not difficult to see how the trends toward strong

ownership and weak liability reinforce barriers to accountability, and also to un-

derstand why industry incumbents might support them: liability is costly and

strong property rights enrich rights holders and empower them against com-

petitors. Four lines of advocacy on behalf of industry interests are noted below,

supplementary to those discussed in Nissenbaum [445]:

• Third-party providers of data-driven algorithmic systems refuse to expose

their systems to scrutiny by independent auditors on grounds of trade se-

crets [133, 216]. As long as experts maintain that transparency is necessary

to evaluate the ML pipeline and AI development, strong property rights
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that block scrutiny are barriers to accountability.

• Manufacturers and owners of cyber-physical systems, such as robots, In-

ternet of Things devices, drones, and autonomous vehicles, evade liability

for harms by shifting blame to environmental factors or humans-in-the-

loop [358]. In this respect, the barrier of ownership without liability for data-

driven algorithmic systems suggests a twist on the problem of scapegoating

(Section G.3.3): treating “the human user as scapegoat” — claiming the

user has mis-used an AI- or ML-enabled system in order to obscure re-

sponsibility for unclear, under-specified, or deliberately misleading user

interfaces or expected use, as has happened with Tesla and accidents con-

cerning its (so-called) “AutoPilot” autonomous driving feature [78].

• Almost without question the computer industry, having metamorphosed

into the data industry, has assumed ownership over data passing through

its servers [198, 340, 449]. We still do not have clear rules of liability for in-

dustry actors when their servers, holding unimaginable quantities of data,

are breached [535]. Nor do we have sufficient insight into the complete-

ness, quality, or validity of data, or the means to hold anyone liable for its

misuse.

• Technology companies hold unprecedented sway over regulation.

Twenty-five years ago, the software industry was already a force to be

reckoned with and successfully persuaded Congress that imposing legal

constraints would stifle innovation — that societal well-being depended

on a nascent industry that could not flourish under excessive regulatory

and legal burden.

In relation to a moral, relational accountability framework, this barrier ob-
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scures . . .

Who is accountable: Having already enumerated above the many difficulties

these barriers pose for tracing relationships of accountability, they generally per-

tain to the problem of ownership without liability, as well. Additionally, questions

of how liability is adjudicated in practice may obscure who is liable, what kind

of liability they hold, or what they are liable for, while leaving intact the ways

in which the benefits of data-driven algorithmic systems accrue to their devel-

opers, designers, and operators.

For what: Ownership without liability affects the very contours of what an ac-

tor can be found liable for. However, this does not absolve that actor of their

moral responsibility or obviate the need for them to be held accountable for

the consequences of their actions, the systems they oversee, or from which they

benefit.

To whom: Ownership without liability is a barrier to accountability for those

who may stand as plaintiffs in civil cases and representatives of those affected.

Under which circumstances: Ownership without liability is a barrier to account-

ability where those who suffer a harm lack standing in a court of law. This may

be because a harm is not cognizable to courts (see, e.g., Metcalf et al. [409]), the

harmed party does not constitute a certifiable class, or the nature of the harm

is obscured through the ways harms are foisted onto scapegoats or dismissed as

“bugs”.
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G.4 Weakening the Barriers

Nissenbaum [445] warned of a waning culture of accountability — harms be-

falling individuals, groups, even societies, were being cast merely as sufferers’

bad luck. In the previous section, we revisited the four barriers in light of data-

driven algorithmic systems and found that the framework still provides a useful

lens through which to locate sources contributing to the dissipation of account-

ability. Weakening the barriers would clear the way for more sound attribution

of blame, in turn setting up a stronger societal expectation for blameworthy

parties to step forward and take account. But we have also argued that account-

ability in algorithmic societies involves more: stepping forward is a necessary

component of accountability, but it is insufficient (Section G.2). Because the bar-

riers we have described may not all be weakened, even with a firm resolve to

identify blameworthy parties, we need more than astute attention on a case-

by-case basis. To build a lasting culture of accountability, a necessary supple-

ment involves establishing persistent institutional frameworks for identifying

accountable parties (i.e., individuals, groups, or organizations) and for calling

them to answer. Simultaneously, such frameworks should invest others with

the powers to call these parties to account.

Any technical interventions that the research community has already de-

veloped — notably, those that we have emphasized concerning transparency,

audits, and robustness — would need to be folded into such a framework, and

their use justified in these moral and relational terms. For example, any tech-

nical definition of transparency is unlikely to satisfy the needs of all those who

comprise a forum and who may hold variable or inconsistent ideas about what it

might mean for a model to be “interpretable.” Technical assertions of robustness
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say what expectations are, but leave unanswered the question of the conditions

under which deviations from expectations ought to be expected or remedied.13

Relational treatments of these issues, it would seem, require that the obligation

be tuned to the various needs of all members of the forum.

Taking each barrier in turn. A moral and relational accountability framework

opens the aperture to addressing many hands (Section G.3.1). In principle, many,

if not all, of the many hands could be designated as accountable actors. Deliber-

ate consideration of the many hands problem is clearly called for by those who

develop licensing agreements relying on normative assumptions about appro-

priate use and reuse within the ML pipeline, and in articulating engineering

best practices empirically against theoretical assumptions of robustness. This in-

cludes dataset creators, model developers, decision and control systems design-

ers, vendors, and operators of these systems. Developing rigorous standards

of care could help mitigate the problems of inappropriate use of pre-trained

models and unclear measures of quality control at different stages of the ML

pipeline. For example, robust auditing mechanisms at each stage, rather than

approaching audit as an end-to-end concern [487], or worse, as a purely post hoc

endeavor, could help clarify the relationship between stage-specific issues and

resulting harms.

Addressing various harms, depending on how they are contextualized, can

implicate either the barrier of “bugs” or scapegoating the computer (Sections G.3.2

& G.3.3). For example, we note that the computer science community could

have either treated algorithmic harms due to unfair discrimination as a “bug”

or blamed them on intrinsic aspects of AI/ML — and yet, it did not. In-

13Moreover, if assumptions underlying such assertions are voided when moving from theory
to deployment, robustness estimates can degrade in practice.
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stead, unfairness has more often been ascribed to biased or imbalanced training

data [208, 307] — data that exhibits historical biases that are arguably “perva-

sive” and “unavoidable.” This community could have pursued some “toler-

able” degree of unfavorable outcomes in the real world (ideally, in consulta-

tion with those adversely impacted), and developed ways of ensuring models

met that more “tolerable” specification, under specific conditions. This, notably,

would still have allowed developers to evade accountability by scapegoating in-

herent properties of the model as instead deserving of blame.

However, instead of treating unfairness as an aspect of accountability, much

technical work on algorithmic fairness has attempted to address unfairness

harms by developing training algorithms that are robust to biased input data.

The field of algorithmic fairness therefore serves as an example that challenges

the narrative of the invulnerability of the barriers. The technical community and

its interlocutors have demanded more from ML modelers concerning the treat-

ment of unfair discrimination. The community has set expectations concern-

ing the necessity of interventions to root out and correct for unfairness, thereby

weakening the barriers of scapegoating or being attributed to “bugs”. This exam-

ple could, and we believe should, encourage similar treatment of other issues

like robustness and its relationship to privacy violations, or adversarial ML and

its relationship to manipulation.

Lastly, being liable is related but not identical to being accountable (Sec-

tion G.3.4). The latter is applied to blameworthy parties who step forward to

answer, the former to parties who step forward to compensate victims of harm.

Often liability is assigned to those who are found to be blameworthy. If lines

of accountability are blurred, for example, as a consequence of the barriers we
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have discussed, harms due to AI/ML and other data-driven algorithmic sys-

tems will be viewed as unfortunate accidents; the cost of “bad luck” will settle

on victims. Instead, legal systems have developed approaches, such as strict lia-

bility, to compensate victims harmed in certain types of incidents even without

a demonstration of faulty behavior. Strict liability assigned to actors who are

best positioned to prevent harm is sound policy as it motivates these actors to

take extraordinary care with their products. Barriers such as many hands make

the attribution of blame difficult. Strict liability for a range of harms that are

produced by many hands would shift the “bad luck” from victims to those best

positioned to mitigate and prevent such harms.

Eroding the barriers of accountability is a key societal challenge requiring mul-

tiple forms of expertise and, with respect to ML especially, the use of these tools

needs to be justified. Just as mature political governance requires durable in-

stitutions and formal attributions of rights and duties, we have similar needs

for the governance of producers, purveyors, and operators of data-driven al-

gorithmic systems. That is, as we have contended throughout this paper, ac-

countability is moral and relational. It depends on social, legal, and political

structures that provide legitimacy for the checks actors and forums place on

each others’ behavior; it depends on the way those checks are internalized as

professional, personal, legal, and ethical duties that motivate actors’ personal

responsibility. Multi- and inter-disciplinary research on accountability, fairness,

and transparency — given its potential to bring together an array of expertise

focused on themes of equity and justice — is uniquely positioned to help de-

velop a moral, relational accountability framework. Such structures provide

legitimacy, as well as the professional codes and standards of care, disciplinary
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norms, and personal mores that tie moral and relational forms of accountabil-

ity together. The future work of creating these structures, as noted earlier, is

no small undertaking, it lies in the sociopolitical contestations, the hard, delib-

erative work of living within a pluralistic society, by the many constituencies

implicated in any particular computational system.

G.5 Conclusion

In this paper we revisited Nissenbaum’s “four barriers” to accountability, with

attention to the contemporary moment in which data-driven algorithmic sys-

tems have become ubiquitous in consequential decision-making contexts. We

have drawn on conceptual framing from Nissenbaum’s use of the concept of

blameworthiness and how it can be aligned with, rather than cast in opposition to,

Bovens’s work on accountability as a relational property of social structures [81, 82].

We have demonstrated how data-driven algorithmic systems heighten the bar-

riers to accountability with regard to determining the conditions of blame, and

have looked ahead to how one might endeavor to weaken the barriers. In par-

ticular, we have put forward the conditions necessary to satisfy a moral and

relational accountability framework, discussed how the development of such

a framework would weaken the barriers, and argued that an interdisciplinary

and multidisciplinary research community is uniquely positioned to construct

such a framework and to develop lines of inquiry to erode the barriers to ac-

countability.

Given our tender historical moment, addressing why these or those parties

belong in the forum or in the set of accountable actors, why those obligations
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are justified, and, of course, evaluating the numerous permutations the rela-

tional nature of the approach demands is the provenance of future work. No

easy formulations make sense until we have developed a rigorous approach to

justification. In our view, this calls for expertise in relevant technologies, moral

philosophy, the prevailing political economy of data and computing industries,

organizational sociology, current political and regulatory contexts, domain area

expertise, and more. It is not that all these are needed all the time; but any of

them may be called in to develop linkages between proposed values and social

welfare.
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[107] Nicholas Carlini, Chang Liu, Úlfar Erlingsson, Jernej Kos, and Dawn

Song. The secret sharer: Evaluating and testing unintended memoriza-

tion in neural networks. In USENIX Security Symposium, 2019.

[108] Nicholas Carlini, Daniel Paleka, Krishnamurthy Dj Dvijotham, Thomas

Steinke, Jonathan Hayase, A. Feder Cooper, Katherine Lee, Matthew

Jagielski, Milad Nasr, Arthur Conmy, Eric Wallace, David Rolnick, and
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